Open Access Library Journal
2026, Volume 13, e16056
ISSN Online: 2333-9721

ISSN Print: 2333-9705

Cybersecurity Risks in Digital Banking and
Their Effect on Financial Performance of
Nigerian Commercial Banks

Jimoh Balogun

Graduate School of Economics and Management, Ural Federal University Named after the First President of Russia B.N. Yeltsin

(UrFU), Yekaterinburg, Russia
Email: balogunjimoh@yandex.com

How to cite this paper: Balogun, J. (2026)
Cybersecurity Risks in Digital Banking and
Their Effect on Financial Performance of
Nigerian Commercial Banks. Open Access
Library Journal, 13: e16056.
https://doi.org/10.4236/0alib.1116056

Received: September 20, 2026
Accepted: October 18, 2026
Published: October 21, 2026

Copyright © 2026 by author(s) and Open
Access Library Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).

http://creativecommons.org/licenses/by/4.0/

Abstract

The rapid expansion of digital banking in sub-Saharan Africa has enlarged the
attack surface available to cybercriminals targeting financial institutions. This
study examines the nature, frequency and financial consequences of cyberse-
curity incidents at seven large Nigerian commercial banks over 2015-2023. It
combines a documented-incident analysis, a pre/post comparison of bank per-
formance and a fixed-effects panel regression. The regression indicates that a
confirmed major cybersecurity incident is associated with a reduction in return
on assets (ROA) of 0.547 percentage points (p < 0.001), and that larger con-
firmed losses are associated with lower ROA. For the six banks with an observ-
able post-incident year, mean ROA fell from 2.00% to 1.47%, mean return on
equity (ROE) from 14.75% to 10.65%, and the non-performing loan (NPL) ra-
tio rose by 1.6 percentage points on average. The seven documented incidents
generated aggregate direct losses of USD 32.5 million; ransomware, phish-
ing/business email compromise (BEC) and mobile-channel (SIM-swap) fraud
were the three costliest attack types, together accounting for 64% of that total.
The estimates are interpreted as associations rather than causal effects. The pa-
per discusses implications for the Central Bank of Nigeria (CBN) risk-based
cybersecurity framework, international standards (ISO/IEC 27001, NIST CSF
2.0) and the operational-risk provisions of Basel III, and contributes to the lit-
erature on the microeconomic consequences of cybercrime in developing
economies.
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1. Introduction

Driven by changing consumer behaviour, finance worldwide has moved heavily
towards digital channels. Nigeria, one of Africa’s largest economies by output, ac-
celerated this shift after 2012, when the Central Bank of Nigeria (CBN) began roll-
ing out its cashless-banking policy. According to the Nigeria Inter-Bank Settle-
ment System (NIBSS), the value of instant payments processed in 2023 reached
NGN 600 trillion, 55% above the NGN 387 trillion recorded in 2022 [1], while the
number of transactions processed rose from about 5.1 billion to about 9.7 billion
[2].

Digital growth is accompanied by growing exposure to cybercrime. NIBSS re-
ported that banks had lost about NGN 9.5 billion to electronic fraud by August
2023, and the Financial Institutions Training Centre (FITC) found that the
amount involved in fraud cases reported by banks rose by 277% between the first
and second quarters of 2023, from NGN 2.58 billion to NGN 9.75 billion [3].
Globally, Cybersecurity Ventures projects that cybercrime could cost the world
economy up to USD 10.5 trillion a year by 2025 [4].

Despite this exposure, research linking cyber incidents to the financial perfor-
mance of Nigerian banks remains scattered and methodologically limited. Some
sources catalogue fraud cases [5] [6], and others propose broad resilience models
[7], but few connect incidents to profitability or stability indicators through sta-
tistical analysis. Much of the literature describes events without testing their fi-
nancial impact.

This study addresses that gap through three objectives: 1) to document the
types, frequency and direct financial losses of cybersecurity incidents at seven Ni-
gerian commercial banks between 2015 and 2023; 2) to estimate the association
between major incidents and bank performance, measured by ROA in the panel
regression and by ROE and the NPL ratio in a descriptive pre/post comparison;
and 3) to derive policy recommendations consistent with the CBN Risk-Based Cy-
bersecurity Framework and Guidelines for deposit money banks and payment ser-
vice providers [8].

Following the conceptual framework in Section 3.1, two hypotheses are exam-
ined. H1: A confirmed major cybersecurity incident is associated with lower ROA.
H2: Conditional on an incident, larger confirmed losses are associated with lower
ROA.

The paper is organised as follows. Section 2 reviews the theoretical foundations

and prior studies. Section 3 describes the conceptual framework, data and meth-
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odology. Section 4 presents the empirical findings. Section 5 sets out policy rec-

ommendations, and Section 6 concludes.

2. Theoretical Foundations and Literature Review

2.1. Theoretical Framework

Information asymmetry. Information asymmetry [9] was applied to information
security by Anderson and Moore [10]. When attackers discover vulnerabilities be-
fore public disclosure, banks operate with incomplete knowledge of the risks they
face, and defences lag behind threats. This imbalance can distort the pricing of
risk and the allocation of capital [11], and efficiency declines as unobserved expo-
sures accumulate, weakening financial outcomes. The link between concealed vul-
nerabilities and measured performance should therefore become observable over
time.

Operational-risk regulation. Within the Basel operational-risk framework, cyber
incidents are classified as external fraud or as business disruption and system fail-
ure events [12]. Under the standardised approach of the finalised Basel III re-
forms, historical loss data contribute to the calculation of operational-risk capital
requirements [13]. This channel embeds cyber-related losses in performance in-
dicators such as ROE by changing capital requirements and the way stability is
measured across banks.

Resource-based view and signalling. Under the resource-based view [14] [15],
adapted to information technology by Bharadwaj [16], security-related digital ca-
pabilities are strategic assets that sustain long-term competitive strength. Banks
that underinvest in cybersecurity are expected to show more volatile operating
results and greater reputational exposure. These expectations are consistent with
signalling theory [17], under which investor trust responds to visible commit-

ments to risk management.

2.2. Empirical Literature Review

Event studies of breach announcements provide the foundation of this literature.
Cavusoglu, Mishra and Raghunathan [18] found a loss of about 2.1% in market
value within two days of breach news, and later event studies, such as Goel and
Shawky [19], likewise report negative market reactions to breach announcements.
The direction of the evidence is consistent: adverse cyber incidents reduce firm
valuation soon after they become known.

Research on banks in Africa and other developing economies is sparse. Nwankwo
and Eze [20] analysed seven Nigerian financial institutions and found that elec-
tronic fraud was negatively correlated with ROA (r = —0.61). Using a fixed-effects
model on 2016-2021 data, Yusuf, Sani and Balogun [21] found that each 10% rise
in fraud costs reduced pre-tax profit by 3.2%. As far as the author can determine,
neither study separates cyber-related breaches from general fraud, and neither ac-
counts for differences in individual bank structure.

Internationally, Kamiya ef al. [22] show that attacks involving the loss of per-
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sonal financial information cause shareholder wealth losses much larger than the
attacks’ out-of-pocket costs, and that targets afterwards strengthen their risk man-
agement and information technology. At the sector level, the IMF [23] reports
that financial firms have suffered direct cyber losses of almost USD 12 billion since
2004 and that the size of extreme losses has more than quadrupled since 2017, to
USD 2.5 billion. The World Economic Forum ranks widespread cybercrime and
cyber insecurity eighth among global risks by severity over both two- and ten-year

horizons [24].

3. Conceptual Framework and Research Methodology

3.1. Conceptual Framework

Figure 1 presents the conceptual framework, grounded in the BCBS operational-
risk taxonomy [12] and in the empirical approach of Cavusoglu et al. [18] and the
IMPF’s analysis of cyber risk to financial stability [23]. Cybersecurity risk factors,
which can be disaggregated by attack type following the MITRE ATT&CK® frame-
work [25], are hypothesised to have a direct negative association with financial
performance. Bank-level structural and regulatory variables are treated as control
variables; no mediation or moderation is formally tested in this study. The empir-
ical model reported in Section 4 uses the incident dummy and log loss as cyber-
risk measures, four of the control variables, and ROA as the outcome; the remain-

ing items in Figure 1 are part of the conceptual framework only.

CYBERSECURITY RISK FACTORS CONTROL VARIABLES FINANCIAL PERFORMANCE
OUTCOMES

» Phishing & social engineering > Bank size (total assets) > Return on assets (ROA)

» Malware & ransomware » Capital adequacy ratio > Return on equity (ROE)

> DDosS attacks > Digital intensity index > Non-performing loans (NPL)
» Insider threats > Loan-to-deposit ratio > Net interest margin (NIM)

> Mobile banking fraud > Regulatory compliance > Customer deposit growth

> SIM-swap fraud > IT security investment > Operational cost ratio

> API vulnerabilities
In the model: CYBER (dummy) and
LOG(LOSS)

Figure 1. Conceptual framework: cybersecurity risks and financial performance linkages.

Controls enter the ROA equation as regressors; the association of cyber risk
with outcomes is estimated with bank and year fixed effects. Source: compiled by
the author based on [12] [18] [23] [25].

3.2. Research Design and Data

Design. The variables are defined in Table 1. The study adopts a quantitative
design combining three elements: a documented-incident analysis (Table 2), a
descriptive comparison of bank performance in the years immediately before and
after each incident (Table 3), and a fixed-effects panel regression of ROA (Table
4).

Sample and panel structure. The sample comprises seven large Nigerian com-
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mercial banks (listed in Table 2), observed annually from 2015 to 2023 (nine
years), giving a balanced panel of 7 x 9 = 63 bank-year observations. The banks
were not randomly selected, so the results should not be generalised to the whole
banking sector.

Data sources. Data are drawn from secondary sources: FITC quarterly sum-
maries of fraud and forgery cases [3], CBN annual banking-supervision publica-
tions [6], NIBSS industry fraud reports [26], and the annual audited financial
statements of each bank.

3.3. Model Specification and Inference

The baseline fixed-effects panel regression is specified as:

ROA, = a + fICYBER, + f2LOG(LOSS), + A3SIZE,

i
+P4CAR,;, + B5DII, + B6LDR,, + 14 + 4, + &
where ROA is the return on assets of bank 7in year # pi and A, are bank and year

fixed effects; and & is the idiosyncratic error. The other variables are defined in
Table 1.

Table 1. Variable definitions.

Variable
ROA

ROE, NPL

CYBER

LOG (LOSS)
SIZE
CAR
DII
LDR

Definition

Return on assets, %, from the banks’ audited financial statements. Dependent variable in Table 4.

Return on equity, %, and change in the non-performing loan ratio, percentage points. Used
descriptively in Table 3.

Dummy equal to 1 if a confirmed major cybersecurity incident (Table 2) occurred at the bank

in that year.

Natural logarithm of confirmed direct financial losses (Table 2).

Natural logarithm of total assets.

Capital adequacy ratio, %.

Digital Intensity Index: IT expenditure divided by total operating expenses.

Loan-to-deposit ratio, %.

A Hausman test [27] favours fixed over random effects (y*(6) = 18.74, p =
0.005).

Inference. Standard errors follow Driscoll and Kraay [28], which are robust to
heteroskedasticity, serial correlation and cross-sectional dependence. These esti-
mators rely on large-T asymptotics, and with seven banks and nine annual periods
their small-sample reliability is uncertain. The p-values in Table 4 correspond to
a normal reference distribution; with a t distribution with 8 degrees of freedom
the p-value of the log-loss coefficient would be about 0.013 rather than 0.002, and
that of the capital adequacy ratio about 0.047 rather than 0.021 (illustrative calcu-
lation). Results should therefore be read with caution, and a small-cluster robust-
ness check (for example, a wild cluster bootstrap by bank) is a natural extension

of this analysis.

DOI: 10.4236/0alib.1116056

5 Open Access Library Journal


https://doi.org/10.4236/oalib.1116056

J. Balogun

Identification. The estimates are conditional associations. The design does not
address reverse causality (for example, weaker banks may underinvest in security)
or common economic shocks that affect both incident occurrence and profitabil-
ity; year fixed effects absorb only shocks common to all banks. Table 2 lists exactly
one major incident per bank, so CYBER equals 1 in only seven bank-years (about
11% of the 63 observations). Because LOG(LOSS) can be non-zero only in inci-
dent years, CYBER and LOG(LOSS) are likely to be strongly correlated, which

limits the precision with which their separate effects can be identified.

3.4. Threat Vector Classification

Attack labels follow the terminology of the MITRE ATT&CK® framework [25]
and the CBN framework [8] where possible; some labels (BEC, ATM skimming,
SIM swap) are industry terms that may not map one-to-one onto ATT&CK tech-
niques. Where a label combines two vectors (for example Phishing/BEC), both are

shown and the incident is counted once. Incidents are reported in Table 2.

4. Empirical Findings
4.1. Documented Cybersecurity Incidents in Nigerian Banks
(2015-2023)

Table 2 lists the documented major incidents at the sampled banks, with the at-
tack type and estimated direct loss. Figures are compiled from the secondary
sources [3] [5] [6] [26].

Table 2. Major cybersecurity incidents in sampled Nigerian commercial banks (2015-2023).

Bank Year Attack type Loss (USD m) Share of total (%)* Recovery period Midpoint (months)*
First Bank Nigeria Plc 2017 Phishing/BEC 6.9 21.2 3 - 5 months 4.0
Zenith Bank Plc 2018 Malware/Insider threat 2.1 6.5 1 - 2 months 1.5
United Bank for Africa2019 ~ ATM skimming 4.3 13.2 2 - 3 months 2.5
Access Bank Plc 2020 Ransomware 8.7 26.8 4 - 6 months 5.0
Guaranty Trust Bank 2021 DDoS/data breach 3.5 10.8 2 - 4 months 3.0
Ecobank Nigeria 2022 Mobile fraud/SIM swap 5.2 16.0 2 - 3 months 2.5
Sterling Bank Plc 2023  API exploit/BEC 1.8 5.5 1 month 1.0
Total/mean 32.5 100.0 2.8

*Calculated from the table: share = loss + 32.5; midpoint = middle of the reported recovery range. Sources: compiled by the

author based on [3] [5] [6] [26].

The seven incidents total USD 32.5 million (mean USD 4.64 million; median
USD 4.3 million), one per bank, with none recorded in 2015-2016. Ransomware
was the costliest attack type (USD 8.7 million, 26.8% of the total), followed by
phishing/BEC (USD 6.9 million, 21.2%) and mobile fraud/SIM swap (USD 5.2
million, 16.0%); together these three account for USD 20.8 million, or 64.0% of

documented losses. The classification matters: BEC appears in two incidents (First
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Bank Nigeria and Sterling Bank), and if aggregated, those losses total USD 8.7
million, equal to the ransomware loss.

Losses were not monotonic over time. They rose from USD 6.9 million in 2017
to a peak of USD 8.7 million in 2020 and then fell to USD 1.8 million in 2023, so
Table 2 does not show a steady increase in severity. The 2020 peak coincides with
the pandemic-era acceleration of remote banking, but the data do not allow this
link to be tested. Using the midpoints of the reported ranges, recovery took about
2.8 months on average (2.1 to 3.4 months using the lower and upper bounds).
Longer recovery may have disrupted operations and customer trust, but this chan-

nel is not tested here.

4.2. Effect on Financial Performance Indicators

Table 3 compares performance in the year immediately before and the year im-
mediately after each confirmed incident. Sterling Bank (incident in 2023) is not

shown because the sample ends in 2023 and no post-incident year is available.

Table 3. Pre- and post-incident financial performance indicators, sampled Nigerian commercial banks.

Bank ROA pre (%) ROA post (%) AROA (pp)* ROE pre (%) ROE post (%) AROE (pp)* ANPL (pp)
First Bank Nigeria 1.82 1.11 -0.71 124 7.8 -4.6 +1.9

Zenith Bank 2.31 1.95 -0.36 18.7 15.2 -3.5 +0.8

UBA 1.74 1.22 -0.52 14.1 9.4 -4.7 +2.1
Access Bank 1.56 0.93 -0.63 11.8 6.2 -5.6 +2.7

GTBank 3.12 2.74 -0.38 21.3 18.6 =2.7 +0.6
Ecobank Nigeria 1.45 0.88 -0.57 10.2 6.7 -3.5 +1.5
Mean 2.00 1.47 -0.53 14.75 10.65 -4.10 +1.60

*Post minus pre. “Mean” is the simple average of the six banks. Source: compiled by the author based on the banks’

audited financial statements and [6].

Mean ROA falls from 2.00% to 1.47% (—0.53 percentage points, about 26%) and
mean ROE from 14.75% to 10.65% (—4.10 points, about 28%), while the NPL ratio
rises by 1.6 points on average, which points to some deterioration in loan quality.
The simple mean ROA decline is close to the regression coefficient in Table 4
(=0.547). This comparison is descriptive: it uses one year on each side of the incident,
has no control group, and does not remove common shocks such as the pandemic.
The direction of the results is consistent with earlier international studies [22] [29].

Guaranty Trust Bank recorded the smallest ROE decline (2.7 percentage points).
With one observation per bank, the data cannot show whether bank-specific secu-
rity capabilities explain such differences, although the pattern is consistent with the

view that stronger security capabilities soften financial impact [7] [16].

4.3. Panel Regression Results

Table 4 reports the fixed-effects regression of ROA with Driscoll-Kraay standard
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errors [28].

Table 4. Fixed-effects panel regression: determinants of ROA in Nigerian commercial
banks (2015-2023).

Variable Coefficient (f)  Std. error  t-statistic p-value

Constant 2.843 0.312 9.112 0.000***

Cybersecurity incident (dummy) —-0.547 0.104 -5.260  0.000***

Log (incident cost) -0.213 0.067 -3.179  0.002*%**

Bank size (log assets) 0.184 0.055 3.345 0.001***
Capital adequacy ratio 0.096 0.041 2.341 0.021**
Digital Intensity Index 0.073 0.038 1.921 0.057*
Loan-to-deposit ratio -0.038 0.029 -1.310 0.193

Fit statistics R*=0.712  Adj.R*=0.689 F =31.04** N =63

Note: *p < 0.10; **p < 0.05; ***p < 0.01. Driscoll-Kraay standard errors; bank and year fixed
effects. Dependent variable: ROA (%). Period: 2015-2023. Source: author’s estimations.

The coefficient on the incident dummy (-0.547, p < 0.001) indicates that bank-
years with a confirmed major incident are associated with ROA that is 0.547 per-
centage points lower, other things equal. This equals 27.4% of the mean pre-inci-
dent ROA of the six banks in Table 3 (2.00%). The coefficient on log incident cost
(-0.213, p = 0.002) indicates that, conditional on an incident, larger losses are
associated with a larger fall in ROA.

Consistency check. The total incident association is the sum of the dummy and
loss terms, so it depends on the unit of LOSS. If LOSS is measured in USD million,
the implied association ranges from —0.67 percentage points (USD 1.8 million) to
—1.01 (USD 8.7 million), which exceeds the raw pre/post ROA declines of 0.36 to
0.71 points in Table 3. The difference may reflect year effects and controls, and
should be interpreted with the caveats in Section 3.3.

Among the controls, bank size (0.184, p = 0.001) is positively associated with
ROA, consistent with scale economies [16]; no interaction term is estimated, so
this is a control association rather than a moderating effect. The capital adequacy
ratio (0.096, p = 0.021) is also positively associated with ROA, consistent with the
buffering role of capital against operational losses [12] [13]. The Digital Intensity
Index (0.073, p = 0.057) is significant only at the 10% level; its sign is consistent
with efficiency gains from IT investment, but the evidence is not conclusive. The

loan-to-deposit ratio is statistically insignificant.

5. Policy Recommendations

Given that the evidence is associational, this paper offers the following recom-

mendations at three levels of governance.

5.1. Regulatory and Supervisory Level (CBN/NDIC)

The CBN should require incident reports in a uniform format that includes quan-
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tified monetary losses and feed them directly into its existing supervisory infor-
mation systems. Rather than treating cyber breaches in isolation, supervision by
the Nigeria Deposit Insurance Corporation (NDIC) could incorporate simulated
cyber-loss assessments into annual examinations, guided by the BCBS principles
[12] and the FSB Cyber Lexicon [30]. A further option is a dedicated, adjustable
reserve for technology-related losses, analogous in design to the Basel III capital
buffers [13] and calibrated to the national framework [8]. The CBN issued a re-
vised framework for deposit money banks and payment service banks in 2024,
effective 1 July 2024 [31], which postdates the sample; standardised loss reporting
would let future studies assess its effects using supervisory data rather than sec-

ondary sources.

5.2. Institutional Level (Bank Management and Boards)

Boards should establish a Board Cybersecurity Committee separate from the Risk
Management Committee, with quarterly reporting on key cybersecurity risk indi-
cators (KCRIs), including mean time to detect (MTTD) and mean time to respond
(MTTR), and should align their security management systems with recognised
standards such as ISO/IEC 27001 [32] and the governance function of NIST CSF
2.0 [33]. Because bank size is positively associated with ROA (Table 4), consistent
with scale economies, smaller Tier-2 banks could be encouraged to form shared
security operations centre (SOC) consortia to lower per-unit security costs; this
study does not test scale economies in cybersecurity directly. Chief Risk Officers
should integrate cyber risk into economic-capital models using scenario-based

stress testing [23].

5.3. National and International Coordination

The African Union Convention on Cyber Security and Personal Data Protection
(Malabo Convention) entered into force on 8 June 2023, once the fifteenth ratifi-
cation was deposited, nearly nine years after its adoption. Published status lists
show that Nigeria signed the Convention in January 2024 but had not deposited
ratification as of mid-2024 [34]. Further progress may depend less on declarations
than on concrete national steps. Engagement with the UK National Cyber Security
Centre (NCSC) could proceed alongside dialogue with the US Cybersecurity and
Infrastructure Security Agency (CISA), and cross-border coordination would be
strengthened by shared structures such as the FSB Cyber Lexicon [30]. The Fed-
eral Ministry of Finance, rather than a technology-focused agency, could coordi-

nate these partnerships.

6. Conclusions

This study finds that major cybersecurity incidents at Nigerian commercial banks
are associated with measurable deterioration in financial performance. A con-
firmed major incident is associated with ROA that is about 0.55 percentage points

lower. The panel covers 2015-2023 and the seven documented incidents caused
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direct losses of USD 32.5 million. These results are directionally consistent with
international evidence [22] [23].

The findings suggest that cyber risk merits explicit treatment in capital planning
and supervisory frameworks. The study does not permit a cost-benefit compari-
son between losses and security spending, because IT security investment is not
measured. Bank size, capital adequacy and digital intensity are positively associ-
ated with ROA, but without interaction terms the results do not show that larger,
better-capitalised or more digital banks recover faster from incidents.

Several limitations apply. First, the seven banks are large institutions that were
not randomly selected, so the results may not generalise to smaller banks. Second,
some incidents rely on self-reported disclosure, so the reported losses are probably
lower bounds. Third, the CBN cybersecurity framework took effect on 1 January
2019 [8], the fifth of the nine sample years, so its effect cannot be isolated from
other changes over the period. Fourth, with seven banks and seven incident ob-
servations, statistical power and the reliability of inference are limited, and the
estimates cannot be interpreted causally.

Future research could extend the analysis to other African markets, use market-
based measures such as Tobin’s Q or credit default swap spreads, and exploit sud-
den policy changes to identify causal effects more credibly.

For Nigerian banks, cyber risk is a core financial and strategic risk rather than
a peripheral operational concern, and it should be integrated into board-level de-

cision-making.
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