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Abstract 
The World Wide Web has changed the way individuals communicate, the tools 
used to learn, and almost over 60 percent have become users of the internet. 
On the other hand, the internet has many hidden dangers to which young 
women and children have been exposed, such as online harassment, cyberbul-
lying, grooming, exploitation, and revenge porn. This paper is a comparison 
between China and African countries such as South Africa, Nigeria, and Zim-
babwe on their responses to cyber-threats in their jurisdictions. The study uses 
a comparative legal research method to examine the differences and similari-
ties in cybersecurity laws in the mentioned countries, and deterrence theory 
was used to help explain the laws and enforcement. This paper highlights the 
most common cybercrimes affecting young women and children and the spe-
cific laws that protect them. 
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1. Introduction 

There are several misconceptions surrounding the phrase “laws that govern the 
internet,” often associating it solely with government control and censorship. 
Such laws are essential for regulating online spaces and protecting users from cy-
bercrimes, as many offenders exploit the anonymity provided by the internet to 
commit crimes that often begin online and later escalate into physical harm. With 
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the rapid growth of internet use and advancing technology, young women and 
children have become particularly vulnerable to a range of internet-facilitated 
crimes. Today, the internet is integral to daily life, with increasing accessibility 
allowing even children as young as eight to engage online, making the need for 
both national and international legal frameworks to ensure safer internet use in-
creasingly urgent. This paper examines crimes such as harassment, cyber-bully-
ing, online child exploitation, cyber-pornography, and cyber-stalking, with a fo-
cus on legal protections for young women and children, and compares the effec-
tiveness of laws in the People’s Republic of China, South Africa, Nigeria, and Zim-
babwe. Recently reviewed work highlights progress and numerous constraints 
concerning the enforcement of cyber security laws in Africa: Matsaung and Masi-
loane (2024) note that cyber-intelligence practices may increase investigative ca-
pacity but are weakened by a lack of skills, unavailability of equipment, and divi-
sions among government agencies (African Security Review), while Ngece, Mkhize, 
and Majola’s qualitative study of the South African Police Service identifies capac-
ity and resource limitations, incomplete procedures, lack of training, and inability 
to respond effectively to cybercrimes, though recommending specialized units 
and stronger inter-agency collaboration (Ngcece et al., 2025).  

2. Definitions 

According to Kahn and Cerf (1999), the internet is a vast global network connect-
ing computers worldwide, enabling access to information and global communi-
cation. While the internet is used for various purposes such as banking, research, 
and investment, its most common uses are entertainment and socializing. It is 
largely owned and managed by private companies that control much of the con-
tent uploaded and recognize how deep and difficult it is to regulate. Lindsey 
(2020) defines young women as females in the transitional stage of adulthood, 
generally ranging from ages 18 to 35, though definitions may vary by country. The 
United Nations General Assembly Convention on the Rights of the Child (United 
Nations General Assembly, 1989) defines children as individuals under the age of 
18, emphasizing their developmental stage and limited capacity for self-preserva-
tion. Bucy (2000) states that both young women and children have broad access 
to the internet, making them highly vulnerable to anonymous individuals with 
malicious intent. While all internet users face risks, these two groups are often 
considered the most at risk.  

Datareportal Global Digital Insights (2024) reports that over 5 billion people, 
more than 60% of the global population, now use the internet. Given the scale and 
the potential dangers, cybersecurity laws have become important to protect young 
women and children from crimes committed online. Their safety can be ensured 
using legal structures that address their unique vulnerabilities in the digital space. 
According to Greiman (2022), cyber law, also known as internet or digital law, 
encompasses legal frameworks that govern digital activities. It includes regula-
tions to prevent cybercrimes, protect personal data, and guide online conduct. 
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These laws cover a broad spectrum of issues, such as privacy, intellectual property, 
cybersecurity, and freedom of expression in the digital realm. Kamble (2013) ex-
plains that cyber laws aim to deter digital crimes, safeguard internet users, and 
protect digital assets. Cybercrime involves a wide range of illegal activities con-
ducted through computers and networks; these may include crimes such as har-
assment, cyber-bullying, online child exploitation, cyber-pornography, and cyber-
stalking, just to mention a few.  

Cyberstalking involves persistent, unwanted attention and harassment through 
digital means, and may include death and humiliation. Faith (2022) highlights that 
victims often struggle to recognize the seriousness of these acts and their lasting 
emotional, psychological, and financial effects. Jane (2020) notes that social media 
platforms have become breeding grounds for this harassment, where young 
women endure body shaming, public humiliation, and unsolicited explicit con-
tent. Severe cases, such as Amanda Todd’s, as documented by Butt (2024), demon-
strate how relentless online stalking and image-based abuse can escalate to tragic 
outcomes like suicide.  

Online Grooming occurs when offenders, often posing as peers, befriend and 
manipulate children online, gaining their trust to exploit them emotionally or sex-
ually. Ateş, Bostancı and Güzel (2018) identify popular platforms like Roblox, 
Minecraft, and Fortnite as frequent grooming venues. Predators exploit anonym-
ity and children’s limited digital literacy to solicit explicit images or personal de-
tails. The Amanda Todd case also exemplifies this, where the perpetrator groomed 
Amanda before distributing her images, triggering prolonged abuse (Butt, 2024). 

Online harassment includes a wide spectrum of aggressive digital behaviour, 
from sexist jokes and hate speech to explicit threats and identity theft. Shekhawat 
(2022) underscores the financial and emotional damage victims endure from such 
abuse. Stoilova, Livingstone, and Khazbak (2021) highlight how exposure to 
harmful content and misinformation desensitizes youth to violence and fosters 
unhealthy attitudes. Jane (2020) further reports that sexual harassment, body 
shaming, and gender-based slurs are common on social media, causing victims 
severe psychological distress, including anxiety, depression, and self-harm risks.  

3. Methods 

Tomlinson (2016) asserts that deterrence theory holds that criminal penalties not 
only serve to punish offenders but also deter others from committing similar 
crimes. The deterrence theory informed that effective implementation of cyberse-
curity laws can reduce offenses by discouraging potential violators. Legislative 
texts such as the cybersecurity laws of each country and secondary sources such 
as academic articles, reports, and case studies were used in this study. Shackelford 
(2016) further emphasizes that states have a duty to align domestic legislation with 
international human rights conventions, such as the Convention on the Rights of 
the Child and CEDAW, to protect women and children from online violence and 
exploitation. Addressing the global nature of cybercrime, Sharma (2023) high-
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lights the importance of international cooperation and partnerships with private 
entities, while Harkin and Whelan (2022) underline the need for specialized police 
training and a judiciary equipped to handle cyber-related cases sensitively and ef-
fectively. To meaningfully assess the adequacy of these protective frameworks, a 
comparative legal research method is essential. It enables a systematic examina-
tion of the similarities and differences in cybersecurity laws between China and 
African countries like South Africa, Nigeria, and Zimbabwe. The African coun-
tries were selected on the basis of sharing a colonial background, and all were 
banded together by their levels of internet penetration. The comparative legal re-
search method helps identify legal gaps, effective enforcement strategies, and cul-
turally appropriate reforms, ensuring improved protection for vulnerable groups 
within diverse digital environments.  

4. Results and Discussions 

China’s Cyber Law 
According to Chiu (1985), the 1982 Constitution, still in effect today, laid the 

foundation for legal and economic reforms. China has developed a complex legal 
system with influences from civil law traditions, Germany, Japan, and socialist 
legal principles while ensuring the Communist Party retains ultimate authority. 
The Cybersecurity Law of the People’s Republic of China of 2016 (National Peo-
ple’s Congress of China, 2016), Protection of Citizens and Minors, Article 12, en-
sures citizens’ rights to network access while prohibiting activities that endanger 
national security, disrupt social order, or infringe on individuals’ rights. Article 
13 mandates state support for the development of online services that benefit mi-
nors and criminalizes harmful online activities targeting children. Articles 40-44 
impose strict data protection measures on network operators. They must maintain 
user confidentiality, collect and use data lawfully, and obtain user consent. They 
are prohibited from disclosing or tampering with personal data unless personal 
information has been redacted or legally required. Individuals have the right to 
request deletion or correction of their data if collected unlawfully or contains er-
rors. Articles 47-50 require network operators to manage user-published content 
and remove prohibited information. Authorities that oversee cybersecurity can 
block or remove harmful content from foreign sources. Article 64 enforces penal-
ties for breaching data protection laws, including fines of up to RMB 1,000,000, 
confiscation of unlawful gains, and business suspensions. Unauthorized access, 
sale, or misuse of personal data may result in severe fines and criminal prosecu-
tion. These laws may be used along with the Personal Information Protection Law 
of 2021, and the Law on the Protection of Minors of 1991 to bring the perpetrators 
of cybercrimes to justice. By making the laws specific, this helps deter future per-
petrators of cybercrime in China; this concurs with the deterrence theory.  

Xinhua (2024) reports that there are over a billion internet users in the People’s 
Republic of China, meaning that more than 70% of the population maintains a 
digital footprint. In response to the growing risks associated with widespread in-
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ternet access, China has established cyber laws with specific provisions aimed at 
protecting minors. Notably, the Public Security Administration Punishment Law 
stipulates that individuals who use the internet to harm minors or disseminate 
harmful information will face severe penalties. In addition to legislative measures, 
the government has actively collaborated with organizations such as Plan Inter-
national to enhance online safety. According to Plan International (2022), this 
partnership has led to the launch of several nationwide campaigns designed to 
educate young people about the dangers of the internet and ways to safeguard 
themselves. These initiatives focus on helping minors recognize and avoid online 
predators, use social media responsibly, and report any instances of cybercrime 
they may encounter. 

China has taken proactive steps by forming bilateral agreements to enhance in-
ternational collaboration in cybercrime investigations (Ma, 2024). Collaborative 
efforts with organizations like the China Internet Network Information Centre 
and non-profits such as the Anti-Cyberbullying Alliance have fostered public 
awareness campaigns, educating families about online safety measures and re-
porting mechanisms (China Internet Network Information Center (CNNIC), 
2024). The Cyber Security Law of 2017 provides a legal framework that facilitates 
cooperation among law enforcement, educational institutions, and tech compa-
nies to strengthen protective measures. China’s judicial system has enhanced en-
forcement, and specialized cybercrime units have been established within law en-
forcement agencies, focusing on detecting and prosecuting offenses such as online 
harassment, exploitation, and trafficking. According to Pyo (2021), the Supreme 
People’s Court has also played a crucial role by issuing judicial interpretations that 
provide clearer guidelines for handling cybercrime cases involving vulnerable 
groups. These interpretations assist judges in applying relevant laws consistently 
and effectively. Public awareness campaigns have been launched to educate citi-
zens about the dangers of cybercrime and the importance of online safety. This 
includes the service of sending messages to mobile numbers, reminding users not 
to answer calls from unknown numbers or click on messages that have also been 
sent by unknown numbers. 

According to Cuihong (2018), government agencies in China are encouraged 
to work collaboratively with non-governmental organizations and the private sec-
tor to foster a safer online environment. The implementation of cyber laws has 
also facilitated international cooperation in addressing cybercrimes. To 
strengthen online safety, China has introduced several key regulations, including 
the Personal Information Protection Law, which prevents unauthorized access, 
breaches, and personal data loss, the Data Security Law, which regulates the stor-
age and transfer of personal data, and the Internet Service Administration Law, 
which regulates the data on online platforms. These laws require network opera-
tors to adopt necessary measures to safeguard personal information and prevent 
the dissemination of illegal or harmful content (Wang, Hsieh, Chang, Jiang, & 
Dallier, 2021). 
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Social media platforms used within the country have been urged to adopt 
stricter monitoring and reporting protocols, bolstering their roles in protecting 
vulnerable users as alluded to in an article by South China Morning Post (2023). 
However, despite these legislative advancements, online abuse remains a persis-
tent challenge. A tragic example is the case of Zhen Linghua, a 23-year-old woman 
who became the target of relentless cyberbullying after posting a photo celebrating 
a personal achievement with pink-dyed hair. Anonymous users labelled her a 
"pink hair prostitute" and spread malicious rumors about her relationship with 
her grandfather. The sustained harassment lasted for six months and resulted in 
her suicide (Lu, 2023). This incident underscores the gaps in enforcement and the 
insufficient protection for vulnerable groups, particularly young women. Alt-
hough China has made notable progress in cyber legislation, its governance con-
tinues to prioritize economic and national security interests over individual rights. 
Greater focus is needed on protecting freedom of expression and ensuring that 
online platforms, law enforcement, and judicial systems effectively address har-
assment and abuse in digital spaces.  

South Africa’s Cyber Law 
The Republic of South Africa is a constitutional state, with a supreme Consti-

tution and a Bill of Rights. South Africa has a mixed legal system which is a hybrid 
of Roman Dutch civilian law, English common law, customary law, and religious 
personal law according to van Niekerk (1998). The South African Cybercrimes 
Act 19 of 2020 (Government of South Africa, 2021) outlines various offenses and 
penalties related to cyber-related crimes, emphasizing the protection of personal 
data and digital security. Article 7 criminalizes the unauthorized acquisition, pos-
session, or distribution of passwords, access codes, and biometric data for illicit 
purposes. Article 10 defines cyber extortion, where individuals unlawfully commit 
or threaten cyber offenses to gain an advantage or force compliance. Article 11 
introduces aggravated offenses, targeting cybercrimes against financial institu-
tions and government systems, as well as cyber activities that endanger lives, pub-
lic safety, or create emergencies. Articles 14 and 15 criminalize electronic threats, 
including incitement to violence and property damage through data messages. 
Article 16 prohibits the non-consensual distribution of intimate images, protect-
ing individuals from online sexual exploitation and privacy violations. Article 19 
sets penalties for various offenses, including imprisonment of up to 15 years for 
severe violations. Article 20 introduces protection orders, allowing victims of 
cyber harassment, threats, or image-based abuse to request court orders to prevent 
further dissemination of harmful content. Article 54 requires electronic service 
providers and financial institutions to report cybercrimes within 72 hours to law 
enforcement and preserve relevant evidence, with non-compliance resulting in 
fines up to R50,000. Article 55 mandates the establishment of cybercrime detec-
tion, prevention, and investigation units within the South African Police Service 
(SAPS), ensuring officers receive specialized training. The following are laws that 
can be used along with the Cybercrimes Act: Electronic Communications and 
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Transactions Act (2002) [Act No. 25 of 2002], Protection of Personal Information 
Act (2013) [Act No. 4 of 2013], Regulation of Interception of Communications 
and Provision of Communication-Related Information Act (2002) [Act No. 70 of 
2002], Prevention of Organised Crime Act (1998) [Act No. 121 of 1998], Films 
and Publications Act (1996) [Act No. 65 of 1996] (as amended in 2019), and the 
Children’s Act No. 38 of 2005. 

In Africa, there are more than 570 million internet users. The numbers are low 
due to the high cost of using the internet, as stated in an article by Galal (2024). 
According to an article by Cowling (2024), there are an estimated 45 million peo-
ple who use the internet in South Africa, and this estimate comprises more than 
70% of the total population. In South Africa, where cybercrimes against women 
and children are on the rise, the implementation of cyber laws has become crucial 
in ensuring their safety and justice. According to Smit (2024), cyber laws in South 
Africa, such as the Electronic Communications and Transactions Act and the Pro-
tection from Harassment Act, have been specifically designed to safeguard indi-
viduals from online harassment, cyberbullying, and other forms of digital abuse.  

In South Africa, a Cyber Crime Unit was established within the South African 
Police Service, and this enabled specialized investigations into incidents such as 
online grooming, sexual extortion, and cyberbullying according to Modise (2025). 
According to an article by Masiphephe Network (2023) about cybercrime in South 
Africa, partnerships with organizations such as Childline South Africa and the 
South African Depression and Anxiety Group have provided support systems for 
victims and promoted awareness. The Cyber Crimes Act has strengthened the le-
gal framework for prosecuting cyber offenses, facilitating collaboration between 
law enforcement and internet service providers to improve reporting mechanisms 
promoting general deterrence on a larger scope of the public. Cooperation be-
tween international law enforcement agencies is essential but often complicated 
due to bureaucracy. According to the South African Police Service (2015, June 17), 
such cooperation enabled South Africa to apprehend a cybercriminal involved in 
a global child pornography network. A tip-off from Belgian police led to his con-
viction and a 15-year prison sentence. These partnerships have proven effective in 
tracking and prosecuting cross-border offenders. Strengthened international co-
operation remains crucial in addressing cybercrime globally.  

According to Mokofe (2023), the judiciary system has been conducting special-
ized training programs for criminal justice practitioners. These programs aim to 
develop and clarify perspectives on gender-based violence, specifically in the con-
text of cyber violence against women and girls. They provide background infor-
mation on international and regional standards and legislation on gender-based 
violence and cybercrime, and discuss cybercrime instruments. According to Pow-
ell & Schonwetter (2019), the African Commission on Human and Peoples’ Rights 
has called on states, including South Africa, to review and adopt legislation that 
combats all forms of digital violence. This includes expanding the definition of 
gender-based violence to encompass digital violence against women, such as 
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cyber-harassment and cyberstalking. According to an article by the South African 
Government (2023), the Film and Publication Board focuses on educating parents 
and children about the risks in digital spaces. 

According to Snail ka Mtuze and Musoni (2023), the implementation of cyber 
laws has enabled prosecutors to effectively charge and convict individuals in-
volved in the online exploitation of women and children. Cyber laws supported 
by awareness campaigns aim to educate users on the risks of sharing personal in-
formation, the importance of privacy settings, and how to report cybercrimes. To 
promote internet safety in schools, the Department of Basic Education, in collab-
oration with the Western Cape Education Department and Google, hosted an 
Online Safety Curriculum Guideline Strategic Workshop. This initiative targeted 
national and provincial education officials involved in Life Orientation, School 
Safety, E-Learning, and Quality Learning and Teaching Campaign programs. The 
resulting Online Safety Curriculum for Grades 8 - 12 is designed to support Life 
Orientation teaching and ensure learners, teachers, and parents understand how 
to stay safe online (Department of Basic Education, Republic of South Africa, 
2024). When this specific group of vulnerable individuals learns about the im-
portance of cyber safety, they also learn about the penalties for the crimes, thus 
deterring cybercrime. Despite these efforts, many South Africans remain victims 
of cybercrime, often choosing not to report incidents due to limited police capac-
ity. According to Modise (2025), law enforcement faces shortages in human re-
sources and technical expertise, hindering their ability to address cybercrimes ef-
fectively. As cybercrime continues to rise, ordinary users are increasingly at risk 
of personal data breaches. While the government has made strides in protecting 
national interests and state secrets, ordinary citizens still lack the same level of 
cyber security protection. 

Nigeria’s Cyber Laws 
In Nigeria, the Constitution is the supreme law of the country, and there are 

four distinct legal systems: English law, Common law, customary law, and Sharia 
law. English law in Nigeria was inherited from the colonial era, while Common 
law developed after the country’s post-colonial independence (Nwosu, 2015). The 
Nigeria Cybercrimes Act of 2015 outlines various offenses, penalties, and protec-
tive measures concerning cyber-related crimes. Article 6 criminalizes unauthor-
ized access to computer systems for fraudulent purposes, imposing penalties of up 
to 7 years’ imprisonment or fines of N7,000,000.00 for offenses involving classified 
information. Article 22 targets the fraudulent issuance of electronic instructions 
within financial institutions, penalizing offenders with 7 years of imprisonment. 
Article 23 addresses child pornography, criminalizing its production, distribution, 
possession, and solicitation with penalties of up to 15 years’ imprisonment and 
fines of N25,000,000.00. Article 24 defines cyberstalking, making it illegal to send 
offensive, threatening, or misleading messages via digital platforms, with penalties 
reaching 10 years’ imprisonment and fines up to N25,000,000.00. Article 26 crim-
inalizes racist and xenophobic offenses, including distributing material that in-
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cites hatred or denies crimes against humanity, punishable by 5 years’ imprison-
ment or fines up to N10,000,000.00. Article 29 imposes penalties on service pro-
viders who misuse consumer data for fraudulent financial gain, leading to fines of 
N5,000,000.00 or corporate forfeiture. Article 39 allows law enforcement to inter-
cept and monitor electronic communications if required for a criminal investiga-
tion. Article 40 mandates that convicted offenders pay restitution to victims, cov-
ering financial losses or returning stolen assets. Institutions must report cyber 
threats to the National Cybersecurity Emergency Response Team (Article 22), 
with non-compliance leading to a N2,000,000.00 fine. The following laws are also 
used when prosecuting cybercrimes in Nigeria: the Criminal Procedure Act (1977) 
[Act No. 51 of 1977], Electronic Communications and Transactions Act (2002) 
[Act No. 25 of 2002], Protection of Personal Information Act (2013) [Act No. 4 of 
2013], Regulation of Interception of Communications and Provision of Commu-
nication-Related Information Act (2002) [Act No. 70 of 2002], Prevention of Or-
ganised Crime Act (1998) [Act No. 121 of 1998], Financial Intelligence Centre Act 
(2001) [Act No. 38 of 2001], Copyright Act (1978) [Act No. 98 of 1978] (as 
amended), Films and Publications Act (1996) [Act No. 65 of 1996] (as amended 
in 2019), and the Children’s Act (2005) [Act No. 38 of 2005].  

In recent years, the rise of technology and the internet has brought about nu-
merous benefits to society in terms of communication and access to information, 
with over 100 million internet users in Nigeria according to a report by Kemp 
(2024a). These advancements have also brought potential dangers for vulnerable 
groups such as young women and children. To mitigate these risks, the Nigerian 
government implemented cyber laws that aim to protect the rights and well-being 
of these groups. According to an article by Unit, I. C. T. Cybercrime and Cyber 
Law in Nigeria (2023), with the rise of social media and other online platforms, 
children are becoming increasingly vulnerable to sexual predators. Cyber laws in 
Nigeria have provisions that safeguard the privacy and confidentiality of individ-
uals, especially minors. This ensures that their personal information is not ex-
ploited by others, which could potentially put them in harm’s way.  

The Nigerian government established the Nigerian Cybercrime Unit within the 
Economic and Financial Crimes Commission. It has been pivotal in addressing 
cyber offenses such as online harassment, exploitation, and trafficking. According 
to Nayak and Bello (2024), collaborations with organizations like the National 
Agency for the Prohibition of Trafficking in Persons and international bodies such 
as INTERPOL have bolstered efforts to investigate and prosecute offenders effec-
tively. Non-governmental organizations are contributing to the fight, like the Ni-
gerian Internet Safety Initiative, which focuses on raising awareness among young 
people and their families about online dangers, the importance of digital literacy, 
and the punishment for those that commit the crime to discourage deviant behav-
ior. According to Ibekwe (2015), the enactment of the Cybercrimes Act in 2015 
marked a pivotal development, criminalizing offenses such as cyberstalking, 
cyberbullying, and the distribution of child pornography.  
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The judiciary has undergone training to effectively interpret and apply cyber-
crime laws, ensuring that perpetrators are held accountable as stated by Obi-
dimma and Ishiguzo (2023). There is encouragement of collaborative efforts 
among government agencies, non-governmental organizations, and the private 
sector to create a safer online environment. Cyber laws in Nigeria stipulate pun-
ishable offenses, providing legal protection to victims and deterring potential 
stalkers. For example, the case of a woman in Nigeria who was murdered after she 
was invited to a business meeting by people she met online. According to an article 
published by Vanguard.com (2017), she was befriended by two criminals on an 
online platform, she was stalked, robbed, raped, and murdered during her trip, 
and the criminals were then charged and received the death sentence. With the 
threat of legal consequences, individuals are more likely to think twice before en-
gaging in cyberbullying, harassment, or other illegal activities. This, in turn, con-
tributes to creating a safer and more positive online community for everyone, in-
cluding vulnerable groups. However, the government treats cyber laws and cyber-
crimes as if they are a non-existent and invisible problem without considering that 
Nigeria has become a breeding ground for cybercrime. 

Zimbabwe’s Cyber Law 
The Constitution is the supreme law of the Democratic Republic of Zimbabwe. 

Zimbabwe’s legal system consists of Common law, non-statutory or unwritten 
Anglo-Roman Dutch Law, Legislation, Case Law, and Customary Law. Except for 
Criminal Law, which has recently been reformed and codified, Zimbabwe’s law is 
not codified according to Madhuku (2010). The Zimbabwean Cybersecurity and 
Data Protection Act (Parliament of Zimbabwe, 2021) establishes safeguards for 
personal data, digital security, and online safety, particularly for women and chil-
dren. Article 7 mandates data controllers to process information lawfully, ensur-
ing accuracy and limiting retention periods. Article 13 requires transparency in 
processing personal data, ensuring privacy and fairness. Article 14 grants data 
subjects’ rights to access, correct, or delete false personal information. Article 18 
enforces security measures to prevent unauthorized access, while Article 19 man-
dates reporting of security breaches within 24 hours. Article 25 protects individu-
als from decisions based on automated data processing, while Article 26 ensures 
children’s data rights are exercised by guardians. Article 28 regulates international 
data transfers, requiring adequate protection. To combat cyber offenses, Article 
164A criminalizes sending threatening messages, imposing fines or up to five 
years’ imprisonment. Article 164B addresses cyberbullying and harassment, pun-
ishable by up to ten years. Article 164C criminalizes false data transmission caus-
ing harm. Article 164E prohibits non-consensual distribution of intimate images, 
imposing five-year sentences. Article 164G penalizes identity-related offenses, in-
cluding impersonation, with harsher penalties if minors are involved. Article 165 
criminalizes recording beneath clothing without consent, like Article 164E, which 
covers unauthorized distribution of such content. For child protection, Article 
165A criminalizes child sexual abuse material, imposing ten-year sentences for 
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production, distribution, or possession. Article 165B prohibits exposing children 
to pornography, penalizing offenders with up to five years. Additionally, adults 
engaging in online child grooming for sexual activities face up to ten years in 
prison. The following laws are used together with the Cyber and Data Protection 
Act (2021) to prosecute cybercriminals: Interception of Communications Act 
(2007), and Data Protection Regulations under the Postal and Telecommunica-
tions Regulatory Authority of Zimbabwe (POTRAZ) Act (2000). 

Cyber-security has become an increasingly important concern in today’s rap-
idly advancing digital world, with the number of internet users in Zimbabwe esti-
mated to have surpassed 5 million (Kemp, 2024b). In response to rising cyber 
threats, the Computer Crime and Cybercrime Bill was signed into law in 2017, 
criminalizing offenses such as cyber-bullying, cyber-stalking, and other forms of 
online harassment. According to Chipfumbu, Tsokota, and Marovah (2024), the 
Cybercrime and Cyber-security Ministry, established in 2019, is tasked with de-
veloping and implementing strategies to prevent cyber threats and maintain a se-
cure digital environment. Additionally, the Data Protection Act, enacted in 2019, 
mandates that personal data collected and stored by businesses and organizations 
be securely managed and used solely for its intended purpose. This legislation 
plays a crucial role in protecting vulnerable individuals from data breaches and 
identity theft, which can lead to profound consequences both online and offline.  

The establishment of the Cyber Crime Unit within the Zimbabwe Republic Po-
lice has enhanced their ability to investigate and prosecute cases related to online 
harassment, child exploitation, and grooming. According to Poshai, Chilunjika, 
and Intauno (2023), the police have partnered with the Zimbabwe Child Protec-
tion Fund, and various NGOs have played a vital role in raising awareness about 
the risks of cybercrime and providing educational resources to families and com-
munities. This also helps to deter individuals who are interested in committing 
cybercrimes within the communities. The implementation of the Computer 
Crimes and Cyber Crime Bill has strengthened legal frameworks, allowing law 
enforcement to address cyber offenses more effectively. Efforts by international 
organizations, such as UNICEF, have also contributed by promoting digital safety 
initiatives aimed at empowering young people. According to an article published 
by The Herald (2024), the Zimbabwe Republic Police hosted a debrief meeting for 
the Africa Cyber Surge Operation in Harare. The event brought together senior 
law enforcement officials and cybercrime experts from Interpol, the Southern Af-
rica Regional Chiefs Co-operation Organization, and the African Union Mecha-
nism for Police Co-operation. This was a meeting to foster relationships with var-
ious cybercrime organizations to promote cooperation, and computers were do-
nated to the police department that deals with cybercrimes.  

The enactment of the Cyber and Data Protection Act in 2021 marked a pivotal 
development, aiming to enhance cyber security and data protection. To bolster 
enforcement, the Act designates the Postal and Telecommunications Regulatory 
Authority of Zimbabwe as the Data Protection Authority, responsible for oversee-
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ing compliance and ensuring the lawful processing of data. The judiciary has been 
empowered to interpret and apply cybercrime laws effectively, ensuring that per-
petrators are held accountable and prevented from re-offending. Poshai, Chi-
lunjika, and Intauno (2023) stated that the implementation of cyber laws in Zim-
babwe has also led to the establishment of the Zimbabwe Cybercrime Online Re-
porting Network, which is an avenue that allows individuals to report cyber-re-
lated offenses, seek advice, and get assistance in cases of cyber abuse. According 
to an article by Bofu-Matinha (2024), the Ministry of Information Communica-
tion Technology and Postal Courier Services actively promotes cyber security 
awareness among citizens, and it organizes events during the National Cyber Se-
curity Awareness Month to educate the public on safe online practices and the 
risks associated with cyber threats. The ministry also collaborates with the Postal 
and Telecommunications Regulatory Authority of Zimbabwe and the Interna-
tional Telecommunications Union and has set up a National Computer Incident 
Response Team. This team serves as the crucial point for reporting and respond-
ing to cyber incidents. Despite these efforts, Chingoriwo (2022) argues that vic-
tims often refrain from reporting cybercrimes to the police due to numerous fac-
tors, including cultural norms and the fear of societal shame, particularly in cases 
involving young women and children. 

The laws in Zimbabwe were put in place about five years ago, and the country 
has been unable to cope with the changing and developing technology. The im-
plementation of these laws and acts requires a large movement of human re-
sources that are well versed in technology to handle the reports and conduct the 
investigations. According to Mugari, Kunambura, Obioha and Gopo (2023), this 
entire process also requires large sums of money to implement, and with the cur-
rent economic situation, the government is unable to facilitate the adequate im-
plementation and enforcement of the law. Mugari (2020) argues that often these 
crimes move from the internet and take up a physical form, which becomes a dan-
gerous situation, and if one does decide to report to the police, if there is no phys-
ical harm, then there is nothing they can do, and this leads to serious harm. The 
cyber security laws are also viewed as a means to control citizens and violate the 
citizens’ rights to privacy and free speech. 

Difficulties in investigating cybercrimes. 
According to Savaş and Karataş (2022), it is crucial for states to manage internet 

usage not to control the flow of information, but to protect individuals from cy-
bercriminals. A significant challenge arises from the fact that most countries do 
not own the servers hosting their citizens’ data, as these are often managed by 
private companies, which can cause investigations to reach dead ends. Countries 
like Zimbabwe and Nigeria face additional difficulties due to limited resources 
and infrastructure, making it challenging to conduct large-scale cybercrime inves-
tigations. Proulx (2022) notes that cybercriminals frequently use tools such as vir-
tual private networks, anonymizing software, and encryption to conceal their 
identities, complicating law enforcement efforts to trace their activities and deter-
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mine the origin of cybercrimes. As a result, crimes committed through online 
platforms often go unresolved. In contrast, the People’s Republic of China main-
tains control over its domestic servers, which, according to Liu (2021), offers the 
government greater capacity to track and manage internet activities. Nevertheless, 
the sheer volume of data generated online poses a further challenge, as investiga-
tors must navigate massive datasets, a process that Horan and Saiedian (2021) de-
scribe as both time-consuming and resource-intensive. 

Similarities of the Four Countries 
China, South Africa, Nigeria, and Zimbabwe share key similarities in their cy-

bersecurity frameworks. First, all have introduced data protection and privacy 
laws, collaborating with domestic network providers and restricting the export of 
locally collected data. Second, each country has enacted cybercrime legislation ad-
dressing offenses such as child trafficking, identity theft, and child pornography, 
with specific laws ensuring that offenders can be properly charged (Bechara & 
Schuch, 2021; Deora & Chudasama, 2021). Third, they have developed national 
cybersecurity strategies, including programs to train judiciaries on handling in-
ternet-related crimes (Saleem et al., 2025) and issuing public cybercrime warnings 
through network providers (Wortley & Prichard, 2023). Lastly, all four engage in 
international cooperation. China maintains bilateral cybercrime agreements, 
while South Africa ratified the Budapest Convention. Nigeria and Zimbabwe sup-
port African Union initiatives like the Malabo Convention and work with Interpol 
and regional bodies to combat transnational cyber threats and harmonize data 
protection standards.  

Differences among the Countries 
China and several African countries adopt markedly different approaches to 

cybersecurity governance. According to Cui and Qi (2021), China enforces strict 
data localization requirements, centralized control over cyberspace, real-time sur-
veillance, and tight restrictions on cross-border data transfers. In contrast, many 
African nations, including South Africa, Nigeria, and Zimbabwe, typically rely on 
foreign data servers, which complicates investigations and limits national juris-
diction. While these African countries have criminalized various forms of cyber-
crime, enforcement is often hampered by resource limitations, insufficient tech-
nical expertise, and inadequate law enforcement capacity (Mphatheni & Maluleke, 
2022). Moodley (2024) recounts a tragic South African case where law enforce-
ment was unable to investigate an online extortion-induced suicide due to tech-
nical limitations. Additionally, whereas China exercises extensive content control 
and censorship, most African countries pursue a rights-based approach, seeking 
to balance regulation with freedom of expression, although occasional restrictions 
occur in some states. In terms of international engagement, China prefers bilateral 
cybersecurity agreements, resisting multilateral frameworks like the Budapest 
Convention, while African countries participate in regional or international cy-
bersecurity initiatives, with South Africa notably ratifying the Budapest Conven-
tion. 
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Limitations in the implementation of cyber legislation across China, South Af-
rica, Nigeria, and Zimbabwe. 

On the other hand, critics argue that cybersecurity laws in several countries are 
often used to censor and restrict online speech, particularly on sensitive political 
topics, rather than to protect vulnerable groups effectively (Li, 2023). In China, 
the lack of transparency in the implementation and enforcement of these laws, 
combined with the government’s tight control over the internet, has made it dif-
ficult for women and children to seek redress for online harms. Another concern 
is that Chinese cyber laws overly protect government interests and fail to clearly 
define what constitutes a violation. This ambiguity creates uncertainty, instills fear 
among citizens, and raises concerns about unwarranted government surveillance 
(Li, 2023). In Zimbabwe, a significant issue is the lack of a cybersecurity culture 
and effective national response. According to Poshai, Chilunjika, and Intauno 
(2023), the country has made limited progress in promoting cybersecurity aware-
ness and combating cybercrime. Moyo, Makota, and Kabote (2024) further high-
light the shortage of cybersecurity professionals, which is exacerbated by weak 
policy frameworks and the absence of structured implementation programs. Ni-
geria’s cybersecurity laws have similarly come under criticism. Rather than safe-
guarding vulnerable groups, the laws have been used to suppress journalists and 
enable widespread monitoring of citizens (Bello & Griffiths, 2021). The enforce-
ment of these laws is inadequate, and there is little accountability for companies 
that mishandle or sell individuals’ personal data. As a result, organized cybercrime 
continues to flourish, leaving many Nigerians exposed (Bello & Griffiths, 2021). 
In South Africa, the slow implementation of cybersecurity laws has raised alarms 
about the country’s capacity to respond to rapidly evolving cyber threats. Nte, 
Enoke, and Teru (2022) point out that law enforcement agencies lack both train-
ing and resources, limiting their ability to respond effectively to cybercrime.  

Comparative advantages inherent in China’s approach to combating cyber-
crime 

China has effectively imposed restrictions on foreign applications that store 
user data on servers located outside its borders, including in countries such as the 
United Kingdom and the United States (Rolf & Schindler, 2023). The reliance on 
privately owned foreign servers poses significant challenges to ensuring data pri-
vacy and protecting the personal information and online activities of individuals. 
By requiring that data generated within China be stored on domestic servers gov-
erned by national legislation, the Chinese government enhances its capacity to 
regulate cyberspace and facilitate the prosecution of cybercrimes, thereby provid-
ing victims with greater access to justice (Zhang & Gong, 2024). For instance, in-
stead of widely used global applications such as WhatsApp, Chinese citizens use 
domestically developed platforms like WeChat, which operate under national cy-
bersecurity regulations. Additionally, regulatory authorities oversee and strictly 
control the export of data, minimizing the risk of unauthorized transfers. This 
comprehensive framework was achieved through sustained policy efforts that en-
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couraged domestic innovation and fostered competition within the country’s dig-
ital economy.  

5. Limitations of the Study 

The study had a few limitations, such as relying on secondary information, which 
may be unable to capture the timeliness of information, and no new research was 
conducted. This is because of the distance among these countries, and this may 
have limited the validation of findings and deeper insights from participants in 
the cyber law field. There is also the absence of cybercrime statistics on cyber-
crimes against women and children, as they were not available on the official po-
lice and other state websites, and the ones that were available had no official trans-
lation. This limited the ability to provide a quantitative basis for conclusion. The 
limitations highlight the need for caution in interpreting the findings and suggest 
opportunities for future research using primary data and statistical evidence.  

6. Recommendations and Conclusions 

There is a pressing need for the effective enforcement of cybersecurity laws and 
the establishment of specialized courts to address cybercrimes. Governments 
should prioritize public education, particularly for parents and young people, to 
raise awareness about online risks.  With the rapid development of technologies 
such as Artificial Intelligence, it is important for governments to enforce cyber 
laws and strictly regulate data. They should also educate the public on Artificial 
Intelligence safety measures as it may be used to harm young women and children 
by generating images in their likeness. Cybersecurity legislation must be adapta-
ble, continuously evolving with technological advancements. Governments 
should facilitate cooperation among government agencies, private and public 
companies, and civil society to ensure the sharing of valuable information. Addi-
tionally, robust data protection policies are essential to reinforce these laws. Inter-
national cooperation remains vital, as diplomatic relations can facilitate cross-
border investigations and coordinated cyber threat responses. Both China and 
several African countries recognize the importance of strengthening cybersecurity 
frameworks. In South Africa, continuous evaluation and increased investment in 
cybersecurity research are needed to enhance implementation. Zimbabwe should 
foster an environment that promotes cybersecurity research and incident report-
ing, enabling institutions to improve detection and response strategies. Further-
more, Zimbabwe and Nigeria would benefit from developing clear, specific, and 
well-defined laws to ensure consistent interpretation and effective judicial appli-
cation. 

In conclusion, it is important to critically examine the progress made by China 
in safeguarding young women and children in digital spaces, particularly through 
stringent data protection measures. These regulations significantly reduce the risk 
of personal data being sold online and facilitate more effective investigations into 
cyber offenses. In contrast, South Africa has introduced legal frameworks and 
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maintained cooperative diplomatic relations with international organizations to 
enhance online safety for vulnerable groups. However, Nigeria continues to face 
persistent challenges, with high rates of cybercrime and limited enforcement ca-
pacity due to resource constraints. Similarly, Zimbabwe lacks comprehensive doc-
umentation of cybercrime incidents and suffers from insufficient training and re-
sources necessary for effective investigations, reflecting a broader issue within the 
country’s cybersecurity governance. Cybersecurity in Zimbabwe is often treated 
as a secondary concern, leaving many citizens unaware of the risks they face 
online. As digital technologies expand, they increasingly serve as double-edged 
swords, offering opportunities for empowerment while simultaneously providing 
new platforms for the perpetration of violence against women and girls. Without 
sustained and coordinated efforts to strengthen cybersecurity frameworks in these 
countries, the risks posed by technological advancement to vulnerable popula-
tions will only intensify.  
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Appendix: Summary Table 

Country Key Offenses in Law Typical Penalties Enforcement Capacity 

China 

Cyber-pornography,  
child exploitation,  

cyber-bullying, online 
harassment 

Strict prison terms and 
heavy fines of up to 1  

million yuan. 

Centralized enforcement 
agencies, advanced  

surveillance, but strong 
state control focus. 

South  
Africa 

Cyber harassment,  
revenge pornography, 
cyber-stalking, child  

pornography 

Prison sentence of up to 
15 years and Rand 50 000 

in fines 

SAPS cybercrime unit  
established, but with 

limited skills and  
resources. 

Nigeria 
Cyber-stalking, child  

exploitation, online fraud, 
pornography 

3 years and more includes 
fines of more than 

20,000,000 Naira, harsher 
for child exploitation. 

Cybercrime Act enforced 
by EFCC and police, but 

with limited technical  
capacity. 

Zimbabwe 

Child pornography, 
online harassment,  

harmful digital  
communications 

Prison sentences of up to 
15 years and fines 

New Cyber and Data  
Protection Act (2021), 
limited enforcement 
structures, resource  

constraints 
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