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Abstract

Artificial intelligence selection has emerged as one of the most impactful decision
areas facing modern organizations. As Al adoption has accelerated from experi-
mental use to broad enterprise deployment, the central challenge is no longer
whether organizations should adopt AL but how leaders and technology profes-
sionals can make informed, defensible decisions about which Al systems to select,
how to govern them, and where they can create sustainable organizational value.
The urgency of this challenge is heightened by rapid vendor proliferation, uneven
executive technical literacy, growing regulatory expectations, and the increasing
operational risks associated with poorly matched Al solutions, including wasted
investment, vendor lock-in, unreliable outputs, and uncontrolled shadow Al
adoption. This paper addresses that problem by providing a practical and con-
ceptually grounded framework for Al selection in organizations. It first explains
how current large language models (LLMs) work, including transformer archi-
tecture, training, alignment, fine-tuning, and key limitations, while translating
these concepts into plain language for executive audiences. It then examines why
technical literacy has become essential for organizational decision-makers re-
sponsible for Al strategy, procurement, and governance. Building on that foun-
dation, the paper presents a structured selection framework that evaluates Al sys-
tems across eight dimensions: capability assessment, alignment and safety, inte-
gration fit, data governance, total cost of ownership, vendor risk and lock-in, gov-
ernance and compliance, and lifecycle management, aligned with the NIST Al
Risk Management Framework (AI RMF 1.0) and ISO/IEC 42001:2023. The paper
further introduces an executive decision model for the build, configure, or buy
choice, and concludes with strategies for preventing extreme Al proliferation
through governance controls, technical safeguards, and workforce education.
The contribution of this paper is both strategic and practical. For organizational
leaders, it offers a clearer basis for aligning AI decisions with business goals, risk
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tolerance, compliance obligations, and long-term operating models. For technol-
ogy professionals, it provides a structured approach to evaluating Al capabilities,
deployment options, and lifecycle implications in a way that supports sound ar-
chitecture and governance decisions. By integrating academic literature with cur-
rent industry evidence, this paper equips decision-makers with a more informed
foundation for selecting Al systems that are not only innovative, but operation-
ally viable, governable, and strategically appropriate. Objective: This paper de-
velops and demonstrates a structured, repeatable framework that enables the sen-
ior technology executive accountable for AI strategy (principally the CIO or
CTO, supported by enterprise architects and a cross-functional selection team)
to make defensible decisions about which AI systems to select and whether to
build, configure, or buy them. Method: The study follows a design-science ap-
proach. The framework is synthesized from the NIST AI Risk Management
Framework (AI RMF 1.0), ISO/IEC 42001:2023, and the peer-reviewed and in-
dustry literature, and is then validated on two complementary, panel-free legs:
a dimension-to-standard mapping that establishes coverage of the governing
standards, and a retrospective comparative analysis of six documented enterprise
AT deployments. Results: Across six documented enterprise deployments the
framework gates align with the recorded outcome: each failure violated a gate the
framework evaluates early (accountability and verification in two public-facing
chatbots, capability on real operating data in an automated drive-thru, and capa-
bility, integration, and data readiness in a $62-million healthcare build), while a
disciplined success cleared the gates in sequence and a partial reversal corrected
a lifecycle gate it had under-weighted. Measurable success criteria for the frame-
work (decision auditability, avoidance of post-proof-of-concept abandonment,
total-cost-of-ownership forecast accuracy, and reduction of vendor lock-in expo-
sure) are defined. Conclusion: For organizational leaders, the framework offers
a defensible basis for aligning Al decisions with business goals, risk tolerance, and
compliance obligations; for technology professionals, it provides a sequenced
method for evaluating capability, governance, sourcing, and lifecycle fit. Expand-
ing the case set and prospective field application are identified as the primary
directions for future work.

Keywords

Artificial Intelligence Selection, Large Language Models, Enterprise Al
Governance, Responsible Al, AI Proliferation, Transformer Architecture,
NIST AI RMF, ISO 42001, Build, Configure, or Buy, Retrieval-Augmented
Generation, MLOps, AI Model Lifecycle, Agentic Al, Shadow Al

1. Introduction

Artificial intelligence has become one of the most consequential forces shaping
organizational strategy, operations, and competitive advantage. In only a few
years, Al has moved from experimentation at the margins of the enterprise to ac-
tive use across business functions such as marketing, customer service, supply

chain, finance, human resources, and product innovation. This acceleration has
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created a new organizational challenge. The central question is no longer whether
Al should be adopted, but how leaders and technology professionals can make
informed decisions about which AI systems to select, how those systems should
be governed, and where they can create lasting value.

The scale of this shift is substantial. The McKinsey Global Survey on Al pro-
vides one of the clearest longitudinal views of enterprise adoption [1]. In 2017,
only 20 percent of organizations reported adopting Al in at least one business
function. By 2025, that figure had risen to 88 percent, a figure from McKinsey’s
self-reported global executive survey rather than a randomized census, with gen-
erative Al and agentic systems accelerating adoption across industries and use
cases; a trend that continued into 2026 [2]. This trend signals more than the
growth of a new technology category. It reflects a broader transformation in how
organizations make decisions, automate work, and structure digital capability [3].

Yet rapid adoption has not eliminated uncertainty. As Al tools proliferate
across vendors, platforms, and open model ecosystems, many organizations face
mounting pressure to make selection decisions without a sufficient understanding
of model capabilities, limitations, governance requirements, or long-term opera-
tional implications. As a result, Al selection is often approached through vendor
narratives, surface level feature comparisons, or short-term experimentation ra-
ther than disciplined evaluation. This creates substantial risk, including wasted
investment, poor fit with business needs, governance gaps, strategic dependency,
and fragmented adoption patterns that are difficult to control at scale. The prob-
lem is not simply technical. It is organizational, managerial, and strategic.

The importance of this issue is amplified by the fact that Al adoption has direct
consequences for people and institutions, not only for systems and workflows.
Research shows that AI implementation can influence productivity, innovation,
autonomy, job design, employee stress, and perceptions of fairness [4] [5]. This
means that Al selection should not be understood as a narrow procurement exer-
cise. It is a sociotechnical decision that shapes how work is performed, how risk is
governed, and how organizational value is created and sustained over time.

This paper addresses that problem by providing a structured and practical
foundation for AI selection in organizations. It is written to support both leaders
and technology professionals who must evaluate Al options under conditions of
rapid market change, incomplete technical understanding, and growing govern-
ance pressure. The paper first explains how current large language models func-
tion so that readers can understand the architectural and operational characteris-
tics that influence enterprise suitability. It then examines why technical literacy
matters in executive decision making, presents a capability driven framework for
AT selection, introduces a decision model for the build, configure, or buy choice,
and concludes with guidance for preventing uncontrolled AI proliferation
through governance, technical controls, and workforce education. Together, these
sections provide a decision-oriented framework for selecting Al systems that are
strategically appropriate, operationally viable, and governable over time.

The general objective of this paper is to develop and demonstrate a structured
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framework that enables senior technology executives to make defensible, repeat-
able Al selection decisions under conditions of rapid market change, incomplete
technical information, and growing governance pressure. The framework is writ-
ten primarily for the executive accountable for Al strategy and procurement, typ-
ically the CIO or CTO, rather than for any leader in general; the chief marketing,
operations, or financial officer is addressed only insofar as they participate in the
cross-functional selection team. This focus is deliberate: governance accountabil-
ity and architectural decision rights for enterprise AI most commonly sit with the
technology executive, and the criteria, gates, and trade-offs developed here are
calibrated to that role and its supporting enterprise architects.

To meet the general objective, the paper pursues four specific objectives: (1) to
translate the architectural and operational characteristics of large language models
into terms that support executive evaluation rather than engineering practice; (2)
to define and justify a set of eight evaluation dimensions spanning capability, gov-
ernance, cost, and lifecycle; (3) to operationalize the build, configure, or buy de-
cision as a sequenced, gate-based process; and (4) to demonstrate the framework
through an illustrative application and to specify how its effectiveness can be
measured and subsequently validated. The contribution is therefore both an inte-
grative artifact (a single decision process that unifies capability assessment, gov-
ernance, sourcing, and lifecycle management for Al selection) and a method for
evaluating that artifact. The remainder of the paper is organized accordingly: Sec-
tion 1.1 sets out the research approach and scope, Sections 2 and 3 establish the
conceptual foundation, Section 4 presents the framework, Sections 6 and 7 de-
scribe the validation design and an illustrative application, and Section 8 discusses

the findings, limitations, and directions for further validation.

1.1. Research Approach and Scope

This paper is a conceptual contribution developed through structured synthesis
rather than primary data collection, and this subsection makes that approach ex-
plicit so the contribution can be evaluated on its own terms. Sources were selected
in three tiers and used for distinct purposes. Peer-reviewed literature was used for
technical claims about model architecture, alignment, and limitations; recognized
standards, principally the NIST AI Risk Management Framework and ISO/IEC
42001:2023, were used to establish governance requirements; and industry and
market reports were used only to characterize the practical conditions under
which selection decisions are made, with their source population and methodo-
logical limits noted at each point of use. The eight evaluation dimensions were
derived by mapping the requirements expressed in those standards onto the se-
quence of decisions a technology executive must resolve, then consolidating over-
lapping criteria until each dimension was distinct and non-redundant. Section 6.1
documents this derivation and its relationship to the standards.

Scope: The framework is calibrated to the selection of large language model,

generative, and agentic Al systems, where probabilistic behavior, alignment qual-
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ity, and autonomy controls make selection most error-prone. Several dimensions
transfer directly to predictive, computer-vision, and optimization systems: total
cost of ownership, vendor risk and lock-in, data governance, governance and
compliance, and lifecycle management apply to any procured model. The align-
ment-and-safety and capability dimensions, however, are specified in generative
terms (hallucination, instruction-following, context windows, and agentic tool
use) and do not map cleanly onto those other system classes, which fail in different
ways, such as distribution shift in vision models or constraint formulation in op-
timization. Readers applying the framework outside the generative and agentic
context should treat those two dimensions as requiring re-specification, while the
remaining six transfer with little change.

The paper uses a consistent set of key terms, which are defined together in Sec-
tion 1.2. Two of these terms organize the later structure: Al selection, the subject
of Section 4, concerns the disciplined choice of sanctioned systems, whereas Al
proliferation and its extreme form, the subject of Section 5, concern the govern-
ance of unsanctioned and uncontrolled expansion. Distinguishing the two reduces

the overlap between those sections.

1.2. Key Terms

Term

Al selection

Generative Al

Large language model (LLM)

Transformer
Fine-tuning

Retrieval-augmented
generation (RAG)

Agentic Al

MLOps (machine learning
operations)

Build, configure, or buy

Al proliferation/extreme AI
proliferation

Shadow AI

Total cost of ownership (TCO)

NIST AI RMF; ISO/IEC 42001

Definition

The structured decision of which AI system to adopt and how to source it (build, configure,
or buy).

Systems, large language models prominent among them, that produce new content such as
text, code, or images rather than only classifying or predicting existing data.

A Transformer-based neural network trained on large text corpora to generate and reason
over natural language.

The neural architecture, based on self-attention, that underlies modern LLMs.
Updating a model weights on curated, task-specific data to specialize it.

Supplying organizational knowledge to a model at inference time without changing its
weights.

A system that plans and executes multi-step actions through tool use with limited human
intervention, in contrast to a static model that only returns text.

The practices and infrastructure for deploying, monitoring, evaluating, and retraining models
in production.

The sourcing decision among custom development, configuration of a commercial platform,
and turnkey purchase.

The spread of Al tools across an organization; extreme when that spread is rapid,
uncoordinated, and outpaces governance.

The subset of proliferation in which employees use Al tools outside sanctioned channels.
The full multi-year cost of an Al system, modeled here on a three-year base case (Section 4.5).

The U.S. NIST AI Risk Management Framework and the international AI management-
system standard used as governance anchors.
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1.3. Research Questions and Propositions

The framework is organized around two research questions and two propositions,

which connect the artifact to the evidence presented later in the paper.

Item Statement

RQl  What dimensions are necessary for defensible enterprise Al selection?

Can a sequenced gate model explain documented enterprise Al deployment

RQ2
Q success and failure?
P1 Al deployments that fail early governance, data, or capability gates are more
likely to be abandoned or reversed.
Al selection decisions that incorporate lifecycle total cost of ownership and
P2 vendor-risk evaluation are more durable than decisions based primarily on

capability demonstrations.

RQ1 is addressed by the derivation of the eight dimensions in Sections 4 and 6;
RQ2 and the two propositions are examined retrospectively against the docu-
mented cases in Section 7. Throughout, the unifying claim is that enterprise Al
selection must be governed as a sequenced decision process rather than a single

capability comparison.

2. How Current Large Language Models (LLM) Work

2.1. Foundational Architecture: The Transformer Model

Large language models (LLMs) are a class of neural network architectures
trained on vast corpora of text data, enabling them to generate, summarize, clas-
sify, translate, and reason about natural language at scale. The dominant archi-
tectural paradigm underlying today’s most capable LLMs is the Transformer,
which processes all tokens in an input sequence simultaneously through a mech-
anism known as self-attention [6]. Unlike prior sequence models such as recur-
rent neural networks (RNNs), the self-attention mechanism enables the model
to capture long-range dependencies and contextual relationships across an en-
tire passage, regardless of the distance between relevant tokens. This architec-
tural innovation is what enables LLMs to maintain coherence across thousands
of words of context.

At its core, a Transformer consists of three primary components: (1) an embed-
ding layer that converts input tokens (subword units of text) into dense numerical
vectors encoding semantic meaning, (2) a stack of Transformer blocks, each con-
taining multi-head self-attention layers and feed-forward networks that progres-
sively refine contextual representations; and (3) an output layer that generates
probability distributions over the vocabulary to predict the next token [7]. Mod-
ern enterprise LLMs such as OpenAI’'s GPT-40, Anthropic’s Claude, Google’s
Gemini, and Meta’s LLaMA 3 are all built on this Transformer foundation but
differ significantly in their training corpora, parameter counts, instruction-tuning

approaches, and safety mechanisms [8]. These distinctions are consequential for
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organizational selection decisions. Figure 1 traces this processing pipeline from
tokenized input through to generated output and maps each stage to its enterprise

implications.

2.2. Training, Alignment, and Fine-Tuning

LLMs are produced in stages, and the distinctions matter for selection. Pretraining
exposes the model to vast text corpora and yields broad language ability but no
alignment with human preferences or organizational norms, at high computa-
tional cost [6].

Alignment then adapts the base model to follow instructions and produce help-
ful, safe outputs, using reinforcement learning from human feedback and newer
variants such as DPO and RLAIF [9]. The practical point for buyers is constant
across methods: alignment quality and the rigor of accompanying safety testing
and red-teaming are a primary differentiator between vendor models and must be
evaluated directly, not inferred from brand.

Finally, domain-specific fine-tuning updates model weights on curated data,
whereas retrieval-augmented generation (RAG) instead supplies organizational
knowledge at inference time without changing weights [10]. The two differ in cost,
control, latency, and data security, trade-offs examined in the decision framework

in Section 4.

2.3. Model Limitations: Hallucination, Bias, and Context
Constraints

Despite their impressive capabilities, LLMs exhibit well-documented limitations
that carry direct governance implications for enterprise deployments. Hallucina-
tion, the tendency of LLMs to generate plausible-sounding but factually incorrect
content, remains a persistent challenge even in frontier models [8]. In high-stakes
enterprise domains such as legal, financial, or medical applications, hallucinations
pose material liability risks. Organizations must therefore implement verification
layers, human-in-the-loop review processes, and confidence scoring mechanisms
as standard elements of any production AI deployment.

LLMs also encode and amplify biases present in their training data. The Na-
tional Institute of Standards and Technology (NIST) AI Risk Management Frame-
work identifies bias, fairness, and transparency as core risk dimensions that or-
ganizations must systematically evaluate when selecting and deploying Al systems
[11]. Additionally, LLMs operate within context window constraints, the maxi-
mum volume of text they can process in a single interaction. While frontier mod-
els in 2025 have substantially expanded these limits, with some supporting context
windows exceeding 100,000 tokens [6], smaller deployed models, fine-tuned do-
main variants, and on-premises open-source deployments often carry significantly
tighter constraints. Organizations must evaluate context window size against their
specific operational requirements rather than assuming frontier capabilities apply

to the model variant under procurement.
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How a Large Language Model Processes Your Input

A Plain-Language Architecture Guide for Enterprise Leaders
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Figure 1. LLM Pipeline and Enterprise Implications
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Figure 1. How a large language model processes input: architecture pipeline and enterprise implications. Sources: [6]-[8] [10].

2.4. Understanding LLMs in Plain Language: A Summary for

Executive Leaders

The technical detail in sections 2.1 - 2.3 is important for governance and vendor

evaluation, but its practical implications are equally important to communicate in

terms that do not require an engineering background. The following plain-lan-

guage translation is designed for executive and board-level audiences who must

make consequential AI decisions without deep technical training.

Think of an LLM as an extremely well-read colleague, not a search engine
An LLM has absorbed patterns from hundreds of billions of words of text dur-
ing training; books, articles, code, and web content. When you ask it a ques-
tion, it does not search the internet or look anything up. It draws entirely on
what it learned during training, which has a cutoff date.
This is a critical distinction: an LLM generates statistically likely responses, not
verified facts. It sounds authoritative because it has read so much, but it can
still be wrong, especially on recent events, proprietary data, or highly specific
technical details.
Practical implication: Always treat LLM outputs in high-stakes contexts (legal,
financial, clinical) as a first draft requiring human expert review, not a final
answer.

Table 1 maps each technical stage to a familiar organizational concept. It is

presented as a communication aid that operationalizes, for non-technical execu-

tives, the technical-literacy argument developed in Section 3:

DOI: 10.4236/jsea.2026.196010

212 Journal of Software Engineering and Applications


https://doi.org/10.4236/jsea.2026.196010

A. Ganje

Table 1. Plain-language analogies mapping each technical stage of a large language model to a familiar organizational concept.

Technical Stage What It Actually Does Plain-Language Analogy
Like a musician reading sheet music note by note before
Tokenization Breaks your input into small word-chunks . & Y .
playing a phrase, granular before comprehensive
Embeddi Assigns each chunk a set of numbers Like a position on a map: similar concepts are close
mbeddings
& encoding its meaning and relationships together; opposites are far apart
Self-Attenti Identifies how every word in your input Like a skilled editor who reads the whole memo before
elf-Attention
relates to every other word, simultaneously understanding what the first sentence really means

Applies 12-96+ layers of refinement to build  Like passing a brief through a chain of specialists, each
Transformer Blocks

a deep contextual understanding one adds nuance before the final response is drafted
. Selects the most probable next token, then Like a skilled ghostwriter drafting the next sentence based
Output Prediction . . - :
repeats until the response is complete on everything that came before one word at a time
. Trains the model to prefer helpful, safe Like a new employee learning company norms and
RLHF Alignment

responses using human evaluator feedback communication standards through performance reviews

Table 2 distills the preceding architecture discussion into the key executive

takeaways for non-technical leaders.

Table 2. Key executive takeaways from technical architecture.

e An LLM does not “know” your business. It must be given your context through
prompting, fine-tuning, or retrieval-augmented generation (RAG). Without
this, responses will be generic and may be wrong for your specific domain.

e  Confident language does not mean accurate output. LLMs produce fluent,
authoritative-sounding text regardless of factual correctness. This is called
hallucination, and it is a design characteristic; not a bug that will be fully
eliminated.

e The quality of the alignment process (RLHF) is a primary differentiator between
vendor models. Always ask vendors what safety testing and red-teaming was
performed, and what the model’s documented failure modes are for your target
use case.

e Model selection is not a one-time decision. Models degrade as organizational
data evolves (model drift), vendor versions change, and new capabilities emerge.
Plan for governance, monitoring, and refresh cycles from day one.

3. The Imperative for Technical Literacy in Al Selection
3.1. Bridging the Knowledge Gap in Executive Leadership

One of the most consequential gaps in enterprise Al adoption is the disconnect be-
tween organizational decision-makers and the technical realities of the systems they
are procuring. McKinsey’s State of Al 2025 report found that while 88% of organi-
zations now use Al in at least one business function, fewer than a third report that
their senior leadership has sufficient technical understanding to make informed Al

investment decisions [2]; as with the adoption figure, this is self-reported by sur-
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veyed executives and reflects perception rather than audited capability. This gap
creates conditions for misaligned expectations, vendor dependency, and strategic
missteps that are difficult and expensive to reverse. The Stanford HAI Al Index 2025
corroborates this finding, reporting that among companies a gap persists between
recognizing responsible Al risks and taking meaningful governance action [12].

Technical literacy at the executive level does not require the ability to train neu-
ral networks. Rather, it demands a functional understanding of how LLMs learn,
what they can and cannot reliably do, and how deployment environment choices
affect system behavior and risk. The Wharton School’s AI Adoption Report (2025)
found that executive leadership involvement in AI adoption has a direct correla-
tion with business value: organizations where senior leaders actively champion
and role-model AI use are three times more likely to achieve significant returns
from their AI investments [13]; this is an association reported in Wharton’s self-
selected adoption survey and does not by itself establish causation.

3.2. Understanding Model Limitations to Manage Organizational
Risk

When leaders understand that an LLM operates through probabilistic token pre-
diction rather than deterministic rule-following, they are better equipped to assess
appropriate use cases, set realistic performance expectations, and design appro-
priate governance safeguards. The International Association of Privacy Profes-
sionals (IAPP) Al Governance in Practice Report (2024) documented a significant
gap between organizations’ awareness of generative Al risks and their prepared-
ness to address them [14]. Industry benchmarking aggregated by Knostic (2025)
from multiple enterprise surveys drawing in part on a 2024 Deloitte study on Al
governance maturity; found that only approximately 9% of organizations have a
mature Al governance framework; a preparedness gap that correlates strongly
with limited technical literacy at the decision-making level [15]. While this figure
should be interpreted with awareness that the source has a commercial interest in
highlighting governance gaps, the finding is broadly consistent with the IAPP and
Stanford HAI data cited in this section.

The Stanford HAI AI Index 2025 reports that Al-related incidents are rising
sharply, yet standardized responsible Al evaluations remain rare among major
industrial model developers [12]. Technical literacy enables leaders to ask critical
questions during vendor evaluation: How was the model aligned and what red-
teaming was conducted? Does the model support audit trails and explainable out-
puts? Can it be fine-tuned on proprietary data without that data being incorpo-

rated into the vendor’s shared training corpus?

3.3. Aligning Model Capabilities with Organizational Objectives

Effective Al selection is fundamentally a matching problem: the capabilities of an
Al system must align with the specific functional, operational, and ethical require-
ments of the deploying organization. This alignment requires understanding the

distinction between general-purpose models and domain-specialized models, as
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well as the strategic trade-offs between proprietary and open-source LLMs.
McKinsey reports that over 50% of organizations now use open-source Al tech-
nologies, with technology-sector organizations reaching 72%, driven by the need
for flexibility, cost control, and freedom from vendor lock-in [16].

Gartner’s Hype Cycle for Artificial Intelligence (2025) notes that organizations
selecting Al tools based primarily on marketing narratives rather than rigorous ca-
pability assessment are more likely to abandon their Al projects [17]. In July 2024,
Gartner predicted that 30 percent of generative Al projects would be abandoned
after proof of concept by end of 2025, an analyst projection rather than measured
outcome data, citing escalating costs, unclear business value, and inadequate risk
controls as the primary failure drivers [18]. That prediction appears well-founded;
the pattern of premature abandonment it identified remains a documented organi-

zational risk that rigorous upfront selection discipline is designed to prevent.

4. A FrameworKk for Al Selection in Organizations

4.1. Capability-Driven Evaluation Dimensions

A rigorous Al selection process should evaluate candidate systems across multiple

interrelated capability dimensions. These dimensions should be assessed against

the specific operational context of the organization rather than against general-
purpose benchmark scores. Figure 2 organizes these dimensions across the capa-
bility, governance, cost, and lifecycle categories that structure the framework.

e Accuracy and Reliability: How consistently does the model produce correct,
contextually appropriate outputs for the target use case? Organizations should
establish domain-specific test sets and evaluation protocols prior to vendor se-
lection.

e Transparency and Explainability: Can the model’s output be audited or ex-
plained in terms that satisfy regulatory and organizational requirements? For
industries subject to the EU AI Act [19], explainability for high-risk Al systems
is a compliance obligation, not an optional feature.

e Adaptability and Integration: Can the model be fine-tuned, updated, or inte-
grated into existing enterprise systems (such as Microsoft Dynamics 365 F&O,
CRM tools, or data warehouses) without prohibitive engineering cost or archi-
tectural complexity?

e Data Governance and Privacy: Where is inference performed? Is organiza-
tional data used to improve the vendor’s base model? These questions are crit-
ical for organizations subject to GDPR, HIPAA, SOC 2, or sector-specific data
residency regulations.

e Agentic Capability and Autonomy Controls: As 23 percent of organizations
now scale agentic Al systems capable of autonomous multi-step planning and
action [2], selection criteria must extend beyond language generation quality
to encompass planning reliability, tool-use accuracy, error recovery behavior,
and human-override mechanisms. Organizations evaluating agentic systems

should assess whether the system supports configurable autonomy boundaries;
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how it handles ambiguous or conflicting instructions; what escalation and in-

terruption mechanisms are available; and how its actions are logged for audit

and accountability purposes. The risks of agentic Al are categorically different

from those of a static LLM; an agent that can take actions requires governance

controls proportionate to that expanded agency.

Al Selection Framework for Enterprise Organizations

A Structured, Capability-Driven Evaluation Model | Aligned with NIST Al RMF & ISO 42001

CAPABILITY & FIT DIMENSIONS

€ Capability Assessment

© Alignment & Safety

» Accuracy on domain-specific tasks » RLHF alignment quality

» Reasoning & multi-step logic » Red-teaming / adversarial testing
» Context window size » Hallucination & bias benchmarks

» Latency & throughput at scale » Output filtering & guardrails

INTEGRATION & GOVERNANCE DIMENSIONS

© Integration Fit

@ Data Governance

» ERP / CRM ecosystem compatibility » Data residency & sovereignty

» API design & versioning stability » Training data reuse policy
» GDPR / HIPAA / SOC 2 compliance

» Encryption in-transit & at-rest

» Fine-tuning / RAG support

» On-premises vs. cloud deployment

t

£
COST & VENDOR RISK DIMENSIONS

© Total Cost of Ownership @ Vendor Risk & Lock-in

» Inference cost at target volume » Service continuity & SLA enforcement
» Fine-tuning & customization » API deprecation policies
» MLOps & integration engineering » Open-source portability

» Incident response overhead » Multi-vendor strategy

S

b

3
GOVERNANCE & LIFECYCLE DIMENSIONS

© Lifecycle Management
» Model drift monitoring

» Retraining & refresh cadence

@ Governance & Compliance

» NIST Al RMF alignment
» 1SO 42001 management system

> Model audit trails & explainability
» EU Al Act high-risk classification

» Retirement & replacement plan

» Incident escalation protocol

@ OUTPUT: Structured Al Selection Decision — Documented, Governed, Defensible

Figure 2. Al Selection Framework

Sources: NIST (2023); Deloitte (2024); Gartner (2025); McKinsey (2025); IAPP (2024)

Ganje, A. — Al Selection in Organizations (2026)

Figure 2. Al selection framework: eight evaluation dimensions across capability, governance, cost, and lifecycle. Sources: [2] [11]

[14] [17] [20] [22].

The eight dimensions are not an arbitrary list; each operationalizes one or more

requirements of the governance standards on which the framework rests. Table 3
maps the dimensions to the relevant NIST AI RMF functions and ISO/IEC 42001
elements and distinguishes the criteria that derive directly from the standards

from those that represent the author’s synthesis for the specific problem of Al

selection. Governance and compliance, data governance, alignment and safety,

vendor risk, and lifecycle management are largely standard-derived; capability as-

sessment, integration fit, and total cost of ownership extend the standards to ad-

dress selection-specific concerns they do not directly cover.

Table 3. Mapping of the eight evaluation dimensions to NIST AI RMF functions and ISO/IEC 42001 elements, distinguishing stand-

ard-derived criteria from author’s synthesis.

NIST AI RMF
Evaluation dimension . ISO/IEC 42001 element Origin
function
Capability assessment Map; Measure Performance evaluation (Clause 9) Synthesis

Alignment and safety Measure; Manage

Operational controls and impact assessment

Standard-derived
(Annex A)

DOI: 10.4236/jsea.2026.196010

216

Journal of Software Engineering and Applications


https://doi.org/10.4236/jsea.2026.196010

A. Ganje

Continued

Integration fit
Data governance
Total cost of ownership
Vendor risk and lock-in
Governance and compliance

Lifecycle management

Map Operational planning and control (Clause 8) Synthesis
Map; Manage Data management controls (Annex A) Standard-derived
Govern Leadership and resources (Clauses 5, 7) Synthesis
Govern; Manage Third-party and supplier controls (Annex A) Standard-derived
Govern Management system requirements (Clauses 4 - 10)  Standard-derived
Manage; Measure Operation and improvement (Clauses 8, 10) Standard-derived

4.2. Governance, Risk, and Compliance Criteria

Organizational Al selection must incorporate governance, risk, and compliance
(GRC) criteria alongside technical capability assessment. The NIST Al Risk Man-
agement Framework (AI RMF 1.0), published in January 2023, provides a widely
adopted voluntary governance structure organized around four core functions:
Govern, Map, Measure, and Manage [11]. Organizations that align their Al selec-
tion and deployment processes with the NIST AI RMF demonstrate a governance
maturity increasingly expected by enterprise customers and regulators alike.
ISO/IEC 42001:2023, published by the International Organization for Stand-
ardization [ISO], establishes the international standard for AI management sys-
tems. It provides a globally recognized compliance framework that organizations
can adopt to demonstrate responsible AI governance to regulators, business part-
ners, and stakeholders [20]. Enterprise Al governance platforms operationalize
many of these principles through tooling for model inventory management, bias
testing, regulatory compliance automation, and Al incident tracking. IBM’s wat-
sonx.governance is one example of this class of platform [21]. Together, the NIST
AT RMF and ISO 42001 form a complementary governance architecture that co-

vers both risk management practice and management system certification.

4.3. Total Cost of Ownership and Vendor Considerations

Al selection decisions must account for the full total cost of ownership (TCO) rather
than focusing narrowly on licensing or subscription fees. Per-token inference pric-
ing for cloud-based LLMs can scale rapidly with usage volume; fine-tuning and cus-
tomization costs can run into hundreds of thousands of dollars for complex enter-
prise use cases; and integration engineering, ongoing monitoring, model retraining,
and incident response add further operational overhead. Gartner notes that organ-
izations frequently underestimate post-deployment costs, particularly the expense
of maintaining model accuracy as organizational data evolves [17].

Vendor lock-in is a systemic risk in the LLM market. Proprietary cloud LLM pro-
viders offer performance advantages but create strategic dependency if the vendor
changes pricing, access policies, or discontinues products. The growing maturity of
open-source LLMs; including Meta’s LLaMA 3 family, Mistral, and Falcon provide
organizations with credible alternatives that offer greater control, auditability, and

TCO predictability for organizations with sufficient ML operations capability [2].
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4.4. Lifecycle Management and Avoiding Lock-In

Al systems are not static deployments, they require continuous lifecycle manage-
ment. Models degrade in performance as the distribution of input data drifts over
time, a phenomenon known as model drift or distribution shift. Organizations
must establish model performance monitoring frameworks, retraining or refresh
pipelines, and clear escalation protocols for when AI system performance de-
grades below defined operational thresholds. The IAPP Al Governance in Practice
Report (2024) documents the significant governance challenges organizations face
in managing Al risk, noting that the pace of Al development and evolving regu-
latory landscape are among the most frequently cited obstacles to building and

maturing an effective AI governance program [14].

4.5. Build, Configure, or Buy: An Executive Decision Framework

One of the most consequential and most frequently misframed decisions in enter-
prise Al adoption is whether to build a solution, configure an existing platform,
or purchase a turnkey product. Many organizations default to buy because it feels
faster, or to build because it feels more strategic without the analytical foundation
to justify either. Effective Al selection requires evaluating six foundational factors
before that decision can be made responsibly. These factors do not operate in iso-
lation; they form a structured decision sequence in which each answer constrains
the next.

Strategic Differentiation Analysis: The first and most important question is
whether the capability to automate creates competitive differentiation or merely
delivers operational parity with the market. Commodity capabilities performed
identically across competitors, such as meeting transcription, document summa-
rization, or expense classification do not justify a build investment. Differentiated
capabilities that encode proprietary process logic, institutional knowledge, or
unique domain expertise are the principal candidates where building or fine-tun-
ing creates defensible strategic value. For example, a global steel manufacturer au-
tomating production scheduling may be encoding decades of operational exper-
tise into that scheduling logic; this is a build or fine-tune candidate. The same
organization using Al to answer HR policy questions is a buy candidate: the out-
put is generic and the competitive value is zero.

Data Readiness and Ownership: A model is only as specialized as the propri-
etary data used to adapt it. Organizations that lack high-quality, labeled, domain-
specific training data cannot justify a fine-tune or build investment regardless of
strategic intent. Executives must conduct an honest assessment of data volume,
labeling quality, structural integrity, and legal ownership before selecting an Al
approach. A financial services firm with fifteen years of annotated credit decisions
owns a genuine fine-tuning asset. A firm without structured historical data should
instead implement retrieval-augmented generation (RAG) connecting a commer-
cial base model to its proprietary knowledge base at inference time, without mod-

ifying model weights. RAG delivers domain-specific outputs at a fraction of the
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cost and complexity of fine-tuning, with the additional benefit of keeping organ-
izational knowledge current without retraining cycles.

The Build-to-Buy Spectrum: The build-versus-buy framing is a false binary.
There are five meaningful positions on the spectrum, each with distinct capability
requirements, cost profiles, and risk characteristics. Full build, training a founda-
tion model from scratch requires extraordinary data assets and Al research infra-
structure and is appropriate only for a small number of technology-native organ-
izations globally. Fine-tuning adapts a pre-trained foundation model’s weights to
a specialized domain and requires proprietary training data, machine learning en-
gineering capability, and a machine learning operations (MLOps) infrastructure
for ongoing retraining. RAG connects a commercial base model to organizational
knowledge at inference time, with no weight modification, and is the most viable
approach for most enterprise knowledge and document applications. Configura-
tion extends to commercial platforms such as Microsoft Copilot Studio, Salesforce
Einstein, or ServiceNow Now Assist within vendor-defined guardrails and require
no machine learning capability. Turnkey purchase subscribes to a pre-built Al
product with no customization, appropriate for commodity tasks where best-in-
class commerecial output is sufficient. The crossover points at which build becomes
more economical than buy requires simultaneously high usage volume and high
domain specificity; most enterprises do not reach this threshold for general-pur-
pose LLM applications. Table 4 maps the eight evaluation dimensions across the
five sourcing pathways, indicating which dimensions gate each pathway and when

each is appropriate.

Table 4. Adaptation of the eight evaluation dimensions across the five sourcing pathways. The dimensions that gate each pathway

differ; the framework is therefore applied selectively rather than uniformly.

Sourcing pathway

Dimensions that dominate the decision

When the pathway is appropriate

Full build (train from
scratch)

Fine-tune a
foundation model

Retrieval-augmented
generation (RAG)

Configure a
commercial platform

Turnkey purchase

Capability; data governance;
organizational capability; total cost of
ownership

Capability; data governance; lifecycle

management; vendor risk

Integration fit; data governance; total cost
of ownership

Integration fit; governance and
compliance; vendor risk and lock-in

Capability; governance and compliance;
total cost of ownership

Extraordinary proprietary data scale and dedicated Al
research infrastructure; almost no enterprise meets this
threshold.

High strategic differentiation plus high-quality labeled
proprietary data and sustained MLOps capability.

Differentiated knowledge but no labeled training data or
MLOps capacity; the most viable path for most
enterprise knowledge applications.

Differentiation is moderate and an existing platform
(for example, Copilot Studio or Einstein) covers the
workflow within vendor guardrails.

Commodity tasks with no competitive value where best-
in-class commercial output is sufficient.

Total Cost of Ownership Across the Lifecycle: Al selection decisions must be

evaluated against the full total cost of ownership (TCO) over a three-to-five-year

horizon, not against initial licensing or engineering costs alone. Build and fine-
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tune approaches carry high upfront data preparation, engineering, and infrastruc-
ture costs, but zero vendor dependency risk. Turnkey purchases appear low-cost
initially but accumulate per-token inference pricing at scale, integration engineer-
ing overhead, and potentially severe exit costs if the vendor changes access policies
or discontinues the product. The most routinely underestimated cost category
across both approaches is ongoing MLOps: monitoring for model drift, retraining
pipelines, evaluation frameworks, and incident response. Organizations that
budget only for deployment and not for sustained operations consistently under-
perform on AI ROI measures [17].

The three-year TCO horizon is used as a practical base-case planning period
rather than as a fixed regulatory requirement. A multi-year horizon is necessary
because Al costs frequently shift after deployment through inference growth,
integration maintenance, monitoring, evaluation, retraining, governance, inci-
dent response, and vendor transition costs. Three years is long enough to cap-
ture implementation and steady-state operation, while remaining short enough
to reflect the volatility of AI model markets, pricing, and vendor capabilities.
Organizations with longer contract terms, dedicated infrastructure, or regulated
operating environments, or major build investments may extend the analysis to
five years.

Security, Compliance, and Data Residency: The architecture of where Al in-
ference occurs is a non-negotiable compliance dimension that is frequently
treated as an afterthought. Three postures define the decision space. Shared cloud
API endpoints transmit data to a vendor’s inference infrastructure; this is unac-
ceptable for protected health information (PHI), personally identifiable infor-
mation (PII), attorney-client privileged content, or classified material without ex-
plicit data processing agreements and confirmation that organizational data is ex-
cluded from model training. Dedicated or private cloud endpoints such as Azure
OpenAl Service or AWS Bedrock with VPC isolation keep data within the organ-
ization’s cloud tenant and satisfy most regulated enterprise requirements. On-
premises or air-gapped deployment runs the model entirely within the organiza-
tion’s own infrastructure, is required for classified government and certain de-
fense applications, and constrains selection to open-source models such as Meta’s
LLaMA 3, Mistral, or Falcon, or to vendors offering on-premises deployment op-
tions. A government contractor handling Controlled Unclassified Information
(CUI) cannot legally use public cloud API endpoints; that single compliance con-
straint eliminates the majority of SaaS AI products and forces an architecture de-
cision before any capability comparison is valid.

Organizational Capability and Talent: The most common Al selection failure
mode is choosing a build or fine-tune approach without the machine learning en-
gineering, MLOps, and data science capability required to sustain it. A model that
cannot be monitored, retrained, or evaluated against current organizational data
degrades silently producing outputs that appear functional but have drifted from
operational reality. Executives must honestly audit four capability questions be-
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fore any build investment: Does the organization employ ML engineers capable
of managing model drift and retraining pipelines? Is a structured data pipeline in
place capable of continuous retraining? Is there a model registry and evaluation
framework that can measure output quality against defined thresholds? Is there a
responsible Al governance function capable of auditing model outputs for bias
and accuracy? If the answer to most of these is no, the correct selection answer is
buy or configure, regardless of what the strategic differentiation or data analysis
suggests, not because building is wrong in principle, but because the organization

cannot execute it safely or sustainably.

Executive decision sequence: build, configure, or buy?

Apply these questions in order. Each answer constrains the decision space for the next.

o Does compliance or data residency require on-premises or dedicated cloud de-
ployment? Yes, On-premises open-source model or dedicated private cloud end-
point. This eliminates most SaaS products before any capability evaluation begins.

o Does this capability create genuine competitive differentiation? No, Buy or
configure. Do not invest engineering resources in capabilities that commoditize
equally across competitors.

o Do we own sufficient high-quality, labeled, proprietary training data? No then
move RAG over a commercial foundation model. Connect your knowledge base
at inference time rather than attempting to encode it through fine-tuning without
the data assets to do so reliably.

« Do we have the ML engineering and MLOps capability to build and sustain a
fine-tuned model? No then move RAG or manage fine-tuning via a vendor ser-
vice. Building without the operational capability to maintain the result creates
technical debt and silent model degradation.

o Is the three-year TCO base case for fine-tuning defensible against an equiva-
lent buy or RAG approach? No then Revisit the spectrum. The crossover points
where build outperforms buy economically requires simultaneously high volume
and high domain-specificity; most enterprises do not reach it.

o All preceding answers point to fine-tune or build? Yes, then proceed with fine-
tuning on a commercial foundation model using your proprietary data. Full model
training from scratch is reserved for organizations with extraordinary data scale
and Al research infrastructure threshold almost no enterprise organization meets.

Figure 3 translates the build, configure, or buy logic into a step-by-step decision
sequence that a selection team can apply directly. The team begins at Gate 1 by
identifying any non-negotiable deployment constraints, such as dedicated cloud,
private endpoint, on-premises hosting, air-gapped deployment, or data residency
restrictions. These constraints narrow the eligible solution set but do not end the
evaluation.

After deployment constraints are established, Gates 2 through 5 determine
whether fine-tuning is justified. A “Yes” answer keeps the team moving down the
sequence toward fine-tuning. A “No” answer exits to the recommended sourcing
path shown on the right, such as buying or configuring a commercial solution,
using retrieval-augmented generation, selecting a vendor-managed fine-tune, or

revisiting the sourcing spectrum. Reaching the final box means the use case has
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cleared the strategic, data, capability, and economic gates required to justify fine-
tuning a commercial foundation model on proprietary data.

Build, Configure, or Buy: Gated Decision Sequence

Gate 1 sets deployment constraints. Gates 2-5 select the sourcing path.

How to use: start at Gate 1, answer with evidence, follow the first side outcome that applies. If you reach the bottom, fine-tuning is justified.

'd Y
U DA EEEEE— g;{nE:t:rain eligible options, then
Private endpoint, dedicated cloud, on-prem, air-gapped, or data residency continue. & B .
S ¥ Continue g
' ) s A
a a T N a
2. Differentiated capability? —_— Buy / configure
\ ) A J
¥V Yes
( ) e N
3. Proprietary data? o RAG
—_— q
- Proprietary data: over commercial model
. J J
¥V Yes
e Y =N
. No RAG or vendor-managed
4. ML + MLOps capacity? — S
\ ) A\ J
¥V Yes
e ) e R
5. 3-year TCO supports fine-tune? No Revisit sourcing
. . p— .
Compared with buy, configure, or RAG prefer RAG, configure, or buy
\ ) A J
¥ ves
Fine-tune a commercial foundation model
on proprietary data

Full from-scratch build is usually reserved for extraordinary data scale and Al research infrastructure.

Figure 3. Build, configure, or buy decision sequence

Figure 3. The build, configure, or buy decision as a gated sequence. Each gate is non-negotiable and constrains the next; a “No”
advances the decision down the sequence while a side branch yields the appropriate sourcing outcome.

4.6. Applying the Framework: A Practical Decision Sequence

The eight dimensions of the AI Selection Framework are not a checklist to be
completed in parallel. They form a structured decision sequence in which each
stage gates the next. Organizations that attempt to evaluate all dimensions simul-
taneously typically produce politically negotiated selections rather than analyti-
cally defensible ones. The sequence below is designed to be completed by a cross-
functional team (typically spanning technology leadership, legal or compliance,
finance, and the primary business owner) over a structured evaluation period of
two to six weeks depending on organizational complexity.
¢ Step 1. Define the use case and success criteria before evaluating any vendor.
No model evaluation is valid without a defined use case and measurable success
criteria. Before issuing an RFP or conducting a proof of concept, the evaluation
team must document: the specific task the AI system will perform, the expected
input and output format, the volume and latency requirements, and the quanti-
tative threshold that constitutes acceptable performance. This document be-
comes the evaluation specification and prevents vendors from reframing the use
case around their product strengths during the selection process.

¢ Step 2. Apply Dimension 1 (Capability Assessment) using your own evalu-
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ation data, not vendor benchmarks. Run candidate models against the eval-
uation specification developed in Step 1 using representative samples of the
organization’s actual data. General-purpose benchmarks such as MMLU or
HumanEval measure academic performance and frequently do not predict
production accuracy for domain-specific tasks. Evaluation should measure ac-
curacy on the target task, reasoning consistency across edge cases, hallucina-
tion rate under realistic prompting conditions, and latency at the expected
concurrency level. Models that fail on the organization’s own evaluation data
are eliminated at this stage regardless of their public benchmark rankings.
Step 3. Screen for non-negotiable compliance requirements using Dimen-
sion 4 (Data Governance). Before investing further evaluation effort, the
compliance and legal team should screen remaining candidates against the or-
ganization’s non-negotiable requirements: data residency jurisdiction, train-
ing data reuse policy, applicable certification requirements such as SOC 2 Type
II, FedRAMP, or HIPAA, and the inference architecture required for the use
case. A model that performs well on capability but fails a mandatory compli-
ance screen must be eliminated. This step is deliberately placed early to avoid
the organizational pressure that builds when a technically preferred vendor
fails compliance review late in the process.

Step 4. Assess alignment and safety characteristics using Dimension 2 be-
fore proceeding to commercial evaluation. Organizations should request and
review each vendor’s published model card, red-team evaluation results, and
bias benchmark documentation. Where this documentation does not exist, its
absence is itself a governance signal. The evaluation team should test the model
against adversarial prompts relevant to the deployment context and assess
whether the model’s safety alignment profile is appropriate for the sensitivity
of the use case. High-stakes use cases (those affecting credit, employment,
healthcare, or public-facing communications) require stricter alignment evi-
dence than internal productivity tools.

Step 5. Model the total cost of ownership across a three-year horizon using
Dimension 5 (Total Cost of Ownership). Procurement teams typically re-
ceive per-token or per-seat pricing and treat it as the cost of the system. A
realistic TCO model for an enterprise AI deployment must include: inference
cost at projected production volume including peak load scenarios, fine-tun-
ing and customization cost if required, integration engineering and ongoing
maintenance, model retraining or refresh cycles, monitoring and observability
infrastructure, and incident response overhead. Organizations should model
at least three volume scenarios; baseline, 2x growth, and 5x growth, to under-
stand how costs scale and at what threshold a different architectural choice
becomes economically superior.

Step 6. Evaluate integration fit and ecosystem depth using Dimension 3
(Integration Fit). A capable model that cannot integrate cleanly with existing

enterprise systems creates hidden project risk. The evaluation team should test
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API stability under realistic load, confirm versioning and deprecation policies
in writing, validate RAG and tool-use support if required by the use case, and
confirm that the model can be deployed in the infrastructure tier required by
the compliance assessment in Step 3. Integration failures discovered during
implementation, after vendor selection; are among the most common and ex-
pensive causes of Al project abandonment.

Step 7. Assess vendor risk and lock-in exposure using Dimension 6 (Ven-
dor Risk and Lock-in). The evaluation team should obtain written confir-
mation of: the vendor’s API deprecation notice period and version pinning
policy, contractual data portability rights including the ability to export fine-
tuned weights or training data, the availability of an open-source or self-
hostable fallback option, and the terms governing model version updates that
may alter output behavior. Service continuity and SLA enforcement should
be validated at this stage; uptime guarantees and latency commitments must
be confirmed under realistic load conditions, and the financial remedies
available when SLAs are breached must be specified contractually before se-
lection is finalized. Organizations should also assess dependency concentra-
tion risk and apply a multi-vendor strategy where that concentration exceeds
acceptable thresholds.

Step 8. Confirm governance and compliance readiness using Dimension
7 (Governance and Compliance). The evaluation team should verify that
each candidate model can be governed in alignment with the organization’s
regulatory obligations and internal standards. This includes confirming
alignment with the NIST AI Risk Management Framework, evaluating the
vendor’s support for ISO/IEC 42001 management system requirements, as-
sessing the availability of model audit trails and explainability mechanisms
required for the use case, and determining whether the system falls within
the EU AI Act’s high-risk classification. For regulated industries, governance
and compliance validation is a gate; not an afterthought and should produce
documented evidence that can be presented to internal audit, legal counsel,
or an external regulator.

Step 9. Confirm lifecycle governance readiness using Dimension 8 (Lifecy-
cle Management). Before a selection decision is finalized, the operating team
must confirm that they have the capability to execute ongoing lifecycle man-
agement: model performance monitoring against defined KPIs, a defined re-
training or refresh trigger and cadence, a retirement and replacement plan if
the selected model is deprecated, and an escalation protocol for performance
degradation incidents. AI systems that are selected without a functioning
lifecycle governance plan tend to degrade silently, creating compounding risk
as output quality declines without detection.

Step 10. Document the selection decision with a structured rationale aligned

to all eight dimensions. The output of this framework is not a vendor recom-
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mendation, it is a documented, defensible decision. The selection record should
capture the evaluation specification from Step 1, the results of each dimension
assessment, the rationale for eliminations at each gate, and the scoring or
weighting rationale used to differentiate surviving candidates. This documenta-
tion serves as the governance record for the selection decision and is the foun-
dation for the model audit trail required by the NIST AI RMF and ISO/IEC
42001 [11] [20]. Organizations that skip this documentation step expose them-
selves to regulatory and contractual liability when Al system performance is later
questioned.

The ten-step sequence above can be compressed or expanded depending on the
risk profile of the deployment. Low-stakes internal productivity tools may com-
plete the sequence in a two-week structured sprint. High-stakes deployments,
those affecting regulatory compliance, customer-facing decisions, or critical in-
frastructure, should treat each step as a formal milestone with documented sign-
off from the appropriate organizational authority. The framework is intentionally
vendor-agnostic and applies equally to proprietary cloud LLMs, open-source

foundation models, and embedded AI platforms.

4.7. Worked Example: Applying the Ten-Step Sequence

To show how the dimensions interact in practice, the ten-step sequence is applied
below to a single use case: a regional bank evaluating an AI assistant to answer
customer loan-status inquiries. The case is illustrative and is chosen because it
combines a regulated data environment with a customer-facing, elevated-risk use,

so that several gates bind. Table 5 traces the decision through each step.

Table 5. Hlustrative application of the ten-step decision sequence to a regional bank selecting an AI assistant for customer loan-
status inquiries.

Step Action in this case Result

Document the task, input and output format, expected
volume and latency, and a required factual-accuracy
threshold on a 200-item bank-specific test set

1. Define use case and Evaluation specification fixed before any

success criteria vendor contact

2. Capability on own  Run candidates against the 200-item test set rather than = Two of five candidates fail the accuracy and
data public benchmarks hallucination thresholds and are eliminated

3. Compliance screen Apply data-residency, GLBA, and SOC 2 screens; Shared public-API products eliminated; only

(data governance) require exclusion of data from vendor training dedicated-cloud options remain
4. Alignment and Review model cards and red-team evidence; run One remaining model lacks documented
safety adversarial tests for a customer-facing financial context red-teaming and is down-weighted
Per-token pricing at 5x makes one option
5. Three-year total Model inference cost at baseline, 2x, and 5x volume, p & . P
) ) ] o uneconomical; a retrieval-augmented
cost of ownership plus integration and monitoring A )
mid-tier model is most cost-stable
6. Inteeration fit Validate API stability under load, versioning policy, Selected approach integrates with the existing
. Integration fi
& and retrieval support against core banking systems knowledge base without re-platforming
7. Vendor risk and Confirm deprecation notice period, data-portability Acceptable; a multi-vendor fallback is
lock-in rights, and a self-hostable fallback in writing identified
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Continued

8. Governance and Assess NIST AI RMF and ISO 42001 alignment, audit Treated as elevated risk; required audit trail

compliance trails, and EU AI Act high-risk classification confirmed available
. . Confirm drift monitoring, refresh cadence, and a Operating team confirms it can sustain the
9. Lifecycle readiness . ) . )
degradation escalation protocol with operations model
10. Document the Record the rationale against all eight dimensions with ~ Defensible selection record produced for
decision elimination reasons at each gate internal audit

The sequence converges on retrieval-augmented generation over a mid-tier
model deployed on a dedicated cloud endpoint. The decisive dimensions were
data governance, capability measured on the bank own data, and total cost of own-
ership; capability alone would not have produced this outcome. A conventional
vendor-led process, by contrast, would have begun with capability demonstra-
tions and discovered the residency and cost constraints only after a preferred
product had gained internal momentum, precisely the late-stage failure the early

gates are designed to prevent.

5. Preventing Extreme Al Proliferation

5.1. The Proliferation Risk Landscape

AT proliferation, the rapid, often uncoordinated expansion of Al tools across an
organization without adequate governance poses significant strategic and opera-
tional risks that compound over time. Cyberhaven’s Q2 2024 AI Adoption and
Risk Report drawn from telemetry data across its own customer base of over three
million workers found that the volume of corporate data flowing into Al tools
grew by 485% from March 2023 to March 2024, with the majority of usage occur-
ring through personal, non-enterprise accounts including 73.8% of ChatGPT us-
age and over 94% of Gemini usage bypassing organizational security controls [23].
Readers should note that Cyberhaven is a data loss prevention vendor and that
this data reflects its customer population rather than a randomized enterprise
sample. The World Economic Forum (WEF) Responsible Al Innovation Playbook
(2025) identifies uncontrolled Al proliferation as a systemic enterprise risk requir-
ing proactive governance architecture not reactive policy enforcement after inci-
dents occur [22].

Shadow Al, the unsanctioned use of Al tools by employees outside of IT-ap-
proved channels, represents one of the most acute governance challenges facing
enterprises as of 2026. Reco.ai’s State of Shadow AI Report (2025); produced by a
vendor specializing in Saa$S security and shadow IT detection found that enter-
prise organizations averaged 269 unsanctioned Al applications per 1,000 employ-
ees, with these unauthorized applications persisting undetected for over 400 days
on average, creating persistent, long-horizon data exposure risks [24]. These fig-
ures are drawn from Reco.ai’s own customer environments and should be treated
as indicative rather than representative of all enterprises. When employees input

confidential business data, customer information, or unreleased product details
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into consumer Al tools, that data may be incorporated into vendor training da-

tasets or transmitted to third-party servers in non-compliant jurisdictions.

5.2. Governance Structures to Manage Proliferation

Effective prevention of extreme Al proliferation requires structural governance
interventions at three complementary levels. First, enterprise-level Al policy es-
tablishes the organizational guardrails within which AI adoption occurs. This in-
cludes AI acceptable use policies, data classification standards governing which
data categories may be used with which classes of AI tools, and an approved Al
tool registry. Industry data from Knostic (2025) indicates that formal Al govern-
ance programs remain the exception rather than the rule, with only roughly one
in four organizations reporting fully operational AI governance despite wide-
spread awareness of regulatory requirements [15].

Second, technical controls provide enforcement mechanisms that complement
policy governance. API gateway management, data loss prevention (DLP) systems
configured to detect and restrict sensitive data transmission to Al endpoints, and
network monitoring can identify and block unauthorized AI tool usage before it
creates material risk. Third, cultural and educational interventions address the
human dimension of AI proliferation. The Stanford HAI Al Index 2025 found
that Al-related incidents rose to a record 233 in 2024, a 56.4% increase over 2023,
a count compiled from public incident reporting and therefore sensitive to report-
ing and detection rates, while a gap persists between organizations recognizing
responsible Al risks and taking meaningful steps to address them [12]. The Whar-
ton School’s AI Adoption Report (2025) found that organizations prioritizing
workforce training and capability-building alongside Al investment are better po-
sitioned to realize sustained returns, noting that human capital development, not
technology alone, is the primary lever distinguishing organizations that achieve
durable AI value [13].

5.3. Responsible Al Principles in Practice

Responsible AI is both a compliance obligation and a strategic differentiator.
McKinsey’s 2025 State of Al survey found that a majority of organizations report
that AT has improved innovation, and nearly half report measurable improvement
in customer satisfaction and competitive differentiation, qualitative enterprise
benefits that accrue even among organizations that have not yet achieved material
EBIT impact [2]. However, despite broad recognition of its importance, only ap-
proximately 6% of organizations qualify as AI high performers, achieving meas-
urable enterprise-wide EBIT impact and significant value from AI, while the vast
majority remain in the experimenting or piloting stages [2]. The NIST AI RMF
identifies seven characteristics of trustworthy Al systems: “valid and reliable, safe,
secure and resilient, accountable and transparent, explainable and interpretable,
privacy-enhanced, and fair with their harmful biases managed” ([11], p: 12). Or-
ganizations should use these characteristics as evaluation criteria during AI selec-
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tion and as operational standards during deployment and monitoring.

6. Research Design and Validation Approach

The preceding sections present a framework rather than report an experiment,
and the appropriate methodological frame for this contribution is design science
[25] [26]: the construction of a purposeful artifact to address a defined organiza-
tional problem, followed by evaluation of that artifact. This section makes the re-
search design explicit. It describes how the framework was developed, defines the
criteria by which its effectiveness can be measured, and specifies the retrospective,

comparative case approach by which the framework is validated in Section 7.

6.1. Framework Development

The framework was developed through a structured synthesis of three sources of
evidence. The first is the established governance literature, principally the NIST
AT Risk Management Framework (AI RMF 1.0) and ISO/IEC 42001:2023, which
define the risk and management-system requirements that any responsible selec-
tion process must satisfy. The second is the peer-reviewed literature on large lan-
guage model architecture, alignment, and limitations, which establishes the tech-
nical properties that determine enterprise suitability. The third is current industry
evidence on adoption, abandonment, governance maturity, and proliferation,
used to characterize the practical conditions under which selection decisions are
actually made. The eight evaluation dimensions and the build, configure, or buy
sequence were derived by mapping the requirements identified in these sources
onto the decision points a technology executive must resolve, and by ordering
those decision points so that non-negotiable constraints are resolved before dis-

cretionary comparison begins.

6.2. Success Criteria and Measurability

A selection methodology is only scientific if its effectiveness can be assessed
against defined indicators rather than asserted. This framework defines a good
selection decision as one that is defensible, durable, and economically accurate,
and proposes four measurable indicators accordingly. The first is decision audita-
bility: whether the selection produces a documented rationale, traceable to each
of the eight dimensions, that can be presented to internal audit or an external reg-
ulator. The second is avoidance of premature abandonment: whether systems se-
lected through the framework survive beyond proof of concept at a higher rate
than the roughly thirty percent abandonment rate reported for generative Al pro-
jects [18], which serves as a baseline. The third is total-cost-of-ownership forecast
accuracy: the variance between the three-year cost projected during selection and
the cost realized in operation. The fourth is lock-in exposure: the presence or ab-
sence of contractual data-portability rights and a viable fallback option at the point
of selection. These indicators are intended to be measured comparatively, against

decisions made without the framework, in the field studies described below; they
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are stated here so that the framework can be evaluated rather than merely adopted.

6.3. Validation through Standards Coverage and Retrospective
Comparative Cases

Beyond demonstrating that the framework can be applied, its central design claim,
that these are the right dimensions, evaluated in this order, requires validation
that does not depend on primary data collection. Two complementary, panel-free
approaches are used. The first is construct-coverage validation: the dimension-to-
standard mapping in Table 3 establishes that the eight dimensions collectively
cover the requirements of the NIST AI RMF and ISO/IEC 42001 without material
gaps and without redundant criteria, which is evidence that the criteria set is com-
plete and well-formed. The second is retrospective comparative case analysis: the
framework is applied after the fact to documented enterprise Al deployments,
both reported successes and the well-documented abandonments, to test whether
its gates would have predicted or prevented the observed outcome. This approach
uses real, citable evidence rather than recruited opinion, and it directly addresses
whether the framework explains the failure patterns reported in the industry lit-
erature, such as abandonment after proof of concept for reasons of cost, unclear
value, or inadequate controls. Section 7 applies this retrospective analysis to six
documented enterprise deployments, four failures, a partial reversal, and a suc-

cess, and Section 8.4 sets out the expansion and prospective testing that follow.

7. Retrospective Comparative Case Analysis

This section validates the framework by applying it retrospectively to six publicly
documented enterprise AI deployments and testing whether its gates align with
the outcomes that actually occurred. The cases were chosen to vary the binding
constraint and the result: four are well-reported failures in which different gates
were violated, one is a partial reversal of an over-automated rollout, and one is a
disciplined success that followed the framework’s logic. Sections 7.1 to 7.3 analyze
three of these in detail and Section 7.4 treats the remainder more briefly, with
Section 7.5 synthesizing the set. Evidence is drawn from public reporting, a civil
tribunal decision, a university audit, and, for the success, vendor-published mate-
rial that is read with appropriate caution. Because the outcomes were known be-
fore the analysis, this is a test of explanatory rather than predictive validity, and
its limits are discussed in Section 8.2.

Case selection. The six cases were selected purposively rather than at random,
against three criteria. First, each had to be publicly documented with a verifiable
outcome, such as a tribunal decision, a university audit, named company state-
ments, or sustained press reporting. Second, the set as a whole had to span differ-
ent binding gates and both success and failure, so that the framework was tested
against varied conditions rather than a single failure mode. Third, each had to be
an enterprise-scale Al deployment from the period 2012 to 2025, most of them

generative or conversational systems within the scope defined in Section 1.1; one
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case predates the large language model era and is included because the gates it
turned on are among the dimensions that, as Section 1.1 notes, are not specific to
generative systems. This is a deliberately illustrative and non-exhaustive sample,
not a random or systematic one. Because the cases were chosen with their out-
comes already known, the analysis can show that the framework is consistent with
the documented record but cannot establish predictive power, and it remains ex-
posed to selection and confirmation bias; a systematically sampled and inde-
pendently coded case set is identified in Section 8.4 as the next step. The cases are
therefore offered as explanatory evidence, not as proof of effectiveness.

The selection protocol can be stated explicitly. The inclusion criteria were three:
a publicly verifiable outcome from an independent source (a tribunal decision, a
published audit, a named company statement, or sustained press reporting); an
enterprise-scale deployment rather than an individual or consumer use; and a
proximate cause that could be attributed to a specific framework dimension. The
exclusion criteria removed deployments known only through vendor marketing
without independent corroboration, cases whose outcome was still unsettled at
the time of writing, and cases in which no single binding gate could be identified.
Outcomes were coded as failure when a deployment was abandoned, cancelled, or
produced organizational liability; as a partial reversal when an initial rollout was
later materially walked back; and as success when the system reached sustained
production use without reversal. Each case was then gate-coded by mapping its
documented proximate cause to the framework dimension it most directly impli-
cated; where more than one dimension applied, the earliest gate in the sequence
was recorded as binding. The six cases were chosen, against these criteria, to pop-
ulate distinct binding gates (alignment and safety, capability, integration and data
readiness, governance and compliance, and lifecycle management) and both out-
come types, so that the analysis tested the framework across its range rather than

at a single point.

7.1. Case 1: Air Canada, a Customer-Facing Deployment without
Verification (Failure)

In 2022 Air Canada deployed a customer-facing website chatbot that, when asked
about bereavement fares, gave a passenger inaccurate guidance; the airline de-
clined the resulting refund, and in February 2024 the British Columbia Civil Res-
olution Tribunal held Air Canada liable for negligent misrepresentation by its
chatbot [27]. Read through the framework, the deployment failed at the align-
ment-and-safety dimension and at the governance-and-compliance gate. The use
was customer-facing and consequential, the category for which the framework re-
quires verification layers, human-in-the-loop review, and documented accounta-
bility for outputs before deployment; none was evident, and the model produced
confident but incorrect information of exactly the kind the alignment-and-safety
dimension is meant to surface. The framework treats such a use as high-stakes and
would have gated it on demonstrated output verification and a clear ownership-

of-error position rather than on capability alone. The tribunal outcome, organi-
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zational liability for the system’s output, is the materialization of the risk the gov-

ernance-and-compliance dimension exists to manage.

7.2. Case 2: McDonald'’s and IBM, Capability Unproven on Real
Operating Data (Failure)

Between 2021 and 2024 McDonald’s and IBM piloted an automated voice-order-
ing system at more than one hundred United States drive-thrus; after persistent
ordering errors under real conditions (background noise, overlapping lanes, and
varied accents), the companies ended the pilot in mid-2024 [28]. In framework
terms the deployment failed at the capability-assessment gate as the framework
specifies it: capability must be measured on the organization’s own representative
data and operating conditions, at the expected concurrency, rather than on bench-
mark or laboratory performance. A voice-ordering task in a noisy, multi-speaker
drive-thru is precisely the edge-case-laden, latency-sensitive environment the
framework directs evaluators to test before selection. The pilot reportedly per-
formed acceptably in controlled settings but not in production, which is the failure
mode the capability dimension targets; an evaluation against representative oper-
ating data would have surfaced the accuracy shortfall before scale-up rather than

after.

7.3. Case 3: Morgan Stanley, Disciplined Selection of a Sanctioned
System (Success)

From 2023 Morgan Stanley Wealth Management deployed an internal GPT-4 as-
sistant that lets financial advisors query the firm’s proprietary research; the firm
reports adoption of approximately ninety-eight percent of advisor teams [29]. The
deployment tracks the framework gates closely, which is why it serves as a positive
control. Sourcing followed the build-configure-buy logic toward retrieval-aug-
mented generation over proprietary documents rather than a full build, matching
the data-readiness and organizational-capability analysis the framework pre-
scribes. Capability was assessed through an evaluation framework run on the
firm’s own scenarios before deployment, satisfying the capability dimension as
specified. Data governance was addressed through secure hosting and exclusion
of data from vendor training, the data-governance gate for a regulated firm. Align-
ment and safety were managed by keeping advisors in the loop to review outputs,
and integration fit was achieved by wiring outputs into existing advisor work-
flows. The adoption figure is firm- and vendor-reported and should be read as
such, but it is the design choices, not the headline metric, that align with the

framework: the deployment cleared in sequence the gates the two failures violated.

7.4. Additional Documented Cases

IBM and the MD Anderson Cancer Center spent roughly $62 million between
2012 and 2016 building the Watson-based Oncology Expert Advisor, which was

cancelled before it was used on patients; a University of Texas audit attributed the
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failure largely to the system never integrating with the hospital’s electronic health
records and to scope and management problems rather than to the underlying
model [30]. In framework terms the deployment failed at the intersection of ca-
pability, integration fit, and data readiness: a build undertaken without a working
data pipeline into the system of record cannot be sustained, which is exactly the
organizational-capability and integration gates the framework places ahead of a
build commitment. This case predates the generative Al era and is not itself a large
language model deployment; it is included because capability, integration fit, and
data readiness are among the six dimensions that Section 1.1 identifies as trans-
ferring beyond generative systems, and the build it represents failed on exactly
those transferable gates.

New York City’s MyCity chatbot, launched in 2023 on a commercial cloud
model to advise small businesses, was found in 2024 to give confidently illegal
guidance on labor, housing, and licensing rules, yet was kept online for an ex-
tended period [31]. The deployment failed at the governance-and-compliance
gate for a public-facing advisory use: high-stakes regulatory advice demands the
verification, audit, and accountability controls the framework treats as non-nego-
tiable for that risk class, and their absence produced systemic misinformation ra-
ther than an isolated error.

Klarna’s OpenAl-powered customer-service assistant, launched in 2024, han-
dled a large share of contacts and was promoted as equivalent to hundreds of
agents [32]; by 2025 the company publicly acknowledged that an aggressive AI-
first posture had lowered service quality on complex cases and began rehiring hu-
man agents into a hybrid model [33]. Read through the framework, the early gates
were cleared, capability and integration were real, but the lifecycle-management
dimension was under-weighted: treating selection as a one-time replacement ra-
ther than a monitored, human-in-the-loop arrangement is the failure the lifecycle
gate is designed to prevent, and the correction restored the human-oversight pos-

ture the framework prescribes.

7.5. Cross-Case Synthesis

The six cases vary the binding gate while holding the framework constant, and in
each the gate the case turned on corresponds to the documented outcome (Table
6). The failures are explained not by weak technology in general but by a specific
unaddressed gate (accountability and verification in the two public-facing chat-
bots, capability on real operating data in the drive-thru, and capability, integra-
tion, and data readiness in the healthcare build), while the disciplined success
cleared those gates and the partial reversal corrected a lifecycle gate it had initially
under-weighted. This is the pattern the framework predicts: outcomes turn on
whether the early, non-negotiable gates were cleared and sustained, not on model
quality in the abstract. The evidence is consistent with, though it does not prove,
the central claim of the framework that sequencing these gates ahead of capability

comparison is what separates durable selections from abandoned ones.
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Table 6. Retrospective comparative case analysis: each documented outcome mapped to the framework gate the case turned on.

Consistent with

Case (sector) Documented outcome Gate the case turned on
framework?
Air Canada chatbot (airline, Inaccurate output; tribunal Alignment and safety;
. o ] Yes, gate unaddressed
customer-facing) found the airline liable [27] governance and compliance
NYC MyCity chatbot (public Public chatbot gave illegal Governance and compliance;
Yy . (p g. & . . P Yes, gate unaddressed
sector, advisory) regulatory advice [31] verification

McDonald’s and IBM drive-thru  Persistent ordering errors; pilot ~ Capability on real operating

(food service, operations)

Watson at MD Anderson
(healthcare, build)

Klarna assistant (fintech,
customer-facing)

Morgan Stanley assistant
(financial services, internal)

About $62M; cancelled in 2016;  Capability; integration fit;

High reported adoption of an

Yes, gate unaddressed
ended in 2024 [28] data and concurrency 8

Yes, gates unaddressed

never reached patients [30] data readiness
Rapid automation, then partial Lifecycle management; Partly, early gates met,
rehire for quality [32] human-in-the-loop lifecycle gate corrected later

Data governance; capability

) ) evaluation; RAG sourcing; Yes, gates cleared, success
internal assistant [29] )
human-in-the-loop

8. Discussion
8.1. Relationship to Existing Frameworks

The framework is positioned against three bodies of prior work. Governance
frameworks such as the NIST AI RMF and ISO/IEC 42001 specify what responsi-
ble AI management requires but are deliberately not selection methods: they gov-
ern systems already chosen and do not sequence the capability, sourcing, and
lifecycle decisions that precede governance. Generic technology build-versus-buy
and total-cost-of-ownership models address sourcing but predate the properties
that make AI selection distinctive (probabilistic rather than deterministic behav-
ior, alignment quality as a procurement variable, and the categorically different
risk profile of agentic systems), and therefore omit the dimensions on which Al
decisions most often fail. Capability benchmarks such as MMLU and HumanEval
measure general model performance but, as the framework argues, frequently do
not predict production accuracy on domain-specific tasks. The contribution of
this paper is to integrate these otherwise separate concerns into a single sequenced
process in which governance constraints, capability evidence drawn from the or-
ganization’s own data, sourcing economics, and lifecycle readiness are evaluated
as dependent gates rather than parallel checklists. Few existing frameworks inte-
grate large language model capability assessment, AI governance standards,
sourcing economics, build-configure-buy decisioning, lifecycle management, and
proliferation control into a single sequenced enterprise selection method. Recent
adjacent work, including buy-versus-build models for public-sector large lan-
guage model adoption and operational and agentic-Al governance approaches
aligned to the NIST AI RMF, addresses parts of this space, and Table 7 positions

the present framework against those bodies of work.
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Table 7. The proposed framework positioned against adjacent bodies of work.

Body of work Primary focus What it covers What it does not provide
. Govern, map, measure, and No selection or sourcing method; assumes
NIST AI RMF Al risk governance . . .
manage Al risk for systems in use the system is already chosen

No capability evaluation, sourcing

Al management Organizational processes for
ISO/IEC 42001 8 8 . P economics, or build-configure-buy
system responsible AI governance ..
decisioning
Operational and Governance of . . . . .
. . Control mapping and oversight, Limited treatment of selection, sourcing
agentic Al governance deployed and agentic . . .
often aligned to the NIST AI RMF economics, and lifecycle cost
frameworks Al
Build-versus-buy and
sourcing frameworks Build and buy trade-offs, Generic or domain-specific; limited LLM
(including recent Sourcing decision ~ sometimes sovereignty, cost,and  capability evaluation, standards mapping,
public-sector LLM sustainability and proliferation control
models)
TCO and IT Lifecycle cost Multi-year cost modeling and Not Al-specific; omit alignment, agentic
procurement models analysis vendor comparison risk, and governance gating

This framework

Al selection

Sequenced enterprise

Integrates capability, governance

standards, sourcing economics, . . . . .
Prospective validation still pending (Section

build-configure-buy, lifecycle 8.4)

TCO, and proliferation control as
ordered gates

8.2. Interpreting the Case Analysis

The case analysis provides convergent rather than conclusive support for the
framework. In each of the six documented deployments the gates align with what
actually happened: the failures violated a gate the framework evaluates early, and
the success satisfied them. This is evidence of explanatory validity, the framework
accounts for observed outcomes, but not of predictive power, because the cases
were selected after their outcomes were known and were analyzed by the author.
Retrospective fit of this kind is vulnerable to confirmation bias and to the small
number of cases. The appropriate reading is that the framework is consistent with
the documented record and has not been contradicted by it, which justifies the
prospective testing described in Section 8.4 rather than a claim of demonstrated
effectiveness. In the terms of Section 1.3, the six cases are consistent with propo-
sitions P1 and P2 and provide explanatory support for RQ2, while RQ1 is ad-

dressed by the dimension derivation in Sections 4 and 6.

8.3. Limitations

Several limitations bound the claims of this paper. First, the validation is retro-
spective and modest in scale: six publicly documented cases, selected after their
outcomes were known and analyzed by a single author, can show that the frame-

work is consistent with the record but cannot establish that it outperforms expert
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judgment, and the analysis is therefore exposed to selection and confirmation bias.
Second, the framework remains a conceptual artifact, partly informed by market
and vendor evidence, that has not been tested prospectively and is likely to require
sector-specific adaptation before use in any particular regulated domain. Third,
the evidence base draws substantially on industry and vendor-produced sources
whose limitations are noted at each point of use; although triangulated against
peer-reviewed and standards literature, they reflect a fast-moving field in which
figures date quickly. Fourth, the case evidence itself is uneven, the failures are doc-
umented through public reporting and, in one instance, a tribunal decision,
whereas the success is reported partly through vendor-published material and
should be read with that in mind. Fifth, the framework is calibrated to the senior
technology executive and to generative and agentic systems, and its transferability
to other decision-makers or to predictive, vision, and optimization AI has not

been examined.

8.4.. Future Work

Three lines of work follow directly. The first is to expand the retrospective analysis
into a larger, systematically sampled set of documented deployments, including
cases coded independently of the author, so that the framework’s consistency with
outcomes can be tested rather than illustrated. The second is to apply the frame-
work prospectively in real organizations and to measure the four success indica-
tors defined in Section 6.2 (decision auditability, post-proof-of-concept survival,
total-cost-of-ownership forecast accuracy, and lock-in exposure) against a com-
parison set of decisions made without it. The third is to operationalize the ten-
step sequence as a lightweight decision instrument and to develop sector-specific
adaptations, beginning with the regulated environments in which the early com-
pliance gates are most consequential. Together these would move the framework
from one consistent with the documented record to one validated prospectively

and instrumented for practice.

9, Conclusions

The arguments that follow are grounded in the framework developed above and
in its illustrative application; they are advanced as a coherent and defensible deci-
sion approach whose empirical validation, through the retrospective comparative
case analysis and field studies described in Sections 6 and 8, remains the subject
of ongoing work.

The selection of Al systems in organizations is now a central strategic, opera-
tional, and governance decision. As the Al marketplace continues to expand and
the capabilities of large language models become more accessible, organizations
face increasing pressure to choose systems that align with business goals, risk tol-
erance, data requirements, and long-term operating models. In that environment,
informed AI selection is not optional. It is essential to responsible adoption and

sustainable value creation.
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This paper argued that effective Al selection begins with a clearer understand-
ing of how current AT systems work. Foundational technical literacy gives leaders
and technology professionals the ability to evaluate claims more critically, ask bet-
ter questions during procurement and design, set realistic expectations, and es-
tablish governance safeguards that reflect the actual behavior and limitations of
these systems. Without that foundation, organizations are more likely to make
decisions based on marketing narratives, incomplete comparisons, or short-term
enthusiasm rather than disciplined evaluation.

The paper also presented a structured framework for Al selection that empha-
sizes capability assessment, alignment and safety, integration fit, data governance,
total cost of ownership, vendor risk and lock-in, governance and compliance, and
lifecycle management. Supported by the NIST Al Risk Management Framework
and ISO/IEC 42001:2023, this approach helps organizations move beyond infor-
mal selection practices toward a more rigorous and repeatable decision process.
The build, configure, or buy framework extends that discipline by giving decision
makers a practical method for evaluating when Al should be internally developed,
externally acquired, or strategically configured from existing platforms. Together,
these frameworks support decisions that are more defensible, scalable, and aligned
with enterprise reality.

Equally important, this paper has highlighted that organizations must address
Al proliferation with deliberate governance. The expansion of shadow AI, uncon-
trolled data exposure, and fragmented tool adoption shows that Al selection can-
not be separated from policy, architecture, technical enforcement, and workforce
education. Organizations that act proactively in these areas are likely to be better
positioned to realize the benefits of Al while limiting operational, ethical, and reg-
ulatory risk.

For leaders, the value of this paper is that it offers a clearer basis for making Al
decisions that align innovation with governance, investment discipline, and or-
ganizational purpose. For technology professionals, it provides a structured way
to assess Al systems in terms of architecture, integration, lifecycle implications,
and operational fit. The broader contribution is a decision-oriented foundation
for selecting Al in a way that is not only innovative, but also responsible, practical,

and sustainable in the modern enterprise.
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Appendix: Al Selection Scorecard

This appendix operationalizes the framework as a one-page scoring instrument so
that a selection decision can be recorded, audited, and repeated. Items marked
Gate are non-negotiable and are recorded as pass or fail; a selection should not
proceed while any gate is failed. The remaining dimensions are scored from 1
(weak) to 5 (strong), and the sourcing recommendation is recorded at the foot of
the scorecard. The instrument is intended for prospective use and refinement,
consistent with the validation agenda in Section 8.4. Table A1 presents the score-

card.

Table Al. Al selection scorecard.

# Dimension or gate Assessment question Score (1 to 5) or gate
) Capability on own  Does the model meet accuracy and latency targets on representative 5
data organizational data at the expected concurrency? -
5 Alignment and Are outputs verified, red-teamed, and human-reviewed in proportion /s
safety to the risk class of the use? -
3 Data governance Are data residency, privacy, and training-exclusion requirements met? Gate: pass/fail
Governance and Is there documented accountability, auditability, and regulatory fit for .
4 . . Gate: pass/fail
compliance this use?
. Does the system integrate with the systems of record and existing
5 Integration fit _ /5
workflows?
) . Is the build, configure, or buy choice justified by differentiation, data,
6 Sourcing economics o _ /5
and capability?
- Total cost of Is the three-year TCO base case defensible against buy or RAG /s
ownership alternatives (extendable to five years)? -
8 Vendor risk and Are data-portability rights and a viable fallback option contractually /s
lock-in present? -
9 Lifecycle Is there a monitoring, retraining, evaluation, and human-oversight /s
management plan? -
10  Proliferation control Is the system sanctioned and tracked, reducing shadow-AI exposure? /5
Recommendation Build, configure, or buy, with rationale traceable to the rows above
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