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Abstract 
Brain computer interfaces (BCIs) have emerged as communication technolo-
gies to re-mobilize individuals with paralysis, neurological diseases, injuries or 
limb loss. BCI systems detect brain signals and use extraction and classifica-
tion algorithms to convert the detected signals into useful outputs that can be 
used to control external devices. Designing and developing BCI systems face 
several challenges, such as session-to-session transfer, subject-to-subject trans-
fer, non-stationary signals required for adaptivity, idle signals for motionless 
subjects, and continuous data collection that can be used to expand BCI sys-
tems for a broader spectrum of subjects. This paper presents a novel approach 
to detect and classify the Electrocorticography (ECoG) brain signals. The Flex-
ible Analytic Wavelet Transformation (FAWT) is used to extract entropy fea-
tures and the Least-squares Support-Vector Machines (LS-SVM) is utilized to 
classify the activities. ECoG signals are obtained by directly recording from 
the surface of the cerebral cortex. This provides high-resolution data and sta-
bility in signals, in contrast to Electroencephalography (EEG) signals. Three 
entropy features were extracted from the ECoG signal, which are log energy 
entropy, SURE entropy, and cross correntropy. Later in this paper, the feature 
extraction section provides a detailed definition of each feature. Our proposed 
approach was evaluated by carrying out testbed experiment and by using the 
dataset I of the public BCI competition III data. A classification accuracy of 
95% was achieved during the testbed evaluation. A classification accuracy of 
93.02% was achieved using the dataset. Our proposed algorithm was imple-
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mented in MATLAB. 
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1. Introduction 

OVER one million individuals are suffering from being incapacitated due to stroke, 
cerebrum or spinal string wounds [1]-[4]. Also, many other individuals suffer from 
related issues in hand motion and dexterity which hinders their daily activities 
[5]-[8]. Augmentative communication technologies that are based on ECoG sig-
nals are important tools to re-mobilize people with motor disabilities. Individuals 
with paralysis, neurological diseases, injuries or limb loss cannot use the tradi-
tional augmentative technologies since they require muscle control [9]. BCI is 
considered a built-up technology established on the interaction between implant-
able electrodes, wired or wireless transmission, data decoding algorithms and 
command signals. ECoG-based BCI systems use extraction and classification al-
gorithms to detect features of brain activities and convert them into useful signals 
that can be used to control devices [10]. ECoG signals are used with various fre-
quencies to examine the electrical activities of brain functions. Both the proper 
and diseased functions of the human brain can be detected using these signals. 

Implantable electrodes have been developed using Microelectromechanical sys-
tem (MEMS) [1] [5] [11]. This BCI system aims to bypass the injured spinal cord 
and build a direct connection between the brain and the associated limb. Many 
researchers have been working in this field; therefore, different techniques have 
been proposed to accommodate patients with different disabilities. These tech-
niques have advanced this field and have been critical to the development of BCI 
systems. However, they have been trained and evaluated using only offline signal-
ing. 

This paper proposes a novel technique for using ECoG signals to extract and 
classify features of brain activities. The FAWT is used to extract entropy features 
from the ECoG signals [12]-[14], and the LS-SVM with radial basis function 
(RBF) kernel is used to classify the extracted features. Our proposed algorithm 
was evaluated using both offline signaling (i.e., dataset) and a testbed experiment 
that provides real-time data, where speeds may vary. Motor imagery information 
was collected where the patient envisioned moving either his/her left pinkie finger 
or his/her tongue. Motor imagery is a mental system in which an individual prac-
tices or re-enacts a given activity in his/her mind. It is commonly used as a daily 
mental exercise for individuals recuperating from neurological injuries. Also, Mo-
tor imagery has been investigated in neuroscience research to understand the 
emotional cerebrum in conjunction with activated neurological pathways before 
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an action is executed [1] [2] [5]. There are several ways for measuring cerebrum 
activities, such as electroencephalography (EEG), functional magnetic resonance 
imaging (FMRI), positron emission tomography (PET), magnetoencephalography 
(MEG), and ECoG. However, the necessity for high precision and accuracy in BCI 
systems requires the use of ECoG. Using the EEG, information is gathered from 
outside of the human skull, which leads to a poor signal-to-noise ratio and signal 
interference. Using ECoG electrodes, which are embedded into the skull, prevents 
such interference and achieves a better signal-to-noise ratio. Also, it has better 
specificity for particular brain activities, such as external validity (by allowing the 
client to move openly), and better motion-to-commotion proportion [3] [4] [6]. 
This paper also introduces several classification algorithms that were applied to 
the dataset I of BCI competition III data; these algorithms, however, achieved less 
classification accuracy as compared to our proposed algorithm. 

Several theories have been proposed to classify brain activities [1]-[3] [5] [11], 
but these studies have almost exclusively focused on just the classification accu-
racy. Hence, they lack joint classification accuracy and classification time. To de-
sign any efficient BCI application, we have to consider the classification time. For 
example, consider a patient who has a spinal cord injury and is unable to use his 
hand. To help him, we can design a robotic arm for him. To do so, in the first step, 
we need to collect his brain activities, classify them and translate them into ac-
tions. If the classification accuracy is 100%, but it needs hours to do this simple 
task, then we cannot consider it as the best solution. If the time is 10 seconds and 
the accuracy is around 50%, this is also not acceptable. I run my algorithm using 
software tools, but when we are going to hard-code on VLSI and build the circuit 
to execute the algorithm, we believe the speed will go up a lot. Because these results 
are clock time measured on my local machine, which is not a supercomputer. 

Motivated by this, in this paper, we proposed an algorithm called FAWT con-
sider both classification accuracy and classification time factors. In order to come 
up with a novel classification algorithm, we have evaluated all the most commonly 
used machine learning methods such as ECoGNet, main component analysis 
(PCA), independent component analysis (ICA), linear discriminant analysis 
(LDA), Autoregressive (AR) coefficients, moving-average (MA), and shallow con-
volutional neural networks (ConvNets) [15]-[17]. We will show that we can reach 
reliable and acceptable results with an accuracy of around 93% as accuracy in less 
than 5 minutes. 

Contribution. In this paper, we propose a novel approach for feature extraction 
and classification that allows for optimal use with BCI correspondence. We name 
it Flexible Analytic Wavelet Transformation (FAWT). The contribution of the pa-
per is summarized below: 
• The primary steps consider three features based on their performance in many 

previous studies, they are: 
Correntropy: which can be defined as a generalization of correlation of arbi-

trary processes. It is also capable to quantify the dependence measures among ar-
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bitrary variables. 
Sure entropy: which is determined as a common measuring tool for quantifying 

information-related properties for an accurate representation of a given signal. 
Log energy: entropy, which is used to evaluate the degree of complexity of EEG 

signals. 
• Use FAWT to classify the extracted features. 
• We give a detailed mathematical analysis for FAWT and explore the adopted 

Least Square-Support Vector Machine (LS-SVM) with radial basis function 
(RBF) kernel to classify the extracted features. 

• We validate the FAWT on two datasets. First one, real-world BCI signal da-
taset, which is the real-world BCI signal datasets BCI competition III dataset 
I. Second one is the experimental setup dataset collected from the Testbed ex-
periment. 

• We conclude that the achievements of the FAWT on two datasets confirm that 
we could reach reliable and acceptable results around 93% as accuracy in less 
than 5 minutes. 

Therefore, we have tested this algorithm against multiple brain activities, BCI 
competition III dataset III, and the accuracy was around 75%. So we can say this 
method is suitable for ECoG binary brain activities. 

The reminder of this paper is organized as follows. Section II Cybersecurity 
risks associated with BCI classifications, Section III introduces the related work. 
Our proposed approach is explained in Section IV. Section V presents the evalu-
ation and results, and the conclusion is given in Section VI. 

2. Cybersecurity Risks Associated with BCI Classifications 

Typically, in healthcare technology systems, data are stored in database systems, 
and languages such as Structured Query Language (SQL) are used to communi-
cate with and manage many of these relational database systems. For example, 
SQL is used to control who can read data, insert/update data, and delete data. Cy-
bersecurity uses these controls to enforce authentication and authorization, but 
these could raise data security concerns if not handled well in terms of confiden-
tiality, integrity and availability. 

This section contains invasive, partially invasive and noninvasive. Their main 
feature is the spatiotemporal resolution of recording and stimulating neural activ-
ity and is related to network security issues. Intrusive systems are mainly used in 
the medical field. Partially invasive is used in the medical field, with low temporal 
and spatial resolution. Non-invasive BCI exhibits lower spatial and temporal res-
olution. From a Cybersecurity perspective, the two most serious risks are temporal 
and spatial resolution. Invasive systems have the highest risk, followed by partial 
and non-invasive BCI. For this paper, we considered invasive approach. Com-
pared with asynchronous BCI, the interaction between users of synchronous BCI 
system and BCI is easier to achieve. The network security risks generated by the 
BCI series are mainly the communication control between BCI and its users. 
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Asynchronous BCI has usability problems and risks of malicious stimuli. It has 
higher confidentiality issues but greater data integrity and availability issues. 

Cybersecurity risks depend on the scenarios taken. The first is to use BCI in the 
field of neuromedicine to establish a communication system with paralyzed pa-
tients. The second case is to use BCI as an authentication system. The third cate-
gory is gaming and entertainment. BCI can simplify development tasks by using 
common APIs in the video game industry. The highest risks in neuromedicine 
scenarios are integrity, confidentiality, and security issues, while there are cyber-
security risks in smartphone solutions. In recent years, the brain-computer inter-
face technology has made great progress and rapid development, and the applica-
tion field is gradually expanding. On the one hand, brain-computer equipment 
can convert brain signals into machine-recognizable signals to achieve effective 
control of the machine. On the other hand, it can also receive feedback from the 
machine to intervene in the brain from the outside. Elon Musk’s Neuralink is a 
company that develops brain-computer interfaces. He showed some research and 
development results to the public. The company’s equipment can be implanted in 
paralyzed humans to help them control phones or computers. The first big ad-
vance is flexible “threads,” which are less likely to damage the brain than the ma-
terials currently used in brain-machine interfaces. 

These threads also create the possibility of transferring a higher volume of data, 
according to a white paper credited to “Elon Musk Neuralink.” The abstract notes 
that the system could include as many as 3072 electrodes per array distributed 
across 96 threads. After this, the research of the brain-computer interface was 
pushed to the public’s attention and became a current hot spot. 

The use of new materials will allow the brain-computer interface to be ap-
proached in a direction that people can fully use. Most current brain-computer 
implanted devices are sealed in laser-welded titanium housings, so researchers 
hope to find materials similar to titanium housings, which are lighter, thinner and 
softer. The team found that silicon dioxide is a very suitable electrode material; it 
is small and light, and can be perfectly integrated with the brain. And silica is 
biocompatible, so the material is degradable. This means that trace amounts of 
silica dissolved into the brain will not cause side effects. At present, they have done 
tracking experiments on mice and monkeys. The results show that brain-com-
puter equipment can continue to feedback for more than one to two years without 
side effects. Global Brain Computer Interface (BCI) Market 2020 Research Report 
provides key analysis on the market status of the Brain Computer Interface (BCI) 
manufacturers with the best facts and figures, meaning, definition, SWOT analy-
sis, expert opinions and the latest developments across the globe. The Report also 
calculates the market size, Brain Computer Interface (BCI) Sales, Price, Revenue, 
Gross Margin and Market Share, cost structure and growth rate. The report con-
siders the revenue generated from the sales of This Report and technologies by 
various application segments. If you look at the application areas that brain-com-
puter interfaces can affect, whether it is medical, education, or consumption, it 
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will bring a huge market space. In the future, BCI can be applied in many aspects, 
such as the Internet and video games and the market prospect is very broad. 

3. Related Work 

Several researchers have investigated the use of brain signals to control external 
devices. Hence, several algorithms for extracting and classifying the features of 
brain activities using the support vector machine (SVM), adaptive Gaussian coef-
ficients, and C-SVM have been proposed. However, these algorithms are compu-
tationally complicated and lack power [15] [16] [18]. Also, many algorithms were 
trained and tested using the dataset I of BCI competition III dataset. This dataset 
was collected by recording each subject performing a consistent task in sessions, 
one week apart. Two tasks were performed: movement of the left pinkie finger 
and the tongue. The subject performed motor imagery without feedback, which 
consisted of two actions: left pinkie finger movement and tongue movement [11]. 

A typical assignment in BCI is to apply a classifier that was prepared from a 
past session on a later session without retraining it [4] [6] [7] [18]. To test this 
assignment, electrical signals are compared for each subject, often presenting 
unique changes in activity in each trial. This inconsistency can be caused by vari-
ous reasons, for instance, varying levels of inspiration, excitement, and exhaus-
tion. The recording system cannot be set up in the exact same way between ses-
sions. Therefore, there could be slight differences between electrode position and 
impedance between the two sessions. The objective of this dataset is to train a 
classifier on the labeled training data from the first session and apply it to the 
unlabeled test data from the second session. The execution criteria utilized for 
assessment were the accuracy of effectively characterizing the test preliminaries. 
The data set comprises 278 preliminaries performed during the main session (i.e., 
training data) and 100 preliminaries from the second session (i.e., test data). Elec-
trical cerebrum movement was picked up using an 8 × 8 ECoG platinum electrode 
grid that was set on the contralateral (right) motor cortex. All recordings were 
performed with an examining rate of 1000 Hz. The preliminary span was three 
seconds. To keep away from outwardly evoked possibilities being reflected by the 
information, the chronicle interval began 0.5 seconds after the visual signal had fin-
ished [13]. Data is provided in MATLAB format, containing continuous signals 
from 64 ECoG channels. 

The ECoG-based approaches that are trained and evaluated using the dataset I 
of BCI competition III dataset are summarized in Table 1. As seen in the table, 12 
approaches have achieved 81% accuracy or more. The highest accuracy (i.e., 91%) 
was achieved by approach 1, which utilized the Fisher discriminant analysis to 
extract features like band-power together with CSSD. This approach applied the 
linear SVM for classification. It can also be seen from the table that approach 2 
has achieved 87% accuracy by applying ICA, AR coefficients, spectral power (0 - 
45 HZ), and wavelet coefficients as features along with regularized logistic regres-
sion. An accuracy of 86% was achieved by approach 3, which used different tech-
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niques for feature extraction. This approach includes selecting channels, applying 
spectral power on them, finding standard deviation using the Hilbert Transform 
for time frequency window, along with the Mahalanobis distance, and using lo-
gistic regression as the classification method. The remaining approaches have uti-
lized other extraction and classification techniques; the accuracy they achieved 
was between 22% and 79%. 

 
Table 1. Related work [11]. 

Approach Classification Method Features Accuracy 

1 linear SVM CSSD, Combination of Bandpower, Fisher Discriminant Analysis 91% 

2 Regularized Logistic Regression 
ICA, spectral power (0 - 45 Hz), combination of AR coefficients, 

wavelet coefficients 
87% 

3 Logistic Regression Spectral Power of Selected Channels and Offset 86% 

4 
Mahalanobis Distance  

Between classes 

Selected 7 Channels and Standard deviation  
of Hilbert-Huang Transform for  

time-frequency windows (5 Hz × 0.2 S) 
86% 

5 Non classical Algorithms Models Selected 7 Channels 86% 

6 LDA 
CWT, correlation between trials, Bandpass  

(2.5 Hz to 25 Hz), CSP 
86% 

7 LDA 
AR coeffients and band power (10 - 12 Hz and 16 - 24 Hz) from 

10 channels 
84% 

8 LDA 
CSP, Bandpass (5 - 30 Hz), CWT with Coefficients Corr. to 4 - 24 

Hz, 12 Channels, Weighting of Coefficients by T-Test 
84% 

9 
semi-supervised learning (self training) 

based on a quadratic classifier 
CSP feature and the coefficients of AR mode 83% 

10 via cluster mean 
bandpass (8 - 12 Hz), Gaussian Mixture Model for channel 

selection and clustering 
82% 

11 SVM correlation and covariance matrix coefficients 81% 

12 
leave-one-out cross-validation on the 

whole training set 
AR coefficents and bandpower  

(7 - 10, 10 - 12, 16 - 24 Hz), 11 channels chosen 
81% 

13 
ensemble of neural networks and fisher 

discriminant functions 
bandpower 79% 

14 Robust Discriminant Analysis phase, PSD, and Empirical Mode Decomposition 79% 

15 FDA 
band power of 4 channels, selected by Fisher ratio,  

multi-variate AR coefficients 
69% 

16 Bayesian classifier and SVM 
bandpass (0.5 - 45 Hz), statistical and parametric models,  

various transforming functions 
67% 

17 
sparse model from ’finite prediction 

error’ 
bandpass (8 - 40 Hz), AR coefficients and “coupled fits” 66% 

18 SVM 
channel reduction via feature subset selection, correlation 

coefficients of all trials 
65% 

19 probabilistic classification Cross-spectrum in alpha frequency range 65% 

20 discriminative biorthogonal bases discriminative biorthogonal bases 59% 

21 
linear model with Tikhonov 

regularization 
downsampling, subset of 30 channels 58% 

22 
AttributeClustering Network via

 Nearest Neighbors 
time-frequency coefficients chosen by Rayleigh Coefficients 54% 
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Continued 

23 
neural network (single layer FF)  

with ELM training 
AR coefficients for overlapping windows 50% 

24 SVM 2 CSP components, AR coeffients 48% 

25 1-nearest neighbor AR coefficients cross-correlation between test and training trials 44% 

26 Nearest neighbor, SVM AR coefficients 22% 

 
The performance of BCI systems depends on many factors. These include, but 

are not limited to the kind of signal used to measure brain activities, the response 
time of the external device, and the accuracy of the features extraction and classi-
fication algorithms. Current BCI systems have two main disadvantages. First, they 
quickly exhaust the patient by requiring continued movement/imagery for a few 
seconds. This is because neural signals related with non-continued movement/im-
agery diminish rapidly, and a more extended example of information is required 
for characterization. Second, after the neural signals are received, the external de-
vice requires a delay for perceiving and transmitting a response, particularly when 
the function is complex. This causes a delay period between the patient’s activities 
and the BCI reaction, diminishing the ease of use and comfort of BCI systems. 

To address these issues, we proposed an accurate ECoGbased features extrac-
tion and classification technique that measures the cerebrum activities post im-
agery and pre-movement. This allows for the extraction of preliminary neural data 
from a solitary, non-supported movement/imagery, and can diminish the delay 
time between the patient’s activities and the reaction time of the BCI system [7], 
[8] [19] [20]. Our proposed technique achieved high accuracy by applying the 
FAWT for features extraction, and LS-SVM for features classification. The tech-
nique was evaluated using both a testbed experiment and the dataset I of BCI com-
petition III dataset. The evaluation results proved the validity of our proposed ap-
proach and the importance of applying the FAWT for features extractions and the 
LS-SVM as a classification tool. 

4. Our Proposed Approach 

Our proposed approach for extracting and classifying the features of brain activi-
ties is depicted in Figure 1. As shown in the figure, sub-sampling and frequency 
filtering are applied to process the dataset I of BCI competition III, which includes 
samples of ECoG signals. Then, the FAWT is used to extract three entropy fea-
tures (i.e. cross correntropy, log energy entropy, and SURE entropy). After the 
three features are extracted, the LS-SVM is used for classifying the extracted fea-
tures. The following sections explain the steps of our proposed approach in detail. 

Algorithm 1 FAWT 
Requirements: BCI III Dataset 1 
1) initialization. 
2) Sub-sampled the ECoG signals using 250 Hz frequency. 
3) Apply a frequency band between 8 - 30 Hz. 

https://doi.org/10.4236/jis.2026.173017


S. Al Ajrawi et al. 
 

 

DOI: 10.4236/jis.2026.173017 379 Journal of Information Security 
 

4) Extract specific features as (Correntropy, Log energy entropy, and SURE en-
tropy). 

5) Apply features classification using LS-SVM method. 
6) receive classified activities. 
a) Signal Sub-Sampling 
In order to reduce the memory overhead and the processing time, we have sub-

sampled the ECoG signals using 250 Hz frequency. This is below the Nyquist rate, 
which is the minimum rate that must be used to sample a bandwidth signal in 
order to sustain all of its information [21]. 

 

 
Figure 1. Our proposed extraction and classification approach. 

 
b) Frequency Filtering 
The frequency band used in this work is between 8 and 30 Hz. This band was 

chosen as 8 Hz is the frequency where the unclear direct current level of some 
individual channels could be eliminated and 30 Hz is the frequency that could 
pick up maximum power. 

c) Features Extraction 
The FAWT was used for ECoG signals decomposition. Dataset I was collected 

using 64 channels; it contains a total of 3000 samples. We applied the FAWT with 
J levels, where we had the approximate and detailed signal at each level [22]-[24]. 
These J + 1 level’s details were brought back to the time domain separately, leading 
to J + 2 signals for each channel, where each channel corresponded to different 
details. For each of the corresponding J + 2 levels, we computed correlation and 
wavelet entropy features [17] [23]. Above correlations and entropy were concate-
nated for all levels, leading to a 2016 × (J + 2) × 3 length feature vector for each 
channel. 

The FAWT utilizes the Hilbert transform pairs of atoms and provides flexibility 
in order to control the redundancy, quality factor (QF), and dilation factor. It also 
helps in analyzing signals with easily adjustable parameters, which are: up sam-
pling factor for low pass channel (s), down sampling factor for low pass channel 
(t), up sampling factor for high pass channel (u), down sampling factor for high 

https://doi.org/10.4236/jis.2026.173017


S. Al Ajrawi et al. 
 

 

DOI: 10.4236/jis.2026.173017 380 Journal of Information Security 
 

pass channel (v), and parameters that controls the QF (β). By applying the iterative 
filter bank structure, we obtained Jth level of FAWT. At each level, two channels 
are obtained from the decomposition. One channel corresponds to low pass filters 
and the other channel corresponds to high pass filters. The frequency response of 
low pass filter is expressed as: 
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While, the frequency response of high pass filter is expressed as: 
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For proper signal reconstruction, the following two conditions must be satisfied: 

 ( ) ( )2 2 1w wθ θπ− + =  (3) 

 1 s u
t v

β− ≤ ≤  (4) 

The parameters of FAWT are deduced based on the above conditions, where s 
= 2, J = 16, u = 1, t = 4, and v = 2. Based on these values, the values of QF and β 
were 4 and 0.4, respectively. The QF was calculated using the following equation: 

 2
FQ β

β
−

=  (5) 

We were able to produce the reconstructed ECoG signal and its 15 sub-band 
signals. The 16 signals are depicted in Figure 2. As shown in the figure, signals a 
- o are the subband signals. While signal p is the reconstructed signal. Our feature 
extraction algorithm was implemented in MATLAB [25]. Entropy MATLAB 
functions were used to extract entropy features from the reconstructed signal (i.e., 
signal p), the extracted features are as follows [22] [26] [27]: 
• Cross correntropy: It is a generalized correlation of arbitrary processes that 

determines the similarity between two random variables [24] [28] [29]. With 
the help of cross correntropy, information can be captured from higher order 
moments. The cross correntropy was calculated as follows: 
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 ( ) ( ),
1

1,
N

N i i
i

V x y K X Y
Nσ σ

=

= −∑  (6) 

where X and Y are the two random variables with N data samples, denoted by 

( ) 1
, N

i i i
X Y

=
. 

• Log energy entropy: To evaluate the degree of complexity in ECoG signals, the 
computation of log energy entropy is performed [30]. It is expressed in the 
following equation: 

 ( )2
1

log
N

LogEn i
i

E a
=

= ∑  (7) 

where N denotes to the length of the signal, and xi represents the ith sample of the 
signal. To compute the log energy entropy, sub-band signals from “X” and “Y” 
channels of bivariate ECoG signals have been used [19] [31]. 
• SURE entropy: The SURE energy is based on SURE [32], which is an accurate 

representation of a signal; it is the common measuring tool to quantify the 
properties that are related to the information. It can be expressed as: 

 { } ( )2 2# such that min ,S n i i
i

EE N i x xε ε≤− += ∑   (8) 

where ε  is a positive threshold value, xi is the ith sample of the signal, and Xi is 
sample observation. 
 

 
Figure 2. The 15 sub-band signals (a - o), and the reconstructed ECoG signal (p). 

 
d) Features Classification 
Support vector machines have been widely used for pattern recognition [31]. 
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To discriminate the dissimilar sets of patterns, this approach maps the data into a 
higher dimensional input space, which allows for a hyper-plane to be constructed. 
SVM classifier has the fewest square formulation known as LS-SVM classifier. We 
have applied the LS-SVM to classify the brain activities. The discrimination func-
tion for the two class classification problem can be expressed as: 

 ( ) ( )
1

sign ,
N

i i i
i

u x u x x bα φ
=

 + = 
 
∑  (9) 

Here xi, ui, b, αi, and ϕ(x, xi), show the ith output vector and ith input vector, bias, 
Lagrange multiplier and mapping function, respectively. 

Different kernel functions can be used with LS-SVM (e.g., RBF and polynomial). 
The RBF kernel function is used in this paper. The RBF non-linearly maps exam-
ples into a larger-dimensional space. It manages the status when there are nonlin-
ear relations between the labels of class and the attributes. After extracting the 
features in the previous step, we implemented an LS-SVM classifier with an RBF 
kernel. For model selection, the LS-SVM hyperparameters, namely the regulari-
zation parameter γ and the RBF kernel bandwidth σ, were optimized on the train-
ing data using 5-fold cross-validation. A grid-search procedure was performed 
over candidate (γ, σ) pairs, and the optimal pair was selected as the one that min-
imized the average cross-validation misclassification error. Using the extracted 
cross correntropy, log-energy entropy, and SURE entropy features together with 
the optimized RBF kernel, we obtained approximately 7% misclassification error 
on the validation set. 

5. Evaluation and Results 

Our proposed approach was evaluated by using both the dataset I of BCI compe-
tition III, and by carrying out a testbed experiment. The following sections elabo-
rate the evaluation of our proposed system. 

1) Dataset Based Evaluation 
The aim of this study is to develop an accurate algorithm for extracting and 

classifying brain activities. Three entropy features were extracted from the ECoG 
signals. The FAWT was used to extract the features, and the LS-SVM with RBF 
kernel was used to classify the extracted features. 

During the BCI experiment, a subject had to perform imagined movements of 
either the left small finger or the tongue. The time series of the electrical brain 
activity was picked up during these trials using an 8 × 8 ECoG platinum electrode 
grid. All recordings were performed with a sampling rate of 1000 Hz. Every trial 
was recorded for 3 seconds duration. 

The objective of this data set is to train a classifier on the labeled training data 
from the first session and apply it to the unlabeled test data from the second ses-
sion. Training data and test data were recorded from the same subject and with 
the same task, but on two different days, with about 1 week in between. 

The objective of this investigation was to demonstrate the practicality of utiliz-
ing movement/imagery prediction for BCI systems, and to determine whether 
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Electrocorticography (ECoG) neural activity would be best for controlling the de-
vice to perform a given task. The data set can be summarized as follows: 
• Imagined movements of either the left small finger or the tongue. 
• 8 × 8 ECoG platinum electrode grid used to collect the data. 
• Sampling rate is 1000 Hz. 
• Training matrix (3D) is (64 × 247 × 3000). 
• Testing matrix (3D) is (64 × 100 × 3000). 

The performance of our classifier was evaluated using the dataset I of BCI com-
petition III data. Our classifier achieved 93.02% classification accuracy. This is 
considered a significant improvement compared to the approaches that are ex-
plained in Table 1. The evaluation results of classifying the left pinkie finger and 
tongue movements using our proposed classifier are explained in Figure 3. As 
shown in the figure, using the correntropy, a classification accuracy of 90.29% was 
achieved. A classification accuracy of 89.57% was achieved using the log entropy. 
Using the SURE entropy, the classification accuracy was 90.7%. Using the three 
entropy features achieved a classification accuracy of 93.02%. 

The dataset I consists of 100 test preliminaries and our maximum accuracy 
throughout all trials (1000 times) was 93%. when we selected 70% of the available 
test data for each ensemble and used 5 ensembles, the highest accuracy on average 
is determined. Throughout each of our repeated experiments, 5 models were 
trained and tested, receiving 100 samples per trial. It is reasonable to expect that 
each example might get correctly classified in at least one of the 1000 trials. We 
found that trials 13, 16, 53, 56, 58 were not classified correctly at any point. Sample 
97 was classified correctly only once in over 1500+ repetitions. Potential sources 
of error include erroneous samples from divergence in subject motor imagery 
(imagined moving the tongue instead of the finger, or vice versa). When these 
samples were removed, we obtained 99.35% classification accuracy with 5 fold 
cross validation on the training data for model selection and validation. 

 

 
Figure 3. Classification results. 
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2) Discussion 
In this study, we are aiming to develop a fast and efficient algorithm for extract-

ing and classifying brain activities. In this part, we are evaluating all the proposed 
algorithms based on accuracy and time classification. Table 2 shows FAWT has a 
competitive accuracy, but it is slow, so it is not suitable for the lifetime brain data. 

 
Table 2. Evaluation of proposed algorithms. 

Algorithm Accuracy 

L1LR 56% 

L2LR 55% 

SVM 58% 

ECoGNet 65% 

L1LR + AR 85% 

L2LR + AR 86% 

SVM + AR 85.6% 

LDA + AR 81.4% 

L1LR + MA 91% 

L2LR + MA 86% 

SVM + MA 82.6% 

LDA + MA 79.4% 

FAWT 92.99% 

 
3) Testbed Based Evaluation 
This section introduces the evaluation of our proposed approach using a test 

experiment. In order to evaluate our proposed extraction and classification ap-
proach, we replicated the brain environment in the lab. We used a chemical solu-
tion that duplicates the dielectric tissue [33] [34]. 

Nowadays, low-power implantable wireless sensors are widely used in the 
healthcare domain for continuously monitoring certain body parts (e.g., brain), 
and sending data to external receivers or processing units (e.g., smart phone, PDA, 
etc.) for immediate response to any health related problem [35]-[38]. We have 
modified the brain environment proposed in [33] [34] by using a pre-passive wire-
less identification and sensing Platform (WISP), which is battery-free and uses 
power transfer mechanism to excite its circuitry. WISP is powered by a RFID 
reader which emits RF signal continuously in UHF range (908 - 928 MHz). It ad-
heres to the requirements of the stage of experimentation, which is low computa-
tion, sensing of power and communication. It is an open and transparent source 
and is not dependent on any alternative sources of energy. It gets connected to the 
network and sends RF signals to tags consisting of data and for generating power. 
We have used R420 model of Impinj’s reader [39]-[46]. 

Experimental Setup: We have used glycerine whose dielectric properties in ultra 
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high frequency (UHF) band resembles closely to tissue fluid at room temperature, 
and salt water (Sodium chloride (NaCl)) solution resembles blood which is the 
medium through which UHF RFID signals traverse [33] [34] [47]. A plastic beaker 
with the specifications 44.95 cm × 32.7 cm × 19 cm has been used. The beaker 
being strongly resistant to radio frequencies waves, mimics the human skull. In 
order to create the virtual environment of the brain we have used Ziploc bags with 
glycerine in it and have added salt-water to the beaker. This imitates the surround-
ing of cerebellum with blood. We use salt-water as its dielectric properties resem-
ble the human blood. For our experiment, we have used a single wireless sensor 
(WISP) to transmit the collected signals to a receiver located outside the brain on 
the scalp. 

 
Table 3. Network parameters for one sensor. 

D RSS SNR CC 

4 Cm −15.918 dBm 18.232 2.93E+06 

3 Cm −15.23 dBm 19.012 3.23E+06 

2 Cm −14.718 dBm 20.125 3.43E+06 

1 Cm −13.418 dBm 21.45 3.52E+06 

0 Cm −10.918 dBm 25.203 4.34E+06 

 
Figure 4 shows the brain environment where the WISP is placed in a Ziploc 

bag and placed over the solution of glycerine and salt-water barely touching it. 
RFID antenna is placed below the beaker which would replicate the real world 
scenario where RFID antenna would be outside the brain and WISP would be 
implanted inside the brain surrounded by blood and tissue fluid. As shown in 
Figure 5, the RFID reader is connected to the controller (i.e. laptop) through an 
Ethernet cable, and cable from RFID antenna is connected to the Impinj RFID 
reader. WISP contains a microcontroller that needs to be programmed to read the 
RF signal from the reader. This is done by connecting the WISP to the laptop 
through a USBFET debugger and coding it through Code Composer Studio IDE 
[48]. 

WISP operates at UHF range and the reader used is compatible with WISP, it 
reads the Electronic Product Code (EPC) sent by WISP and store it in log files to 
be processed by our extraction and classification algorithm. The transmit power 
from the Reader to the WISP is varied from 25 dBm to 30 dBm. WISP is forced 
duty cycled, RF power device, and burns around 2 mW of power when operating. 
As per the FCC regulations, frequency hopping can be used to make the system 
more reliable. Therefore, it is being used in RFID systems to increase reliability 
and to avoid collision when multiple tags operate simultaneously (e.g., Bluetooth). 
The UHF band here is divided into 50 channels. EPC codes sent by the WISP to 
the reader at various channels and it keeps hoping in the frequency domain after 
it sends an EPC. We collected data from single sensor at different implant depths 
and we have considered the data from single transmitters at 2 centimeter as ECoG 
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signals. 
Table 3 shows the received signal strength (RSS), the signal-to-noise ratio 

(SNR), and the channel capacity (CC) at different implant depths (D). At 0 cm, 
we can consider the data as EEG signal, at 1, 2, 3, and 4 cm, we consider it as ECoG 
signals. 

We built wireless network based on the experiment setup to mimic the brain 
environment using NS2 simulator. Because the dataset I was collected from 64 
channels, we have fed the data that we collected from the testbed 64 times using 
NS2 simulator by building a small network that consists of single transmitter and 
single receiver in order to classify the received and not received signals as two 
classes. For our network, we used the WISP with specific parameters explained in 
Table 4. We have run our proposed extraction and classification algorithm and 
the accuracy to classify two classes (i.e., left pinkie finger and tongue) is 95%. 

 

 
Figure 4. The mimicked brain environment. 

 

 
Figure 5. Complete lab setup. 

 
As our study concludes, the testbed results demonstrate the feasibility of the 

proposed approach under controlled conditions, suggesting its potential for reli-
able real-world deployment. However, translation to in-vivo settings may intro-
duce variability due to biological noise, environmental interference, and physio-
logical constraints, which could affect performance [49]. Generally, In-vivo set-
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tings refer to experiments or measurements conducted inside a living organism 
(such as a human or animal) [50] [51]. 

 
Table 4. Network simulation parameters. 

Frequency of operation 914 MHZ 

Channel Bandwidth 250 KHZ 

Receiver Sensitivity −84 dBm 

Data Rate 2 Mbps 

TX and RX power 0.175 mW 

Number of tags 1 × 1 

6. Conclusion 

Developing BCI systems is vital to help individuals with motor disabilities. BCI 
systems detect brain activities using signal extraction and classification algorithms, 
and convert them into useful commands that can be used to control external de-
vices. Designing and developing BCI systems requires accurate extraction and 
classification algorithms to detect brain activities in a timely manner. In this pa-
per, we presented an accurate ECoG signal extraction and classification approach. 
The FAWT was used to extract three entropy features (i.e., log energy entropy, 
SURE entropy, and cross correntropy), and the LS-SVM was utilized to classify 
the extracted features. Testbed experiment and the dataset I of the BCI competi-
tion III were used to evaluate our proposed approach. The evaluation result has 
proved the validity of our proposed approach. Our LS-SVM classifier has achieved 
93.02% and 95% classification accuracy using the dataset I of BCI competition III 
and the testbed experiment, respectively. Our future work includes investigating 
other features, developing a data mining technique to classify the ECoG signals, 
and implementing other feature extraction techniques. The feature visualization 
has been left for future work. Future work concerns the data distribution and the 
analysis of particular mechanisms using advanced feature extraction software 
tools. The paper has mainly focused on the accuracy and the feature extraction 
speed. 
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