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Abstract

The growing interest in Honeypots has resulted in increased research, and
consequently, a large number of research surveys and/or reviews. Most Honey-
pot surveys and/or reviews focus on specific and narrow Honeypot research
areas. This study aims at exploring and presenting advances and trends in
Honeypot’s research and development areas. To this end, a systematic me-
thodology and meta-review analysis were applied to the selection, evaluation,
and qualitative examination of the most influential Honeypot surveys and/or
reviews available in scientific bibliographic databases. A total of 188 papers
have been evaluated and 22 research papers are found by this study to have a
higher impact. The findings of the study suggest that the Honeypot survey
and/or review papers of considerable relevance to the research community
were mostly published in 2018, by IEEE, in conferences organized in India,
and included in the IEEE Xplore database. Also, there have been few qualities
Honeypot surveys and/or reviews published after 2018. Furthermore, the
study identified 10 classes of vital and emerging themes and/or key topics in
Honeypot research. This work contributes to research efforts employing es-
tablished systematic review and reporting methods in Honeypot research. We
have included our meta-review methodology, in order to allow further work
in this area aiming at a better understanding of the progression of Honeypot
research and advances.

Keywords

Honeypot, Network Security, Intrusion Detection, Systematic Review,
Meta-Review

1. Introduction

According to a recent Deloitte article [1], there has been increased in new types of
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malware and attacks from 20% to 35% during the pandemic period of 2020-2021.
The 2021 Data Breach Investigation Report [2] establishes the main motive be-
hind most security incidents as financial. To provide an effective risk mitigation
strategy in preparation for and in response to intrusive attacks, organizations
typically review their overall security policies, and most importantly, reinforce
network security by implementing multiple defense mechanisms one of which is
Honeypot.

As defined by Lane Spitzner [3], a Honeypot system is a decoy security re-
source and/or facility which generate value only when it has been successfully
probed, attacked, and compromised. It is typically deployed by network security
analysts for monitoring and detecting new and zero-day attacks and vulnerabili-
ties. It operates as a deception technique designed to lure and engage only at-
tackers for the purpose of trapping and collecting information about intrusive
attacks. Logged attack data collected by Honeypot systems can be comprehen-
sively analyzed and lessons learned are further implemented in network security
policies to improve network security.

Numerous empirical studies advancing Honeypot research have been con-
ducted, and consequently, summarized, synthesized, and presented in reviews
and/or survey papers for the benefit of network security researchers. In 2012,
Bringer et al [4] surveyed Honeypot systems, and various key Honeypot re-
search studies were identified in terms of: 1) types of Honeypots; 2) types of dep-
loyments and configurations; 3) detection, anti-detection, and security threats; 4)
data analysis metrics and methods; and 5) ethical/legal issues. However, to the
best of our knowledge, most surveys and/or reviews focus only on specific Ho-
neypot research areas. Also, given the pandemic and the realities of current se-
curity attacks, we argue that Honeypot research areas (going back to 2012) re-
quire a fresh look. Hence, we aim to develop a holistic view of Honeypot’s re-
search areas and trends.

This paper examines studies in Honeypot research and shows how it evolves
and in which direction. It summarizes, synthesizes, and quantitatively analyzes
selected quality Honeypot survey and/or review articles published since 2010 to
develop an overview of the breadth and depth of studies common in Honeypot
research. It additionally identifies, classifies, and maps key Honeypot research
study themes, revealing current research opportunities and directions, and also
relationships between main research topics and sub-topics. We hope this work
serves as a reference to current Honeypot research topics, and quality survey
and/or review papers, and also directs and guides the work of researchers in the
field.

The rest of the paper is laid out as follows: Section 2 reviews common Ho-
neypot technologies and classifications; Section 3 presents the methodology adopted
by this study followed by a summary of selected articles in Section 4. The re-
search results and discussion of the findings are given in Section 5, and Section 6

presents the conclusion.
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2. Background

Traditional security defense mechanisms, such as firewalls and Network Intru-
sion Detection Systems (NIDSs), have been used by organizations for many
years to avert and mitigate intrusive attacks. In operation, these security outfits
block, log, and alert unwanted malicious sources and network traffic patterns for
effective network monitoring and security. However, they have known deficien-
cies, in that they typically generate a significant number of false positives and/or
negatives, making them unfit to be used alone in mitigating sophisticated at-
tacks.

In today’s networks, Honeypots are commonly deployed in addition to the
aforementioned defense mechanisms to reinforce organizations’ overall security.
Honeypots are surreptitious security decoys designed by default to lure and en-
gage only attackers. They are capable of logging relatively more attack and at-
tacker activities with low levels of false positives, thus addressing the deficiencies
of traditional firewalls and NIDSs.

2.1. Honeypot Types

The notion of Honeypots has been in use in the network and information secu-

rity field since the 1990s [5], and as such is not new. According to Lane Spitzner

[3], Fred Cohen’s Deception Toolkit was regarded as the first instance of a Ho-

neypot. It was used to deploy fake services which could be attacked by adversa-

ries. However, the field of Honeypot has experienced consistent evolution par-

ticularly in areas such as architecture, deployment, and use [6] [7], and several

Honeypot technologies have been proposed and developed since inception [7]:

* Shadow Honeypots are Honeypot deployments typically in cooperation with
NIDS.

* Honeynet are Honeypots typically deployed in a distributed cooperative fa-
shion.

* Honeytoken are typically fake digital resources such as data, files, and emails
which can be deployed on the network and monitored for attacks.

* Honeywall is a type of Honeypot deployed for monitoring, controlling and
analyzing attacks.

* Honeypot frameworks such as T-POT, Community Honey Network, and
Modern Honey Network [8] employ docker technology for centralized dep-
loyment and management of different Honeypot types, thus enabling ease of

deployment, use, and maintenance.

2.2. Honeypot Classifications

Honeypots can be classified based on 1) field of deployment—production and re-
search Honeypots, and 2) the physicality of deployment—physical and virtual
Honeypots [9]:

* Production Honeypots are deployed inside an organization’s production net-

work (with other production servers) for improved network monitoring and
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security. They are easy to deploy and use, and can only capture limited attack
information.

Research Honeypots are deployed in organizations typically for researching
vulnerabilities, threats, and attacks. They are complex to deploy and main-
tain, and can capture extensive attack and attacker information.

Physical Honeypots are commonly deployed on bear-metal (ie. physical
computer systems).

Virtual Honeypots, on the other hand, are deployed in virtualized environ-
ments with virtual compute resources.

Other common classifications are based on: 1) Honeypot’S level of interaction

relating to the amount of attack information that can be gathered—low-interaction

and high-interaction Honeypots, and 2) the direction of interaction relating to

how attack traffic is initiated—client and server Honeypots [9]:

Low-interaction Honeypots typically simulate only a set of operating system’s
services and resources. They can be easily deployed and maintained, and are
easily detected by attackers. Consequently, the amount of attack information
that can be collected is limited as they are not capable of deceptively engaging
attackers for so long. Collected data are mostly traffic flows from which val-
uable attack information (such as attack level, type, and source) can be statis-
tically extracted.

High-interaction Honeypots, on the other hand, are deployed as real operat-
ing systems resources, and as such are not easily detected by attackers. Their
purpose is to get attackers to interact with fake operating systems data, ap-
plications, and/or services for longer time periods in order to collect, extract,
and evaluate a wider scope of attacks and attacker information such as the
attacker’s intentions, behavior, malware, commands, keystrokes, and tools.
Additionally, high-interaction Honeypots are useful for detecting zero-day
attacks and vulnerabilities, and consequently, are more resource-intensive,
and difficult to deploy, maintain, and monitor.

Server Honeypots are passive in that they wait to be probed, attacked, and/or
compromised by adversaries.

Client Honeypots, on the other hand, actively seek possible malicious inter-
net-connected systems to initiate communication with.

Honeypots can also be classified based on the threat type being investigated or

the application service being addressed [5]. Examples are, email, data, and mal-

ware:

Email Honeypots are fake hidden email addresses deployed as decoys to be
harvested by spammers and to trap, investigate, and block illicit spams emails
in organizations.

Decoy data Honeypots are fake data or databases deployed typically for mon-
itoring attackers’ exploits on insecure computer systems architecture and soft-
ware vulnerabilities such as SQL services exploitation and file systems privi-

lege abuse.
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* Malware is malicious computer software. Malware Honeypots typically run
vulnerable remote connection (e.g. telnet, secure shell) and file system (e.g.
server message block, application programming interface) application ser-
vices, thus inviting malware attacks, and enabling trapping and storing of

downloaded malware samples for further analysis.

3. Materials and Methods

The Preferred Reporting Items of Systematic Reviews and Meta-Analysis (PRISMA)
methodology [10] [11] is a framework for the systematic selection, evaluation,
review, and reporting of research articles. It ensures that planning and execution
of review and meta-analysis work is repeatable and bias-free. Furthermore, me-
ta-analysis is a statistical analysis method that can be used for developing a ho-
listic view of multiple related secondary studies to identify common themes and
overall trends [12] [13]. The procedure basically involves searching and identifi-
cation of key documents, followed by screening, reviewing, data extraction, and
in-depth statistical analysis and reporting.

In this work, we conduct a meta-analysis of developments in Honeypot systems
research (using Honeypot survey and/or review papers) following the PRISMA
methodology. We include both traditional and systematic (published and un-
published) Honeypot-related review and/or survey articles based on pre-defined
inclusion and exclusion criteria. We also evaluate both paper and study charac-

teristics, and present results and findings.

3.1. Eligibility Criteria

Survey and/or review papers, in English language, relating to Honeypot research,
from 2003 to 2021 were considered. Articles not relevant to our study were ex-
cluded, in particular, empirical studies, white papers, posters, and other survey
and/or review papers that were not related to Honeypot technology.

To be selected, survey and/or review articles needed to present topics directly
related to Honeypot technology and its variants such as shadow Honeypot, ho-
neynet, and honeytoken. To be included in this study, selected papers needed to
be qualitative and as such must meet one or more of the following requirements:
1) have been at least moderately cited; 2) is published by a reputable research-oriented
organization with strong peer review process; 3) is published in a high impact

peer-reviewed conference proceeding or journal.

3.2. Information Sources and Search Strategy

To identify possible Honeypot survey and/or review papers, on the 30th of Sep-
tember, 2021 we first conducted a manual search of Honeypot-related articles
using the Google Scholar web search interface to understand what key combina-
tions to use as search strings. We used “Honeypot’ as the search keyword and
selected the “Review articles” option to view only survey and/or review-related

papers. After quickly traversing 50 pages of the search results, we observed that
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most plausible Honeypot-related review and/or survey papers have the “survey”
keyword used in their titles. Consequently, we conducted a second Google Scho-
lar search using an automated python script [14] executed with default parame-
ters through the Google Colaboratory web interface. The automated python
script was configured to rank publications by the number of citations (per year)
with the aim of revealing the most relevant survey papers in the field. For this
search, the authors combined only two keywords—“ Honeypo?® and “survey”—as
a search string.

* “Honeypot AND survey”

On the 11th of November 2021, a third search was conducted with to identify
and update the search database with possibly missed and/or new records. Ma-
nual searches were performed directly from the Google Scholar web search in-
terface up to the 20" page and after the “Review articles” option was selected to
view only survey and/or review-related papers. The search database was saved as
a single CSV file and uploaded to Google Docs as a spreadsheet for further
processing. For this search, specific keywords and phrases found in a number of
Honeypot literature retrieved from the second search were combined into a
complex search string (Table 1) in order to increase the scope of the search to

» o«

include papers having other key terms, such as “honeynet”, “honeytoken”, “re-

view”, “current state”, “trend” and “systematic literature review”.

*  “(Honeypot OR honeynet OR honeytoken) AND (‘systematic literature re-
view’ OR ‘literature review’ OR ‘survey’ OR ‘review’ OR ‘current state’ OR
‘trend’)”

Records of articles in the search database were found to have been indexed (by
the Google Scholar search engine) from several online bibliographic databases.
Most notable and of concern are: SpringerLink [15], ScienceDirect [16], IEEE
Xplore [17], and ACM Digital Library [18]. Table 1 shows the attributes that cha-
racterizes the search operation such as: search engine type, search tool/interface

type, date of coverage, search keyword and string, and source name.

3.3. Selection of Sources

This study follows a four-step process (data cleaning, first screening, second

Table 1. Characteristics of the paper search process: This table displays the search engine used, the search tool/interface, the date

of coverage for each search, the search strings used, and the number of returned articles by database. Google Scholar searches were

conducted using different search interfaces and strings, and the results were collated.

Search Engine  Search Interface

Coverage Search String Sources # of Records

SpringerLink [15 25
1) Honeypot AND survey; pringerLink [15]

ScienceDirect [16] 15

2) (Honeypot OR honeynet OR
« . IEEE Xplore [17] 38

1) Google Colab; honeytoken) AND (“systematic o .
Google Scholar 2003-2021 . o «. ACMDigitalLibrary [18] 9
2) Web search literature review” OR “literature .
o > R € arXiv [19] 13
review” OR “survey” OR “review’ .

« N « » CiteSeer [20] 4

OR “current state” OR “trend”)
Others 84
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screening, and article rating) for selection of sources based in the aforemen-

tioned inclusion and exclusion requirements.

3.3.1. Data Cleaning

The search database was first preprocessed as follows: records were sorted by
paper title and author; records with no author(s) and/or title were identified and
deleted; duplicates records were removed; and direct web URL to articles were

retrieved (Ze. for records without links).

3.3.2. First Screening

In this step, the title and abstract of each article were independently studied and
papers with the following characteristics were excluded: papers not presented in
English language; papers that do not represent reviews or surveys (e.g. case stu-
dies, white papers, original research, etc.); papers not related to Honeypot, ho-

neynet, and/or honeytoken.

3.3.3. Second Screening

After the first screening, the full literature content of each article retained were
independently reviewed and analyzed. Authors discussed the results of the
screening process and agreed on the most relevant survey and/or review articles
to be selected. In this step, papers not related to Honeypot, honeynet, and/or

honeytoken were further identified and excluded.

3.3.4. Article Rating

In an attempt to include only quality Honeypot survey and/or review papers in
this study, a non-traditional article ranking scheme was developed and applied
for the purpose of classifying individual article. The ranking guidelines are as
follows: 1) the number of citations per year must be higher than 1; 2) articles must
be published by a well-recognized organization that follows stringent re-view
process; and 3) articles must be published in a prestigious conference proceed-
ings or journal. The reasoning is that articles satisfying one or more guidelines of
the ranking scheme may be regarded as having high relevance and/or impor-
tance to the re-search community and low relevance and/or importance if oth-
erwise.

To achieve guideline (3) above, we used the Scimago Journal Ranking version
2020 (SJR2020) online database [21]. The SJR is a publicly available portal that
computes the prestige of publications based on information obtained from the
Scopus database. We assume that publications are of considerable impact if at
the least are included (and not as discontinued) in the SJR2020 and ranked at
levels Q1 or Q2. If otherwise, items 1) and/or 2) must apply.

In this step, qualitative and quantitative data were collected for the selected
articles and each paper was appropriately grouped into two based on the ranking
scheme: group 1 (high-relevance) and group 2 (low-relevance). We regarded
papers in group 1 as the final list and included the list in this study for review

and further analysis. On the other hand, papers in group 2 are only retained for
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statistical analysis, reference, and potential future re-evaluation.

3.4. Data Collection Process

In order to categorize, synthesize, and analyze each paper included in the final
list, we collected data on the paper (Table 2), the study areas, and possible re-
search openings.

3.4.1. Data on the Paper
* Paper—name(s) of the authors and reference to as stated in our search data-

base.

Table 2. Paper characteristics: This table shows the Honeypot survey/review papers included in this work and their physical fea-
tures. The number of citations/year, helps to show the relevance of paper irrespective of the publication year. SJR2020 shows if
publications are included in the Scimago Journal Ranking 2020 database [21] (x) and their associated rankings (Q1 - Q4). Loca-
tion shows the country of conference or journal.

Paper . # (?f . # of Year Publisher Venue SJR2020 Location
Citations Citations/Yr.

Mairh [22] 95 9 2011 ACM Conference India
Bringer [4] 101 10 2012 MEC Press Journal X China
Zanoramy [23] 24 3 2013 SST under Royal Patronage Journal x, Q3 Thailand
Baykara [24] 27 4 2015 EverScience Publications Journal India

Campbell [25] 42 6 2015 IEEE Conference X UK
Fan [26] 9 1 2015 IEEE Conference X France
Nawrocki [5] 116 19 2016 Preprint
Jogdand [27] 7 1 2016 IEEE Conference X India
Pothumani [28] 172 34 2017 Academic Publications Ltd. Journal X Bulgaria
Uitto [29] 20 5 2017 Springer Conference X Portugal
Fan [9] 49 12 2018 IEEE Journal x, Q1 US
Oza [30] 5 1 2018 IEEE Conference X India
Veni [31] 6 2 2018  American Scientific Publishers Journal x, Q4 US
Fraunholz [32] 28 7 2018 Preprint
Lu [33] 1 0 2018 Springer Conference X Malaysia
Razali [34] 7 2 2018 IEEE Conference X Malaysia
Sharma [35] 95 24 2018 Elsevier Journal x, Q1 UsS
Zobal [7] 7 2 2019 IEEE Conference Ireland
Bhagat [36] 1 0 2019 Springer Conference India
Lee [37] 6 3 2020 The SAI Organization Journal x, Q3 UK
Matin [38] 1 1 2020 IEEE Conference X Indonesia
Franco [39] 1 1 2021 IEEE Journal x, Q1 US
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* # of Citations—this is the number of citations as stated in our search data-
base.

* # of Citations/Year—this is the number of citations divided by duration of
coverage.

* Year—this is the year of publication as stated in our search database.

* Venue—this is the publication type as stated in our search database; we con-
sidered only journals, conferences, book series, and preprints.

* Location—this is the country of conference or journal.

* Publication and Publisher.

* SJR2020—this indicates the ranking status of the publication in the SJR 2020

database.

3.4.2. Data on the Study

We studied the selected review papers independently to identify and extract

commons topics (mapping keywords). We merged similar and/or closely related

topics to form a 10-class categorization scheme which closely follows key Honey-

pot research study areas as identified by Bringer et al [4]. We finally extracted

the following additional data items:

* Study area—the specific Honeypot themes/subjects/topics presented in the
paper.

* Future work—research opportunities (if any) discussed in the publication.

3.5. Synthesis of Results

First, we present a summary of each survey paper in the final list (by year) to
give an overview of the breath of study and research direction. Then, we tabulate
and chart the characteristics of the survey papers to give insights into the in-
ter-relationships. We finally synthesized and discussed our findings based on the

categorized Honeypot study areas and future research opportunities.

4. Survey Review

Many surveys and/or reviews have been carried out in the various fields of Ho-
neypot technologies, including shadow Honeypot, honeynet and honeytokens, as
information and network security decoys. In this section we present an overview
of included Honeypot-related survey and/or review papers based on the year of
publication.

In 2011, Mairh et al [22] conducted a survey on Honeypots and reviewed
concepts and applications especially in teaching and research.

In 2012, Bringer et al [4] presented a survey on Honeypot software tools, con-
figuration, detection and anti-detection techniques, and an overview of Honey-
pot related legal and ethical issues as it applies especially in the US were dis-
cussed.

In 2013, Zanoramy et al [23] presented an overview of Honeypot concepts,
classifications, and deployment challenges. In addition, Zanoramy discussed the

difference between static and dynamic Honeypot types and also summarized
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notable works in dynamic and intelligent Honeypots proposed in literature. The
authors [23] acknowledge that very little research work was done in applying
Artificial Intelligence (AI) techniques for development of dynamic and intelli-
gent Honeypot systems, and farther proposed the use of already existing Al
techniques such as Expert Systems (ES) [40], Fuzzy Logic (FL) [41], and Swarm
Intelligence (SI) [42].

In 2015, Baykara et al [24] presented an overview of Honeypot systems, In-
trusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS). The
Baykara suggested and discussed possible architectures and deployments of the
aforementioned technologies. In addition, Campbell et al [25] presented their
survey work where they reviewed emergent trends in Honeypot research. The
authors synthesized and discussed their findings according to the following: 1)
the year of publication; 2) the type of publication; 3) the country of origin of the
publication; and 4) the identified subject themes from selected sources relevant
to their study.

An emerging field in Honeypot research concerns the development and stan-
dardization of common (technology independent) honeynet descriptive lan-
guage for parallel operation of different honeynet platforms. In 2015, Fan et al
[26] presented an overview of existing common descriptive languages and pro-
posed one that could be used in the configuration and management of disparate
honeynet deployments, included in a flexible configuration tool—HoneyGen
[43]. The authors [26] suggested, most importantly: 1) extending the HoneyGen
[43] tool for compatibility with more honeynet platforms; and 2) studying of the
automatic translation between the proposed technology independent language
and the proprietary deployment languages of honeynet platforms.

In 2016, Nawrocki et al. [5] presented a detail survey on Honeypot technology
in which they discussed Honeypot concepts, software, related tools, long-term
projects, data analysis methods and metrics, and general legal and ethical reason-
ings and considerations. Further, Jogdand et al [27] presented an overview
of cybersecurity mitigation solutions (such as Firewalls and IDS) integrating
honeypots as well as honeytoken (with encrypted pointers) generation tech-
niques for the purpose of improving detection and mitigation of intrusive at-
tacks. They described different techniques used in trapping attackers such as us-
ing query-based honeytokens and honeytokens created using the HoneyGen [43]
tool.

One of the current challenges relating to Honeypot deployment concerns the
ability to successfully engage adversaries undetected [7]. Also, malwares submit-
ted by attackers are known to have built-in intelligence for detecting and avoid-
ing unwanted execution environments [29] using detection vectors (such as
Honeypot operating system type, virtualize machine type, etc.) which characte-
rizes the execution environment. In 2017, Pothumani et al [28] presented a sur-
vey on all classes of decoys used in various domains such as document, traffic,
system or even network which can be used as honeytokens or Honeypots. Similar-
ly, Uitto et al [29] surveyed Honeypot detection techniques by malware. Uitto ef al.
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investigated and discussed existing anti-Honeypot and anti-introspection ap-
proaches typically used by malwares to detect Honeypot signatures by means of
detection vectors at the network, systems, application, service, and operational
levels. As the black hat community continues to improve the sophistication of
malwares for effective (execution environment) fingerprinting, authors [29]
proposed future research direction as: 1) the development of new ways to iden-
tify and classify malware detection vectors; and 2) the development of inexpen-
sive, and more robust and adaptive Honeypot solutions with better and ad-
vanced deception.

In 2018, Fan et al [9] presented a comprehensive survey on Honeypot sys-
tems. The authors reviewed Honeypot concepts, classifications, architectural
elements (decoy and captor) and deployments (centralized and distributed),
software tools and features, virtualization techniques and configuration, and
emergent trends. In the work of Oza et al. [30] different Honeypot and honeynet
deployment architectures in an IoT network (typically for collecting threat intel-
ligence data necessary for analysis and mitigation of cyberattacks) were dis-
cussed. Also, Veni et al [31] presented a concise overview of cloud-based Ho-
neypot and honeynet concepts, architectural deployments and models.

Just as in [28], a detailed survey of deception technologies (e.g. Honeypot and
honeynet) was presented by Fraunholz et al [32]. In their work, the fundamental
concepts and typical software tools, architectural implementations, and ethics
and legal aspects of deception technologies were discussed. Lu et al [33] pre-
sented an overview of information monitoring system of Industrial Control System
(ICS) called Supervisory Control and Data Acquisition (SCADA) and also Honey-
pot-based SCADA while the survey work presented by Razali et al [34] reviewed
different concepts, functionality, software, architecture of Internet-of-Things (IoT)
Honeypot. In addition, the application of Honeypot technology in Industrial
Control Systems was surveyed. The authors [34] suggested: 1) further review of
attacks on IoT devices based on security metrics (such as source IP, source ports,
malware login/password, type and distribution of attack source, etc.) characte-
rizing the attacker; 2) design of an intelligent IoT Honeypot which can adapt to
attacker’s interaction level.

Sharma et al [35] presented an overview of IDS and Honeypot systems in
VANET and VANET Cloud networks. They suggested future research works in
relating to: 1) how to effectively position a Honeypot in VANET to aid detection
capability and overall performance; 2) detection of novel and previously un-
known vulnerabilities and attacks; 3) collection of up-to-date attack dataset that
truly represents the attack process; 4) investigating benefits and disadvantages of
existing Honeypot deployment methods and attack detection techniques; 5) to
improve and use of some generalized validation strategies; 6) development of
Honeypot auto detection and response system; 7) development of intelligent and
predictive Honeypot systems.

In 2019, Zobal [7] presented a review of existing Honeypot technologies. In

their work, an overview of definitions, concepts, classifications, software tools,
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benefits, legal and ethical issues, and challenges were discussed. In addition,
Bhagat et al [36] presented a concise overview of Honeypots concepts, classifi-
cations and typical architectural deployments and operations within a network.
They [36] suggested further study is needed in Honeypot deployments against
internal and external attacks and its applications in various networks.

In 2020, Lee et al [37] presented a review on botnet, botnet attacks, and Ho-
neypot used in capturing such attacks. For future research directions, authors
suggested further studies into the applications of Honeypot in smart factory IoT
networks is needed, especially for improved attack detection and response time.
Also, Matin et al. [38] reviewed Honeypot-based malware detection and collec-
tion systems in which Machine Learning was used. They investigated the appli-
cation of Honeypots in malware detection using machine learning techniques
and models. Due to the availability of different training malware datasets col-
lected at different times using Honeypot platforms, authors suggested concern of
selecting qualitative dataset for development of machine learning models. Hence
as future work, the authors [38] suggested further Honeypot development which
establishes a fit-for-use of malware data.

In 2021, Franco ef al. [39] presented a survey on Honeypot and honeynet sys-
tems in use in IoT and Cyber Physical System (CPS) application areas. They de-
veloped a novel taxonomy for classification purposes, and further discussed Ho-
neypot and honeynet concepts, and lessons learned from various deployments.
The authors [39] suggested: development of Honeypot systems for effective in-
sider attack detection and mitigation; investigating technologies, platforms, and
domains recently becoming prominent; investigating established but yet unex-
plored protocols; investigating effective deployment locations and remote man-

agement; and also, effective anti-Honeypot and ant-detection approaches.

5. Results and Discussions

In this section, we present and discuss the results of our findings by the charac-
teristics of selected papers, characteristics of the research study areas, and the

identified possible research openings.

5.1. Research Paper Characteristics

A total of 188 survey and/or review papers were initially retrieved as follows: 25
from SpringerLink [15]; 15 from ScienceDirect [16]; 38 from IEEE Xplore [17]; 9
from the ACM Digital Library [18]; and 101 from remaining sources. Before the
screening phase, 38 duplicates and 10 records without authors and/or titles were
removed remaining 140 records. After the title and abstract screening, 102 ar-
ticles were excluded: 2 were white papers, 1 was poster, 1 was not in English, 53
were not survey and/or review papers, and 45 were not directly related to Ho-
neypot technology. Thus, we retained 38 papers for further investigation. After
the full-text screening, we further excluded 4 papers which were not Honeypot

survey and/or review papers and as such were not relevant to this study. Thus,
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we selected 34 related Honeypot surveys and/or review papers and rated them
based on our qualitative selection scheme as previously highlighted: 22 papers
were identified as high-impact and thus were included in this study; 12 papers
were identified as low-impact and were only added for statistical analysis. The
PRISMA flow diagram of the source selection process is shown in Figure 1. It
illustrates how the most relevant Honeypot related papers were identified,

screened, and selected from our search database.

5.1.1. Research Material by Source

Analysis of the publication source reveals that about 27% of the identified papers
were selected as related and relevant for this study. Figure 2 shows the contribu-
tions of major online bibliographic sources such as SpringerLink [15]; Science-
Direct [16]; IEEE Xplore [17]; and ACM Digital Library [18]. Each database
shows two bars: the left blue bar and the right orange bar shows the number of

identified papers (through searches) and the number of relevant papers (i.e. papers

Identification of studies via databases and registers

Identified records
= Auto (n = 114) Manual (n = 74) Removed records
2 (n=48)
_§ SpringerLink (n = 25) >
S ScienceDirect (n = 15) Duplicate records(n = 38)
5 IEEE Xplore (n = 38) Records without authors
=2 ACM Digital Library (n = 9) and/or titles (n = 10)
Others (n = 101)
Records screened Records excluded
—>
(n = 140) (n=102)
= \4
H
o Reports assessed for eligibility Reports excluded
7 (n=38) EE— (n=4)

Full text articles removed as they
are not directly related to
honeypot technology and

variants
(55 1 ettt 1
| I
| »| Related but low-impact review |
= | ! papers. Retained only for |
< referencing and statistical |
\4 ]
3| analysis |
gl . o (n=12) I
= | High-impact review articles |
I included in this work I
n=22
: ( ) Survey papers relatedto honeypot (n = 34) :

Figure 1. The PRISMA flow diagram showing the process of meta-analysis in this research.
Papers were identified through searches of bibliographic databases, screened for eligibili-
ty, and finally selected and included in this study.
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Figure 2. The proportion in number of papers contributed from four major bibliographic
databases (and others). Each database shows two bars: the left blue bar and the right
orange bar shows the number of identified papers (through searches) and the number of
relevant papers (Ze. papers included and retained) respectively.

included and retained) respectively. Comparatively analyzing these sources (as
shown in Figure 2), it can be observed that IEEE Xplore [17] has the highest
contributions in terms of the number of retrieved (38) and included (9) papers
respectively. On the other hand, the number of articles retrieved (9) from the
ACM Digital Library [18] was the lowest and no articles were eventually selected
from it. Furthermore, 101 and 20 papers were retrieved and selected respectively
from other online databases accounting for about 54% and 59% of total retrieved

and selected papers respectively.

5.1.2. Research Material by Publication Type

Further analysis of the type of publication of the selected 34 papers reveal that
50% were published in journals (17 articles); 44% in conference proceedings (15
articles); and 6% (2 articles) are preprints retrieved from arXiv [19] (an online
bibliographic archive) as shown in Figure 3. Honeypot related survey and/or re-
view papers published in conference proceedings have almost half of the papers
(47%) published by IEEE alone and 20% (3 articles) published by Springer as
shown in Figure 4. The (detailed) characteristics of the 22 included articles are
shown in Table 2. These survey and/or review papers are regarded as high-impact
and of immense importance to the research community. In total, 11 were pub-
lished in conferences; 9 in journals and 2 were not published articles but pre-
prints. We included the preprints due to the relatively high rate of citations and

the assumed relevance to this study.

5.1.3. Research Material by Publication and Publisher

Selected articles (excluding preprints) were found to be published by 21 distinct
publishers in a total of 31 distinct publication titles—16 conference proceedings
and 15 journal titles. Figure 5 shows the distribution of selected papers accord-
ing to publishers. Only IEEE (2 articles) and Engg Journals Publications (2 ar-
ticles) were observed to have published in two journals with only IEEE publish-

ing in two different journals. Also, selected articles (excluding preprints) were
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Figure 3. This pie chart shows the distribution of the 34 selected survey and/or review
papers relevant to Honeypot from different publication types—Conferences, Journals,
and Preprints. Preprints are not published articles, and are only used here for analysis.
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Figure 4. This pie chart shows the distribution of survey and/or review papers published
in conference proceedings only, relevant to Honeypot technology. About half of the pa-
pers (47%) were published by IEEE alone and 20% (3 articles) by Springer.
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Figure 5. Distribution of selected survey and/or review papers relevant to Honeypot tech-
nology according to different publishers. For each publisher, the grey and orange bar(s)
show the number of papers published in journals and/or conference proceedings respec-
tively, while the blue bar shows the total number of publications in which the articles
were published.
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found to have been mostly evenly distributed across publications journal titles

and conference proceedings such that no two articles originated from the same

publication: IEEE published in 9 publications (2 in different conferences and 7

in different journals); Springer published in 3 publications (3 in different confe-

rences); Engg Journals Publications published in one publication (2 articles in

the same journal); the remaining publishers published only one article in either a

conference proceeding or a journal. Hence, most publishers (about 86%) were

found to have published only one article either in a conference or journal. Table

3 shows the characteristic features of each publisher including references and the

period of publication.

Table 3. Characteristics of publishers, with respect to the number and period of publications. It shows the distribution of relevant

to papers and references.

Publishers # of‘ #in #in Year of Selected
Publications Conference Journal Coverage Papers
7] [9] [25] [26] [27
IEEE 9 7 2 20152021 []3(51 ][£4] ][3[8] ][§9] ]
Science and Information Organization 1 0 1 2020 [37]
Elsevier 1 0 1 2018 [35]
Springer 3 3 0 2017-2019 [29] [33] [36]

American Scientific Publishers 1 0 1 2018 [31]
Academic Publications Ltd. 1 0 1 2017 [28]
EverScience Publications 1 0 1 2015 [24]
Science Society of Thailand under Royal Patronage 1 0 1 2013 [23]
Modern Education and Computer Science Press 1 0 1 2012 [4]
Association for Computing Machinery (ACM) 1 1 0 2011 [22]

Engg Journals Publications 1 0 2 2012-2019 [44] [45]
SciTePress 1 1 0 2021 [46]
Liverpool John Moores University 1 1 0 2012 [47]
Technical University of Aachen (RWTH) 1 0 1 2017 [48]
Khalsa Publications 1 0 1 2013 [49]
National Chung Hsing University 1 0 1 2013 [50]
Fast track publications 1 0 1 2020 [51]
SSRN 1 1 0 2020 [52]
London Journal Press 1 0 1 2020 [53]
Auricle Technologies Pvt. Ltd. 1 0 1 2018 [54]
ESRSA Publications Pvt. Ltd. 1 1 0 2021 [55]

arXiv.org 2 2 0 2016-2018 [5] [32]
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5.1.4. Research Material by Publication Country
In this section, we present our findings on the country of publication (ie. the
location of the conference proceedings and journals). The selected papers (ex-
cluding preprints) have been found to originate from 13 different countries as
shown in Figure 6: India (12), UK (4), Taiwan (1), Russia (1), Portugal (2), US
(4), Indonesia (1), Bulgaria (1), France (1), China (1), Thailand (1), Ireland (1),
and Malaysia (2). India (38%), followed by the US (13%) and UK (13%) has been
found to produce most of the papers.

A possible reason may be that these countries experience more cyberattacks
compared to others and as such are more active in security research and in in-

vestigation of novel attack mitigation methods.

5.1.5. Research Material by Publication Year

To the best of our knowledge (based on our source inclusion and exclusion cri-
teria), we noticed that there were little or no survey and/or review papers pub-
lished between 2003 and 2011. This may be because survey and/or review papers
before this period were really detailed and comprehensive enough and as such
were sufficient for guiding the works of researchers. Another possible reason
could be that there were no significant contributions both in Honeypot research
and/or practice worth noting. There is also the possibility of the issue of adop-
tion were Honeypot technology was still considered to be in the infancy stage
coupled with the legal and ethical issues relating to deployment. Hence, signifi-
cant (or landmark) deployments and research data may have been limited and
research may not have been taken seriously during this period. Notwithstanding,
as illustrated in Figure 7, survey and/or review contributions were found to have
increased steadily from 2011 to 2017, and sharply to 2018. However, a general
decline in the number of Honeypot survey and/or review papers has been ob-

served in recent times.

Malaysia
Thailand
France

Indonesia

Country

Portugal

Taiwan

II‘ IIIHIHI

India

o
N
I

6 8 10 12 14

Number of papers

Journal m Conference M Total

Figure 6. Distribution of selected survey and/or review papers relevant to Honeypot tech-
nology according to different countries. Each country has three bars: the grey and orange
bar(s) depicts the number of survey papers published in journals and conference pro-
ceedings respectively; the blue bar shows the total number of publications.
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Figure 7. Distribution of selected survey and/or review papers relevant to Honeypot tech-
nology according to year of publication. Year 2018 experience a sharp increase in survey
publications and this may be related to the severity of attacks at that time.

Out of the 32 selected survey and/or review papers about 25% (8 papers) were
published in 2018, which accounts for the highest publications so far within the
period of study. This sharp increase may be attributed to the major cybersecurity
incidents of 2018 such as: 1) the Facebook’s Cambridge Analytica scandal; 2) the
Magecart malware affecting Ticketmaster and British Airways; and 3) the Melt-
down and Spectre CPU vulnerabilities affecting Intel, Advanced Micro Devices,
and ARM [56]. It is possible that due to the severity and high impact of these at-
tack incidents, researchers started investigating advancements in Honeypot re-
search and how Honeypot could be used to for effective mitigation. Also, no sur-
vey and/or review paper was published in 2014, and on the average, about 2 sur-

vey and/or review papers were published each year between 2011 and 2021.

5.2. Research Study Characteristics

Several Honeypot related keywords and topics were identified and extracted

during the screening and full-text reviews of the 34 selected papers. Based on

these data, we created a 10-category classification scheme as shown in Table 4 In
addition, we developed a visual representation of the classification scheme

(Figure 8) showing the relationship between Honeypot technology, the main

topics (key study areas) and the subtopics (keywords).

* Category Cl—survey and/or review papers in this category discuss concepts,
terminologies, definitions, classifications, and taxonomies in one or more of
Honeypots, honeynets and honeytokens technologies [4] [5] [9] [22]-[39].

* Category C2—papers in this category present trends in Honeypot (and re-
lated) software, technologies, and tools [4] [5] [7] [9] [31] [32] [34].

* Category C3—papers in this category present trends in Honeypot (and re-
lated) deployments, architectures, designs, models, and configurations [4] [9]
[22] [24] [26] [27] [30]-[38].

* Category C4—log collection, storage, collation, and data analysis tools, tech-
niques, and methods were discussed [4] [5] [39].

* Category C5—papers in this category present discussions relating to Honey-

pot visualization tools, techniques, methods, and frameworks [5].
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Table 4. A 10-category classification scheme developed from keywords and topics identi-
fied from Honeypot related articles during screening and full-text review process.

Category Honeypot related research study areas
c1 Concepts, Terminologies, Definitions, Classifications, and Taxonomies.
References: [4] [5] [9] [22]-[39].
Software technologies and Honeypot related tools.
C2
References: [4] [5] [7] [9] [31] [32] [34].
Configurations, Deployments, Architectures, Designs, Models, and
C3 Frameworks.
References: [4] [9] [22] [24] [26] [27] [30]-[38].
Ca Security Metrics, Stream/Log Analysis tools, techniques, and methods.
References: [4] [5] [39].
Cs Data Visualization tools, techniques, and methods.
Reference: [5].
Detection, Anti-detection, Anti-introspection, Adaptive/Deceptive
Ceé techniques and approaches.
References: (4] [23] [28] [29] [32].
c7 Legal/Ethical issues.
References: [4] [5] [7] [32] [37].
Cloud, Mobile, Wireless, ML, Blockchain, Internet-of-Things (IoT),
s Industrial Control Systems (ICS), Botnet, Robotics, Crypto, Vehicular

ad-hoc Network (VANET), etc. References: [22] [30] [33] [34] [35] [37]
[38] [39].

Honeypot use cases, advantages, disadvantages, other emerging trends,
c9 challenges, open issues, and future research directions. References: [7] [9]
[23] [25] [26] [29] [31] [34] [35] [36] [37] [38] [39].

Other uncategorized/distinct/novel/emerging study areas. For example,
C10 Technology Independent Honeynet Description Language (TTHDL) and
Honeytoken generation with Encrypted Pointers. References: [26] [27].

Category C6—presents overviews on Honeypot detection, anti-detection, an-
ti-introspection and adaptive concepts, techniques and approaches such as
Game Theoretic Modelling (GTM) [4] [23] [28] [29] [32].

Category C7—papers in this category, present discussions about legal and
ethical concerns relating to Honeypot use and user privacy [4] [5] [7] [32]
[37].

Category C8—discuss Honeypot specialized applications areas such as in
Teaching and Research, Cloud, Mobile, Wireless deployments, ML, Block-
chain, Internet-of-Things (IoT), Industrial Control Systems (ICS), etc.), Bot-
net, Robotics, Crypto, Vehicular ad-hoc Network (VANET), and Smart Fac-
tory [22] [30] [33] [34] [35] [37] [38] [39].

Category C9—present discussion on Honeypot use cases, advantages, disad-
vantages, other emerging trends, challenges, open issues, and future research
directions [7] [9] [23] [25] [26] [29] [31] [34] [35] [36] [37] [38] [39].
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Figure 8. Mind map representation of the 10-category classification scheme based on keywords and titles extracted from survey
and/or articles during screening and full-text review.

¢ Category Cl10—present other study areas which are novel, emerging, or dis-
tinct and are not classifiable under any previously motioned categories. As an
example, Technology Independent Honeynet Description Language (TTHDL)
[26].

Selected papers cover key Honeypot study areas as identified by Bringer et al
[4].

As shown in Table 5, all the articles (published and preprints) presented a
form of background in Honeypot technology as explained in C1 above. About
35% (12 articles) presented Honeypot types; 62% (21 articles) topics relating to
types of Honeypot deployments; 24% (8 articles) Honeypot detection; and 21%
(7 articles) topics relating to Honeypot ethical/legal issues. We found data analy-
sis (3 papers) and visualization (1 paper) study areas to have little survey and/or
review contributions (C4 and C5). In addition, about 35% (12 articles) addressed
specialized Honeypot applications and about 38% (13 articles) presented topics
in Category C9. Only one (1) article was intentionally classified as Category C10.
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Table 5. Study characteristics of selected articles showing the category of keywords and/or topics presented in each of the papers.
This table shows how individual paper was categorized.

Author Year C1 Cc2 C3 C4 C5 Cé Cc7 Cc8 c9 C10 Type
Mairh [22] 2011 X X X Conference
Bringer [4] 2012 X X X X X X Journal

Zanoramy [23] 2013 X X X Journal

Baykara [24] 2015 X X Journal
Campbell [25] 2015 X X Conference

Fan [26] 2015 X X X X Conference

Nawrocki [5] 2016 X X X X X Preprint
Jogdand [27] 2016 X X X Conference

Pothumani [28] 2017 X X Journal
Uitto [29] 2017 X X X Book series

Fan [9] 2018 X X X X Journal

Oza [30] 2018 X X X Conference
Veni [31] 2018 X X X X Journal

Fraunholz [32] 2018 X X X X X Preprint

Lu [33] 2018 X X X Book series
Razali [34] 2018 X X X X X Conference
Sharma [35] 2018 X X X X Journal

Zobal [7] 2019 X X X X Conference
Bhagat [36] 2019 X X X Conference

Lee [37] 2020 X X X X X Journal
Matin [38] 2020 X X X X Conference
Franco [39] 2021 X X X X X Journal

We consider Technology Independent Honeynet Description Language (TIHDL)
[26] a novel, distinct, and emerging honey field.

Furthermore, discussions on Honeypot topics in categories C1 (concepts), C3
(deployment) and C9 (general) have been found to be mostly prevalent in the
selected survey and/or review papers as shown in Figure 9. This may be a clear
indication that these topics typically receive more attention from within the re-
search community. Similarly, study areas in categories C2 (software), C6 (detec-
tion), C7 (legal/ethical) and C8 (special applications) have also received consi-
derable share of attention—again, with the exception of topics in categories C4
and C5.
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Figure 9. Distribution of selected survey and/or review papers relevant to Honeypot tech-
nology according to the Honeypot study 10-category classification scheme.

5.3. Honeypot Research Directions

We identified a number of open research questions and future research oppor-
tunities from the selected survey and/or review papers [23] [26] [29] [34] [35]
[36] [38] [39]. As show in Table 6, these have been grouped by application or
domain areas—particularly, in categories C6, C2, C3, and C10. This section pro-
vides researchers an overview of possible research directions.

The authors [26] presented an overview of existing common descriptive lan-
guages and proposed one that could be used in the configuration and manage-
ment of disparate honeynet deployments, included in a flexible configuration
tool—HoneyGen [43]. They [26] suggested, most importantly: 1) extending the
HoneyGen [43] tool for compatibility with more honeynet platforms; and 2)
studying of the automatic translation between the proposed technology inde-
pendent language and the proprietary deployment languages of honeynet plat-
forms. Similarly, the authors [36] suggested further study is needed in Honeypot
deployments against internal and external attacks and its applications in various
networks.

As the black hat community continues to improve the sophistication of mal-
wares for effective (execution environment) fingerprinting, authors [29] pro-
posed future research direction as: 1) the development of new ways to identify
and classify malware detection vectors; and 2) the development of inexpensive,
and more robust and adaptive Honeypot solutions with better and advanced de-
ception. Additionally, the authors [23] acknowledge that very little research
work was done in applying Artificial Intelligence (AI) techniques for develop-
ment of dynamic and intelligent Honeypot systems, and farther proposed the use
of already existing AI techniques such as Expert Systems (ES) [40], Fuzzy Logic
(FL) [41], and Swarm Intelligence (SI) [42]. In a similar direction, the authors
[38] presented the concern of selecting qualitative dataset for development of
machine learning models, due to the availability of different training malware
datasets collected at different times using Honeypot platforms.

Hence, they [38] suggested further Honeypot development which establishes a

fit-for-use of malware data.
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Table 6. Research opportunities identified from selected survey and/or review papers re-
levant to Honeypot technology.

Category Domain Research opportunities

1) Use of Al techniques in the development of
dynamic and intelligent Honeypot systems [23].
2) The development of new ways to identify and
classify malware detection vectors and consequently
Cé Detection, the development of inexpensive, more robust,
Anti-detection  adaptive, solution with better advanced deception [29].
3) Detection of novel and previously unknown
vulnerabilities and attacks; Investigating benefits and
disadvantages of existing Honeypot attack detection
techniques [35].

1) Extending the HoneyGen tool for compatibility with
other platforms and automatic translation between the
common technology independent and proprietary
language [26].

2) Development of Honeypot software for collecting
fit-for-use malware data for efficient ML model
development [38].

C2.C3. Software, Tools, 3) Honeypot deployments against internal and external

attacks in various application areas [36].
C4,C10 ML, Deployment

4) Collection of up-to-date attack dataset that truly
represents the attack process;

5) Investigating benefits and disadvantages of existing
Honeypot deployment methods;

6) Development of Honeypot auto detection and
response systems;

7) Development of intelligent and predictive Honeypot
systems [35].

1) Farther investigation of malware attacks on IoT
devices based on security metrics [34].

C8 IoT, VANET, CPS 2) How to effectively position a Honeypot in VANET to
aid detection capability and overall performance [35].
3) IoT and Cyber Physical System (CPS) [39].

Vehicular ad-hoc network (VANET) [57] and Internet-of-Things [58] are
some of the rising specialized application areas benefiting from Honeypot re-
search. VANET involves a spontaneous creation of wirelessly connected vehicles
in a network in which vehicles can join or leave at will. The authors [35] pre-
sented an overview of IDS and Honeypot systems in VANET and VANET Cloud
networks. They [35] suggested future research works relating to: 1) how to effec-
tively position a Honeypot in VANET to aid detection capability and overall
performance; 2) detection of novel and previously unknown vulnerabilities and
attacks; 3) collection of up-to-date attack dataset that truly represents the attack
process; 4) investigating benefits and disadvantages of existing Honeypot dep-
loyment methods and attack detection techniques; 5) to improve and use of
some generalized validation strategies; 6) development of Honeypot auto detec-
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tion and response system; 7) development of intelligent and predictive Honeypot
systems.

Internet-of-Things (IoT), on the other hand, involves the networking of phys-
ical sensor-embedded objects for the purpose of inter-communication over the
internet. The authors [34] presented an overview of IoT and Industrial Control
Systems. They [34] suggested: 1) further review of attacks on IoT devices based
on security metrics (such as source IP, source ports, malware login/password,
type and distribution of attack source, etc.) characterizing the attacker; 2) design
of an intelligent IoT Honeypot which can adapt to attacker’s interaction level.
Similarly, the authors [39] presented a survey on Honeypot and honeynet sys-
tems in use in IoT and Cyber Physical System (CPS) application areas. They [39]
suggested as future research works (broadly categorized): 1) development of Ho-
neypot systems for effective insider attack detection and mitigation; 2) investi-
gating technologies, platforms, and domains recently becoming prominent; 3)
investigating established but yet unexplored protocols; 4) investigating effective
deployment locations and remote management; 5) investigating effective an-

ti-Honeypot and ant-detection approaches.

6. Conclusions

To researchers and professionals alike, the Honeypot technology presents a per-
fect tool for studying and evaluating cyberattacks. It is uniquely positioned to
collect data on novel vulnerabilities and attacks, and hence, can facilitate better
and newer ways to protect organizations’ networks. In this paper, we systemati-
cally conducted a meta-analysis of Honeypot systems research areas to develop
an overview of and identify trends in Honeypot research. We selected, synthe-
sized, and quantitatively analyzed quality Honeypot survey and/or review pa-
pers. We identified and classified key Honeypot research study areas and ex-
amined how Honeypot research has evolved over time. Hence, this study con-
tributes to the pool of research efforts by systematically conducting and report-
ing reviews in Honeypot research.

The study finds that most Honeypot survey and/or review papers of high re-
levance to the research community are published in 2018, by IEEE, in confe-
rences, organized in India, and included in the IEEE Xplore database. Also, there
have been only a few quality Honeypot reviews published after 2018, and survey
and/or review contributions have been low, particularly in the areas of data analy-
sis and visualization. This means that there are opportunities for the research
community to investigate scientific contributions in these areas. In addition, re-
search in new Honeypot areas is emerging, for example, the development of
highly intelligent, dynamic, and evasive Honeypot systems, and the development
of platform-independent honeynet management language and framework. Al-
though there could be other critical review papers that missed our selection cri-
teria, it is worth noting that the important content of the articles has been carefully

organized in tables to help researchers with quick navigation and insights. We
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have grouped Honeypot study areas into ten categories based on key Honeypot
research topics found in literature, and have observed overlapping study areas.
Furthermore, the search strategy in the study may have missed other critical
papers, hence other emerging Honeypot areas. We, therefore, recommend a
further in-depth investigation into developments and trends in Honeypot re-
search by: 1) including other paper types (e.g. empirical, books, etc.); and 2)
searching across premier bibliographic databases using search interfaces peculiar
to individual databases (to increase search scope); and 3) developing fin-
er-grained research-area classifications of identified Honeypot topics. Addition-
ally, there have been few systematic reviews in Honeypot research, hence we
recommend more systematic future Honeypot surveys and/or reviews using es-
tablished methods and/or frameworks to foster research that is repeatable and

free of bias.
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