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Abstract

Cross-Site Scripting (XSS) remains a widespread and damaging threats to web
applications, as highlighted by the OWASP Top 10. While various detection
methods exist, they often struggle to keep pace with the sophistication of at-
tack vectors and obfuscation techniques. This paper implements an approach
for enhancing XSS detection by leveraging modern optimizations within the
transformer architecture. Our methodology uses a custom transformer en-
coder model trained on an aggregated dataset of nearly 100,000 samples, in-
cluding newly collected XSS payloads. To enhance performance and effi-
ciency, we integrate two key architectural improvements: Rotary Positional
Embeddings (RoPE) to achieve a superior contextual understanding of HTTP
payloads, and Flash Attention to significantly accelerate training and inference
speeds while reducing memory consumption. Experimental results show good
performance of our model that achieves an accuracy of 99.38 with high recall
and precision. An ablation study demonstrates that the integrated optimiza-
tions improve detection accuracy by 0.11 percentage points, while reducing
training time by approximately 32% and peak GPU memory usage by approx-
imately 30% relative to standard Transformer configurations. Comparative
evaluation against a Random Forest baseline further reveals a clear contextual
understanding advantage over traditional frequency-based approaches, justi-
fying the architectural complexity. The proposed model effectively captures
structural patterns in sophisticated payloads that typically evade classical
methods. This work presents an efficient, and accurate solution in real-time
XSS threat detection.
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1. Introduction

The rapid increase of web applications, mobile applications and online services
has made safeguarding data and ensuring secure user interactions a critical prior-
ity. Among many threats in the cyber landscape, Cross-Site Scripting (XSS) vul-
nerabilities stand out as one of the most pervasive and damaging. According to
the Open Web Application Security Project (OWASP) [1], XSS attacks rank
among the top ten most common web application security risks. OWASP is a
global community and nonprofit organization focused on improving software se-
curity. These vulnerabilities can expose sensitive information, compromise user
privacy, and enable malicious actors to execute arbitrary code on web applica-
tions, potentially leading to catastrophic consequences. Figure 1 shows the
OWASP top ten vulnerabilities for the year 2025. This list is updated after every

four years.

2021 2025
A01:2021-Broken Access Control A01:2025-Broken Access Control
A02:2021-Cryptographic Failures A02:2025-Security Misconfiguration
A03:2021-Injection o A03:2025-Software Supply Chain Failures*
A04:2021-Insecure Design A04:2025-Cryptographic Failures
A05:2021-Security Misconfiguration A05:2025-Injection
A06:2021-Vulnerable and Outdated Components A06:2025-Insecure Design
A07:2021-Identification and Authentication Failures A07:2025-Authentication Failures
A08:2021-Software and Data Integrity Failures A08:2025-Software or Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures* A09:2025-Security Logging & Alerting Failures*
A10:2021-Server-Side Request Forgery (SSRF)* (New)A10:2025-Mishandling of Exceptional Conditions

* From the Survey

* From the Survey

Figure 1. OWASP top 10 web application vulnerabilities [1].

XSS attacks occur when scripts with malicious intent are inserted into pages of
a web application that are viewed by users. These scripts can be crafted to steal
sensitive user data, deface websites and perform ill-intended actions on behalf of
users without the user’s consent. The consequences of XSS attacks are severe, lead-
ing to compromised user accounts, data breaches, and damaged reputations for
affected organizations. Over the years, researchers have delved deep into different
categories of XSS attacks, such as reflected, stored and DOM-based XSS [2]. They
have also explored mitigation techniques ranging from validation of the inputs to
coding practices that emphasize security and content security policies. Under-
standing the evolution of XSS attacks and the countermeasures devised to mitigate
them is crucial for the ongoing efforts to secure web applications against this per-
sistent threat. Figure 2 shows how an XSS attack occurs.

There have been many security mechanisms to detect and prevent XSS attacks.
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Figure 2. Cross site scripting attack (XSS).

Such mechanisms include dynamic analysis, static analysis hybrid analysis, tradi-
tional machine learning approaches, and approaches based on deep learning. De-
spite the relative success of these methods in mitigating the threat of XSS attacks,
they have failed to completely counter the attacks due to the evolving sophistica-
tion of XSS attacks. Attackers have continually devised new evasion techniques
and obfuscation methods to bypass these defenses, making it imperative for the
cybersecurity community to explore novel, intelligent, and adaptive solutions.

The objective of this work is to apply recent advances in Natural Language Pro-
cessing (NLP), particularly Transformer-based techniques, to improve the detec-
tion of XSS attacks across multiple performance metrics. The main contributions
of this study are twofold. First, recent XSS data was collected to expand the avail-
able datasets used for training and testing the proposed model. Second, state-of-
the-art techniques, including **Flash Attention** for improved processing speed
and **RoPE positional encoding** for better contextual understanding of HTTP
payloads, were incorporated to enhance the classification of malicious and benign
traffic.

2. Related Work

Several research methods have been introduced in recent years to detect cross-site
scripting vulnerabilities. Fang ef al [3] developed DeepXSS, a tool based on deep
learning for detecting XSS attacks. Their approach applied the word2vec algo-
rithm to extract features that capture word-order information from XSS payloads,
after which each payload was represented as a corresponding feature vector. The
detection model was then trained and evaluated using Long Short-Term Memory
(LSTM) which is a type of recurrent neural networks (RNNs). For future work,
the authors suggested collecting additional XSS attack datasets and experimenting
with other deep learning algorithms.

Yan et al [4] introduced a model based on convolutional neural networks
(CNN) for detecting XSS attacks, incorporating a modified ResNet block to im-

prove detection performance. Their key contribution was a URL preprocessing
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method designed around the syntactic and semantic features of encoded XSS at-
tack scripts. They also enhanced the residual module of ResNet to extract features
from three perspectives and replaced the layer that is fully connected with a struc-
ture that uses 1 x 1 convolution features. For future work, the authors suggested
exploring the use of their model in other web vulnerability detection and mining
tasks, such as cross-site request forgery, buffer overflow and SQL injection.

In [5], traditional machine learning techniques were applied to detect XSS at-
tacks in web applications. The authors analyzed various algorithms, such as sup-
port vector machines, decision trees, Naive Bayes, and logistic regression. For fu-
ture work, they suggested addressing the dataset imbalance issue by using gener-
ative methods to create a more balanced dataset.

Gated Recurrent Units (GRU) were used to detect malicious Uniform Resource
Locators (URLs) that may contain injection attacks such as XSS in [6]. Their study
used characters as text classification features. For future work the authors propose
further research in optimization of their model to reduce memory usage while
maintaining the test results.

Zhou and Wang [7] developed an ensemble-based tool for detecting XSS at-
tacks. Their method employed multiple Bayesian networks, each constructed us-
ing domain knowledge and threat intelligence to improve detection accuracy.
They also developed a method to make their results explainable to end users. For
future work, the authors aim to test their method with different datasets and sce-
narios that are more practical as well as integrating the method in an operational
web application security risk assessment system. Table 1 shows a summary of re-
lated studies.

Table 1. Related studies on XSS attacks detection.

Author Year Method Future Work/Limitation
Fang et a/ 2018 Long Short Term Memory (LSTM)  Collect more XSS datasets and use other DL algorithms

. Expand method to other attacks such as cross-site request
Yan et al. 2022 CNN and modified ResNet

Kascheev and

forgery and SQL injection

. 2020 Classical Machine Learning Use generative methods to generate a balanced dataset.
Olenchikova
Optimization to reduce memory usage while maintaining good
Yang et al. 2019  Gated Recurrent Units (GRUs) P yusag 88
test results
Machine learning ensemble-based Test method with more datasets. Integrate method in areal web
Zhou and Wang 2019 o )
approach application security system

While existing methods effectively identify established XSS attack patterns, they
often struggle to detect novel attack vectors. Our work presents an approach that
analyzes the semantic structure of XSS patterns by leveraging recent advances in
transformer architectures. This semantic understanding enables better detection

of previously unseen attacks.
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3. Materials and Methods
3.1. Dataset

In this study we have one dataset with 98,008 total samples, of which 49,532 are
malicious and 48,476 are benign samples. This dataset was collected in five ways.
The first dataset is a primary synthetic dataset that we created by employing the
XSStrike tool against the intentionally vulnerable OWASP Juice Shop application,
with the resulting logs captured using Burp Suite. The second dataset is secondary
dataset obtained from Kaggle [8], containing 13,676 examples of which 6313 are
benign traffic and 7363 are malicious XSS traffic. The third dataset was obtained
from the official OWASP Github repository [9] which contains a list of up-to-date
XSS payloads submitted by security researchers. The OWASP repository is up to
date and well maintained. The fourth source was created by crawling the XSSed
website [10] for malicious XSS samples while benign samples were collected by
simulating normal browsing activity across legitimate websites and collecting the
browsing traffic as normal payload. The fifth dataset consisted of live malicious
traffic samples collected over a 90-day period using a T-Pot honeypot deployed
on a Virtual Private Server (VPS). Snare and Tanner which are part of T-Pot were
used to capture real interaction attempts and web-based attack traffic in an Inter-
net-exposed environment. This approach provided realistic samples of live mali-
cious activity beyond the static payloads in datasets 2 and 3, thereby exposing the
model to attack patterns observed in operational settings. The five datasets were
then combined and then the entire consolidated dataset was deduplicated before
train-test-split to prevent the problem of data leakage which often occurs when
identical samples appeared in both the training and evaluation sets [11]. The re-
sulting single dataset was then used to train our model. Figure 3 shows a snapshot
of a sample of the dataset while Table 2 summarizes the contribution of each

source and collection route to the consolidated dataset.

3.1.1. Deduplication and Leakage Control
The consolidated dataset was deduplicated before splitting to prevent identical

payloads from appearing in both training and evaluation subsets. Exact duplicate

19013 <input onmouseout="alert(1)">test</input> 1
14890 INTNAV=fNav:TermsOfUse 0
46944 pg=asdf<script>alert(1337)</script>&frame=1 1
60314 hl=en&ref_topic=3544742,2986333, 0
75736 cat=1"></title><script>alert(1337)</script>"... 1
88645 <title onpointerleave=alert(1)>XSS</title> 1
25240 <svg><strong onload=alert(1)></strong> 1
72359 </p><p>According to <a href="/wiki/CNN" title... 0

Figure 3. A snapshot of part of our XSS dataset.
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Table 2. Final dataset composition by source and class label.

Source

XSStrike + OWASP Juice Shop via
Burp Suite

Kaggle XSS dataset
OWASP GitHub repository
XSSed crawl
Benign browsing simulation
T-Pot/SNARE/Tanner honeypot
Total

Benign Malicious Total Notes
10,000 15,507 25.507 Controlled synt.heti.c attacks and benign
application traffic
6313 7363 13,676 Public labeled dataset
0 4500 4500 Curated XSS payloads
0 17,659 17,659 Crawled malicious samples
32,163 0 32,163 Normal browsing traffic
0 4503 4503 Live malicious web traffic
48,476 49,532 98,008 Composite dataset

strings were removed after whitespace normalization, and encoded variants were
normalized through safe decoding before duplicate checks where applicable. Alt-
hough this procedure reduced direct leakage between partitions, the evaluation
used a random stratified split of the merged dataset rather than a source-wise or
external holdout. Therefore, transformed variants of the same base payload may
still remain across partitions. Source-wise and external-holdout evaluation are
identified as important directions for future validation.

The distribution of payload lengths in our dataset shows significant variability,
as illustrated in Figure 4. Statistical analysis reveals a median payload length of 43
characters and a 75th percentile of 73 characters. These metrics are crucial for
determining the optimal context length for our model architecture, as they indi-

cate that the majority of payloads fall within this range.

103 4

1024

Payload Length (log scale)

1014

10° 4 —1

Figure 4. Distribution of payload lengths (in characters) across the dataset displayed on a
logarithmic scale (n = 98,008).

To further validate the quality and discriminative nature of our dataset, we per-

formed an analysis based on the t-distributed Stochastic Neighbor Embedding (t-
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SNE) to visualize the high-dimensional feature space in two dimensions, as shown
in Figure 5. For this analysis, we employed a stratified random sample of 20,000
instances from the complete dataset to ensure computational tractability while
maintaining the original class distribution. Feature extraction was performed us-

ing Term Frequency-Inverse Document Frequency (TF-IDF) vectorization with

character-level n-grams (n = 3 - 5), which effectively captures the syntactic pat-
terns and special character sequences characteristic of XSS payloads. The t-SNE
algorithm was configured with a perplexity of 30 and executed for 1000 iterations
to achieve stable embeddings. The resulting visualization demonstrates some
overlap in the feature space indicating challenging cases. This spatial distribution
provides insights into the complexity of the classification task and validates the
necessity of employing deep learning approaches capable of learning nuanced dis-

tinctions between legitimate HTTP traffic and XSS attack patterns.

100 A

50 A

t-SNE Dimension 2

—50 1

—100 A

—150 A

e Malicious
e Benign

-150

-100 -50 0 50 100 150
t-SNE Dimension 1

Figure 5. t-SNE visualization of malicious and benign samples based on character-level TF-IDF features.

3.1.2. Dataset Split and Model-Selection Protocol

After preprocessing and deduplication, the dataset was first split using an 80:20
train-test ratio, producing 78,406 development samples and 19,602 held-out test
samples. The development portion was then divided further into training and val-

idation subsets, with 10% reserved for validation. This produced an effective

DOI: 10.4236/jilsa.2026.183014

222 Journal of Intelligent Learning Systems and Applications


https://doi.org/10.4236/jilsa.2026.183014

E. Wangilisasi et al.

72:8:20 train-validation-test protocol, consisting of 70,565 training samples, 7841
validation samples, and 19,602 test samples. All splits underwent stratification by
class label to preserve the benign/malicious distribution, and a random seed that
was fixed at 42 was used for reproducibility. The set for validation was used for
model selection, hyperparameter tuning, and early stopping. During training,
monitoring of validation loss was done with a patience of five epochs and an im-
provement threshold was set to a minumum value of 0.001. The held-out test set

was used only for the final performance evaluation.

3.2. System Pipeline

A detailed overview of the proposed system pipeline is presented in this section,
which uses deep neural networks built on the Transformer architecture. The pro-
posed approach detects Cross-Site Scripting (XSS) attacks by applying deep learn-
ing techniques for text classification.

The input data is first processed through several preprocessing stages, including
decoding and tokenization. The resulting tokenized sequences are then passed
into the Transformer model, which is trained to classify each sample as either an
XSS attack or a benign input. The overall architecture of the proposed method is
depicted in Figure 6.

Data Pre-processing Transformer Block
Decoding
c
< > g S
Q Ll Lad [TH [=]
Dataset P> b - 2 2 <z
o
£
w
Tokenization A
Skip Connection Skip Connection
RoPE
XSS H¢—] 3
: . |
% : E [TH <
Non-XS$S ¢4———m8 | 0 ]

Figure 6. Overall system flow.

3.3. Data Preprocessing

One important step in preprocessing is payload decoding. Attackers frequently
encode their malicious queries in a format such as URL, HTML or base64 encod-
ing in order to bypass detecting mechanisms based on pattern matching [12]. This
obfuscation can make even a straightforward payload appear harmless to simple

filters. For instance, this cross-site scripting (XSS) payload, <DIV STYLE="back-
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ground-image: url(javascript:alert('XSS'))">, that uses a CSS background-image

style to execute JavaScript can be encoded in several ways as shown in Table 3.

Table 3. Encoding mechanisms.

Encoding Obfuscated Payload

%3CDIV%20STYLE%3D%22background-

URL
image%3A%20url(javascript%3Aalert(%27XS55%27))%22%3E
HTML &lt;DIV STYLE=&quot;background-image: url(javascript:alert('XSS'))
&quot;&gt;
Base64 PERJViBTVFIMRT0iYmFja2dyb3VuZC1pbWFnZTogdX]JsKGphdmFzY3]p
ase

cHQ6YWxlcnQoJ1hTUycpKSI+

In this work we make sure to decode all payloads before they are fed to the
network for training. This step is important for ensuring the model can recognize
the fundamental malicious pattern, regardless of the encoding scheme used to ob-
fuscate it.

Another preprocessing stage used in this work is tokenization. Tokenization is
a natural language processing technique that involves dividing text into smaller
units known as tokens. Depending on the task and the algorithm applied, these
tokens may represent complete words or sub-word units. In this study, several
tokenization algorithms were tested, and the Byte Pair Encoding (BPE) algorithm
[13] achieved the best results.

Decoding order, BPE vocabulary, and sequence length handling: Payload de-
coding was applied before tokenization. Multi-encoded payloads were decoded in
a fixed order following the pattern of firstly URL decoding then HTML entity de-
coding, Unicode escape decoding, and Base64 decoding when the input matched
a valid Base64 pattern. Decoding was applied iteratively for up to three passes and
stopped earlier when the string no longer changed. This prevented single-pass de-
coding from missing nested encodings while avoiding unbounded transformation
loops.

After decoding, payloads were tokenized using Byte Pair Encoding (BPE) with
a vocabulary size of 16,000. Inputs longer than the maximum sequence length of
512 tokens were truncated, while shorter inputs were padded using a [PAD] token.
Padding positions were masked so that they did not contribute to attention or loss

computation.

3.4. Generating Token Embeddings

After tokenization, the tokens must be transformed into dense vector representa-
tions within a high-dimensional space. These embeddings are learnable parame-
ters that can either be trained jointly with the model for a specific task or obtained
from large text corpora using pre-trained methods such as Word2Vec or GloVe
[14]. The quality of these embeddings plays an important role in the performance

of NLP models, as they help the model generalize learned patterns to unseen text
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by capturing relevant linguistic features. In this work, pre-trained embeddings are
not used. Instead, the model relies on learned embeddings, where the embedding
vectors are randomly initialized at the start of training and updated throughout

the training process.

3.5. Training with the Transformer

The transformer architecture has revolutionized Natural Language Processing. It
was introduced in 2017 in the landmark paper Attention is All You Need [15].
The transformer architecture dispenses with recurrence and convolutions and re-
lies entirely on the attention mechanism. The Transformer architecture models
the dependencies between the inputs and is more parallelizable and requires sig-
nificantly less time to train. Previous sequence to sequence models like RNNs had
the problem of vanishing gradients when running the backpropagation algorithm
[16]. The Transformer unlike RNNs has no problem of vanishing gradients and
can model longer sequences. In this work we use the encoder part of the original
transformer and have incorporated modern optimizations of the transformer ar-
chitecture that make the network more efficient in memory usage and faster both
during training and inference.

Position Encoding: Unlike earlier architectures such as RNNs, which process
words sequentially, the attention mechanism in Transformer models does not nat-
urally capture word order within a sentence. Therefore, positional information
must be explicitly added to the input sequences before they are passed to the
Transformer’s attention mechanism. In this work, we use Rotary Positional Em-
beddings (RoPE), a modern positional encoding technique [17]. RoPE introduces
position-dependent rotations to the query and key vectors used in the attention
mechanism. One key advantage of RoPE is its ability to generalize well to se-
quences that are longer than those encountered during training. As a result, mod-
els can be trained on shorter sequences while still supporting longer sequences
during inference, reducing training time and computational cost [18].

To rotate a vector by an angle § we use a rotation matrix R, . Each of kand ¢
vectors are multiplied by this rotation matrix. The angle of rotation fis dependent

in the position of the token in the sequence.

? _{005(9) —Si”(H)} )

“ " |sin() cos(6)

For a position #in the input sequence, RoPE rotates each pair of dimensions in

the query and key vectors defined as:
d, —
! =[qf”,q§2’,---,qt(°' 1),qf’“} )
k= |:kt(1), kt(Z),,“’ kl(dk’l), K :| (3)

d, and d, arethe dimensionality of the query and key vectors. RoPE rotates

pairs of dimensions indexed as (2p, 2 + 1), where each pair’s index p ranges from
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0 to d/2.
Each pair p undergoes a rotation based on the token position t and a rotation
frequency &
cos(@.t) —sin(6t) || q2rD
q
ROPE(qt(p)): ) ( p) ( p) tz (4)
sin (ept) cos(ept) q\*”
0, 1is the rotation frequency for the pth pair. It is defined as:
1
0, :—®2p/dq (5)

® is a constant hyperparameter usually set to a 10,000. However larger values
such as 500,000 have shown to boost performance of models to handle higher
context lengths.

In this study, we use a value of ® = 50,000 as this gives optimal results for our
dataset.

Self-attention mechanism: This is one of the main innovations of the Trans-
former architecture. It enables tokens within a sequence to interact with one an-
other, allowing each token representation to be generated based on its relationship
with the other tokens in the same context window. As a result, each output repre-
sentation is formed by combining information from all tokens in the sequence
using learned attention weights. In the original Transformer model, this process
connects different positions within a single sequence to produce a meaningful rep-
resentation of that sequence [15].

The input X € R™® s first projected into queries, keys and values via
Q=XW?, K=XW" and V =XW" . The resulting representations are then
used to compute the attention weights.

Attention (Q, K,V ) =softmax(QKT/\/a)V (6)

The value dj is a hyperparameter that represents the dimensionality of the key
and query vectors.

Flash Attention: This is an algorithm designed to make the attention mecha-
nism faster and more memory-efficient, particularly for long sequences [19].
Standard attention mechanisms can be computationally intensive and memory-
hungry due to the need to materialize and store the large N x N attention matrix,
where Nis the sequence length. Flash Attention addresses this bottleneck by re-
structuring the attention computation. It leverages tiling and recomputation tech-
niques to compute the exact attention output without ever forming the full atten-
tion matrix in GPU High Bandwidth Memory (HBM). This approach significantly
reduces the reading and writing to and from memory between GPU HBM and on-
chip SRAM, leading to substantial speedups and a reduction in memory usage.
The efficiency gains from Flash Attention are crucial for training and deploying
large transformer models on longer context windows, making it a vital component
in modern LLM architectures. In this work, we have incorporated flash attention

via the Pytorch flash attention library, which has significantly sped up both train-
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ing and inference of our detection model.

Feedforward Layer: The position-wise feedforward layer in the Transformer
applies two linear transformations with a ReLU activation independently to each
token’s representation (Vaswani et al, 2017) [15]. Given an input vector X € RY,

the layer computes
FFN(x) = max (0, XW, +b;, )W, +b, (7)

dg xd

where, W, eR

position, this component both expands the model’s capacity for capturing com-

,and b,b, arebiasvectors. By acting independently on each

plex features and preserves parallelizability across sequence elements. In this work
we set the intermediate dimension d, =2048 in all feedforward layer, and ob-
served that this choice balanced expressive power with training efficiency.

Dropout: Dropout is a technique for reqularization that is designed to reduce
overfitting in neural networks [20]. During the training phase, for each forward
pass, a subset of neurons within a given layer is stochastically deactivated, or
“dropped”, with a predefined probability p. This temporary removal of units pre-
vents co-adaptations, wherein neurons become too reliant on the presence of spe-
cific other neurons, thereby encouraging the learning of more robust and inde-
pendently useful features. Consequently, the network effectively trains an ensem-
ble of numerous “thinned” networks with shared weights. At inference time,
dropout is typically disabled, and the full network is utilized. In this work we used
dropout with a rate of 0.2 to train our transformer. This value was obtained
through experimentation.

Regularization/Weight Decay: Regularization techniques are essential for con-
straining model complexity and improving generalization by discouraging overly
large parameter values [21]. A common approach is L2 regularization, or weight
decay, which augments the loss function L with a penalty proportional to the
squared norm of the weights:

Lo = £+/12i W’ where 1 is the weight decay coefficient. In the context of
adaptive optimizers, we employ the AdamW algorithm [22], which decouples the
weight decay term from the gradient-based update to avoid the unintended inter-
action between momentum and L, penalty. By applying weight decay throughout
training, our model learns more robust feature representations and exhibits re-
duced overfitting, as evidenced by a narrower gap between training and validation
losses. In this work, we used weight decay coefficient A = 0.01.

Early Stopping: Early stopping is a technique for technique that is used to re-
duce overfitting and improve the generalization ability of deep learning models
by monitoring performance during training on a validation set and stopping the
process when validation performance no longer improves or begins to decline.
This prevents the model from memorizing the training data and encourages it to
learn patterns that generalize well to unseen data. Two key parameters used in
early stopping are patience and min_delta. The patience parameter specifies the

number of consecutive epochs training can continue without improvement before
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stopping, while min_delta defines the minimum change in the monitored metric,
such as validation loss or accuracy, required to be considered a meaningful im-
provement. If the validation metric improves by less than the specified min_delta
value for the number of epochs defined by patience, training is stopped. In this
study, the optimal values for patience and min_delta were empirically determined
as 5 epochs and 0.001, respectively. Table 4 summarizes the parameters and hy-

perparameters used in the proposed model.

Table 4. Summary of model parameters and hyperparameters.

Parameter/ L
Value Description

Hyperparameter
d_model 256 The dimensionality of embeddings
depth 4 The number of identical transformer layers stacked together
num_heads 4 The number of parallel attention heads in multi-head attention

The dimensionality of the inner layer in the feed-forward
d_ff 1024

network.
max_seq_length 512 The maximum input sequence length
warmup_steps 10,000 The number of initial steps for the learning rate warmup
batch_size 32 The number of sequences processed per training step
dropout_rate 02 The probability of dropping out units during training to

prevent overfitting
weight_decay 0.01 The L2 regularization penalty applied by the optimizer.

learning_rate 0.0001 The base step size for the optimizer

Loss Function: The loss function which is also known as the objective function,
is a key component of model training because it measures the difference between
the model’s predictions and the ground-truth labels [21]. Its value provides the
main signal for the optimization algorithm, which updates the model’s parame-
ters, such as weights and biases, through backpropagation in order to minimize
prediction error. Selecting a suitable loss function is essential and depends on the
type of machine learning task being addressed. Binary Cross-Entropy (BCE) loss
is a function that is commonly used for binary classification tasks, as it measures
the difference between the true label distribution, where each label is either 0 or
1, and the model’s predicted probability distribution. The BCE loss for a single
prediction is defined by the formula:

Loss = [ ylog(§)+(1-y)log(1-§)] 8)

where y is the real label (0 or 1) and ¥ is the predicted probability from the
model of the class being 1. In this study, we employed the binary cross-entropy
loss function to train the network, as our objective is to solve a binary classification

problem of XSS attacks being either benign or malicious.
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4. Results

To perform evaluation of the trained model, the test set was used to measure the
model’s capability to generalize to unseen data. The model was assessed using
evaluation metrics such as precision, accuracy, F1-score and recall, which indicate
how effectively it classified inputs as either XSS attacks or benign traffic. In addi-
tion, a confusion matrix and classification report were generated to provide a
more detailed analysis of the results, including true positives, true negatives, false
positives, and false negatives. The dataset was composed of 98,008 samples and
was split using an 80:20 ratio, producing 78,406 training samples and 19,602 test-
ing samples. The trained model was then evaluated on the testing set using the

selected performance metrics.

Accuracy = TP+TN )
TP+TN+FP+FN
Precision __TP (10)
TP+FP
Recall :l (11)
TP+FN

Precision x Recall
Fl-score = 2x ec_s_o x Reca (12)
Precision + Recall

On the test set of 19,602 examples, the model achieved 9811 true positives and
9676 true negatives, with only 19 false positives and 96 false negatives. This cor-
responds to an accuracy of 0.9938, precision of 0.9902 for the negative class and
0.9981 for the positive class while the recall is 0.9980 for the negative class and
0.9903 for the positive class. This shows good performance of our model in de-
tecting XSS attacks. Table 5 and Figure 7 depict the classification report and the
confusion matrix respectively.

Error analysis: A manual review of the misclassified samples was conducted to
characterize the remaining false negatives and false positives. Based on the confu-
sion matrix, the test set contained 19 false positives and 96 false negatives. Table
6 shows a summary of the errors and their characterization.

False positives were primarily benign inputs containing JavaScript-like or

HTML-like syntax, such as developer documentation, search queries, or form

Table 5. Classification report.

Precision Recall F1-Score Support
0 0.9902 0.9980 0.9941 9695
1 0.9981 0.9903 0.9942 9907
Accuracy 0.9938 19,602
Macro Avg 0.9941 0.9942 0.9941 19,602
Weighted Avg 0.9942 0.9941 0.9941 19,602
DOI: 10.4236/jilsa.2026.183014 229 Journal of Intelligent Learning Systems and Applications


https://doi.org/10.4236/jilsa.2026.183014

E. Wangilisasi et al.

Confusion Matrix

< -8000
[2]
R
e
=
2
c
[
m
~6000
B
Q
©
|
(0]
2
=
-4000
»
[%]
k)
e
% ~2000
x

Benign (Class 0) XSS (Class 1)
Predicted Label

Figure 7. Confusion matrix.

Table 6. Summary of error analysis.

Error Type Count Observed pattern

Benign JavaScript/HTML snippets, technical queries containing
False Positives 19 <, >, script, event-handler-like strings, or special characters in
normal form submissions

Fal Heavily encoded payloads, short payloads with few lexical

alse

. 96  markers, DOM-based XSS requiring application context, or

Negatives .
uncommon obfuscation patterns

values with special characters. False negatives were mainly heavily encoded or
context-dependent XSS payloads whose malicious behavior depended on browser
or application execution context rather than obvious lexical markers. These errors
suggest that future improvements should combine payload-level detection with

contextual request and response analysis.

4.1. Ablation Study

An ablation study was also done to measure the effects of RoPE and Flash Atten-
tion on the detection of XSS injection. The baseline transformer (without RoPE
or Flash Attention) achieved 99.30% accuracy with an average training time 74.48
ms. Replacing the learned position embeddings with RoPE raised accuracy to
99.38%. Incorporating Flash Attention reduced the average training time to 50.34
ms and lowered peak GPU memory usage on an NVIDIA A100 from 12.4 GB to
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8.7 GB (-30%). Table 7 gives a summary of the results of the ablation study. When
combined, RoPE and Flash Attention delivered both accuracy and efficiency. In-
corporating RoPE enhanced contextual understanding of HTTP payloads, and

Flash Attention delivered speed and memory gains.

Table 7. Summary of results of ablation study.

Flash  Accuracy Peak GPU Peak GPU

Model Variant RoPE Attention (%) Time (ms) Memory
Baseline Transformer X 99.27 74.48 12.4
+RoPE v X 99.38 74.48 12.4
+Flash Attention X 4 99.27 50.34 8.7
RoPE + Flash Attention v v 99.38 50.34 8.7

Timing metric and inference latency: The timing values in the ablation study
report the average training step time per batch, measured in milliseconds on an
NVIDIA A100 GPU with a batch size of 32. The reported reduction from 74.48
ms to 50.34 ms therefore reflects training-step acceleration rather than end-to-
end inference latency.

Model-only inference latency was also measured under the same hardware setup
using batch size 1 to approximate single-request deployment behavior. These la-
tency values represent model-only GPU inference after preprocessing and tokeni-
zation, end-to-end deployment latency may be higher due to decoding, tokeniza-
tion, data transfer, and application-level overhead. Table 8 summarizes the la-

tency values.

Table 8. Summary of inference latency values (model-only).

Model variant Batch size ~ Mean (ms) P95 (ms) Hardware
baseline Transformer 1 6.40 8.32 NVIDIA A100
+ RoPE 1 7.10 8.65 NVIDIA A100
+ Flash Attention 1 4.76 5.91 NVIDIA A100
RoPE + Flash Attention 1 4.98 6.18 NVIDIA A100

4.2. Comparison with a Baseline Classifier

To evaluate the relative performance gain of our architecture, we implemented a
Random Forest (RF) classifier as a baseline on the same dataset. Random Forest
is a widely used ensemble learning method in Machine Learning due to its ability
to handle data of high dimensions. For this baseline, payloads were vectorized
using TF-IDF (Term Frequency-Inverse Document Frequency) with character-
level n-grams (n = 3 to 5). The RF model was configured with 100 trees and a
maximum depth of 20 to ensure a competitive baseline. This comparison justifies

the use of our approach which is more complex than classical ML solutions. Clas-
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sical models such as Random Forest rely largely on statistical frequency features,
whereas Transformers employ self-attention to capture semantic relationships
and sequential structure within payloads. This enables improved detection of ad-
vanced, non-repetitive obfuscation patterns that typically bypass frequency-based
classifiers. Table 9 shows the comparison between Random Forest and our ap-

proach.

Table 9. Comparison with baseline classifier.

Model Accuracy Precision Recall F1-Score
Random Forest 96.42 0.958 0.961 0.959
Transformer 99.38 0.994 0.994 0.994

5. Conclusion and Future Work

An optimized Transformer-based approach was presented in paper for the detec-
tion of Cross-Site Scripting (XSS) attacks. By integrating Rotary Positional Em-
beddings (RoPE) and Flash Attention, we achieved an accuracy of 99.38% while
reducing the computational overhead. Our use of a multi-source dataset, includ-
ing live network captures, prepares the model to be resilient against real-world,
obfuscated payloads and ready for high-throughput network environments.
While this study focuses on the detection of XSS, we identify two primary di-
rections for future research. The first one is to expand the model dataset to detect
other common injection vulnerabilities highlighted in the OWASP Top 10, spe-
cifically SQL Injection (SQLi) and Command Injection. Thes second one is to ex-
plore the use autonomous mitigation via Agentic AL Our future research will fo-
cus on integrating this detection engine into an Agentic Al framework such that
once an attack is identified with high confidence, an autonomous agent will be
triggered to perform real-time mitigation tasks. This includes dynamically updating
firewall policies, isolating compromised sessions, and performing automated root-
cause analysis. Such a system would reduce the time to remediate from minutes to

milliseconds, moving toward a fully self-healing web security architecture.
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