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Abstract

Background: Federated Learning has emerged as a distributed machine learn-
ing paradigm that enables entities to collaboratively train artificial intelligence
models without directly sharing client raw data. Federated learning enhances
privacy, security, and regulatory compliance while still enabling the develop-
ment of a robust, accurate, aggregated global model. Despite successes of fed-
erated learning architecture in improving the integrity, confidentiality, and
availability of data between communicating entities, the model faces privacy
and security challenges that hinder its widespread adoption and effectiveness
in real-world applications. The systematic review aims to explore federated
learning architecture that have been applied to train AI models without direct
sharing of client raw data, discuss how these models have been applied in
training Al to provide privacy and accountability as well as long-term elimi-
nation planning, and address the methodological strengths, limitations, and
challenges in implementing them, and policy and strategic implications. Meth-
ods: The study presents a systematic review of federated learning architectures
to investigate privacy challenges in the federated learning architecture, with a
focus on the strengths, weaknesses, and practical applications of different ap-
proaches. Following PRISMA 2020 guidelines, Literature screening was done
on sixteen databases (Google Scholar, Semantic Scholar, PubMed, Springer
Nature, Research Gate, ScienceDirect, IEEE, Scilit, ACM digital library, Wiley
online library, SciSpace, National foundation (.gov), HAL open science data-
base, open Ukrainian citation index, open review, Iniria, and nature.com)
since their inception upto march 2026. Eligible articles were screened, and
data extracted from the articles, architecture type analysed, and trust chal-
lenges. Results: Following systematic screening, 208 studies met the inclusion
criteria. The most prevalent architectures were privacy-focused architectures.
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From the analysis results, the study found that limited fairness, scalability, and
transparency are the major gaps in the existing literature that need to be ad-
dressed in future studies. Conclusion: The study concludes that future feder-
ated learning architectures should be tailored to address fairness, scalability,
and transparency, which will be critical in achieving effective privacy in com-
puter systems, thereby improving client confidence.
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1. Introduction

Federated Learning has emerged as a distributed machine learning paradigm that
allows entities to collaboratively train artificial intelligence models without direct
sharing of client raw data [1]. This is achieved by keeping data localized on user
devices. Federated learning enhance privacy, security, and regulatory compliance
while still allowing development of robust and accurate aggregated global model,
this decentralization of has increasingly gain popularity in critical sectors: healthcare,
finance, education, Internet of Things (IoT), edge computing, environment mon-
itoring, emergency systems, transport infrastructure management, material sci-
ence, and smart systems, where data integrity, confidentiality, and availability are
of major concerns [2].

Despite many successes of federated learning architecture in improving integ-
rity, confidentiality, and availability of data between communicating entities, the
model still experiences several privacy and security challenges that hinder its
widespread use, adoption, and effectiveness in real-life applications. These privacy
and security challenges have been found to include communication overhead due
to frequent model updates, statistical heterogeneity arising from non-independent
and identically distributed data, limited transparency and explainability of the
learned model, fairness among clients, and vulnerability to attacks [3], addition-
ally, scalability, trustworthiness, struggler effect, and coordination among distrib-
uted participants remains a significant drawback in the model. These trust chal-
lenges affect the performance and reliability of the model and data utility, there-
fore impacting the effectiveness of privacy-preserving learning. The trust chal-
lenges that have been observed in the standard federated learning architecture
have led to the growing need for the development of a privacy-preserving feder-
ated learning architecture that ensures transparency and scalability. In this study,
privacy was defined as protection of raw client data and model updates from un-
authorized inference and or reconstruction, security was defined as resilience of
the training and aggregation process against poisoning, backdoor, and inference
attacks, and trust was defined as the distribution of accountability, auditability,

and verifiability across participants, reducing reliance on any single party. The
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study analysed articles that have carried out the implementation of federated
learning architecture for privacy preservation and security to identify the existing
gaps, trust challenges and innovations that are needed to improve performance of
the architecture and reduce bias, improve transparency, accountability, scalability,

and fairness to meet key principles of privacy in federated learning environment.

2. Methods
2.1. Study Design

A comprehensive systematic search was conducted across sixteen peer-reviewed
databases: Google Scholar, Semantic Scholar, PubMed, Springer Nature, research
gate, ScienceDirect, IEEE, Scilit, ACM digital library, Wiley online library, SciSpace,
National foundation (.gov), HAL open science database, open Ukrainian citation
index, open review, Iniria, and nature.com from inception to March 2026. The
review process adhered to the PRISMA 2020 guidelines [4] for systematic reviews
and meta-analyses. The research questions that were used to guide this study re-
view were: 1) What privacy-preservation, security, and trust mechanisms for fed-
erated learning architectures have been proposed, and threats being addressed? 2)
What methodological strengths, limitations, implementation challenges, and pol-

icy implications have been reported for each mechanism category?

2.2. Search Strategy

Sixteen scientific databases were searched for suitable studies using search terms
“federated learning, privacy in federated learning”, “security in federated learn-
ing” and “challenge”, search results was restricted to title, abstract, and affiliation
fields while using the corresponding search terms. The results obtained from the
search for the terms and corresponding keywords were merged using ‘OR’, and
the combined results were further combined using a Boolean operator ‘AND’ as
shown in Table 1. The results obtained from the search were imported into Zotero

software for duplicate removal and screening.

Table 1. Search concept groups and terms.

No. Concept Group Search Terms (combined using OR)
1 Core technology Federated learning OR FL
. Privacy OR Privacy-preserving OR Data confidentiality OR
2 Privacy . . .
Differential privacy
3 Securit Security OR Adversarial attack OR Poisoning attack OR Backdoor
it attack OR Gradient leakage OR Model inversion
4 Trust Trust OR Trustworthy OR Blockchain OR Decentralized trust
. OR Auditability
5 Fairness Fairness OR Bias OR Equitable aggregation

Scalability OR Cross-device OR Resource-constrained OR

6 Scalabilit
Y Communication overhead

7 Transparency Transparency OR Explainability OR Accountability
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And the complete Boolean search string that was applied is “Federated learning
OR FL” AND “ Privacy OR Privacy-preserving OR Data confidentiality OR Dif-
ferential privacy OR Security OR Adversarial attack OR Poisoning attack OR
Backdoor attack OR Gradient leakage OR Model inversion OR Trust OR Trust-
worthy OR Blockchain OR Decentralized trust OR Auditability OR Fairness OR
Bias OR Equitable aggregation OR Scalability OR Cross-device OR Resource-con-
strained OR Communication overhead Transparency OR Explainability OR Ac-
countability”.

Table 2 describes the inclusion and exclusion criteria that were used to filter
out records that did not fit within the predetermined inclusion and exclusion cri-

teria at this stage.

Table 2. Inclusion and exclusion criteria.

Papers reporting an explicit threat model or
adversarial setting (such as honest-but-curious
server, malicious client, external eavesdropper)

Inclusion Criteria Exclusion Criteria
Published after January 2015 Published before January 2015
Papers proposing or evaluating a mechanism
addressing privacy, security, or trust in federated Papers not addressing privacy,
learning (including fairness, scalability, or security, or trust in federated learning

transparency as a stated design goal)

Papers with no stated threat model
or adversarial assumption

tudi blished in 1 th
Papers published in English Studies published in languages other

than English
Scientific peer-reviewed publication Systematic reviews, meta-analyses,
(Journal or Conference paper) editorials, and non-peer-reviewed preprints

2.3. Quality Evaluation

The quality of methodology of studies included was assessed, and the evaluation
concentrated on major points of model development and reporting, such as the
clarity of the problem and modelling objective, outcomes, transparency in model
construct and modelling parameter, connection with prior federated learning ar-
chitecture studies, sensitivity analysis, and trust challenges associated with feder-
ated learning architecture. There was also an evaluation of additional issues, in-
cluding parameter specification and model transparency. The methodological
quality of each parameter included in the study was appraised using a structured
five-item rubric derived from the evaluation criteria applied throughout this re-
view (Table 3). Each item was scored as 0-absent, 1-partially addressed, and 2-
fully addressed, yielding a score of 10 per study.

Extracted data were cross-checked by a second reviewer for a random 20% sam-
ple of included studies to verify extraction accuracy; discrepancies were resolved
by reference to the source text. The methodological quality of each included study
was appraised using a structured five-item rubric derived from the evaluation cri-

teria applied throughout this review (Table 4). Each item was scored 0 (absent), 1
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(partially addressed), or 2 (fully addressed), yielding a total possible score of 10
per study.

Table 3. Data extraction fields.

No. Field Description

o Author (s), year, and reference number as used in
1 Citation/reference ID . .
this review

Healthcare, finance, IoT, edge computing,

2 Application domain
general-purpose

Primary mechanism Cryptographic/Differential privacy/Blockchain-based/
category Attack-and-defines/Architectural-governance
Honest-but-curious server, malicious adversary,

4 Trust model assumed .
or not specified.

5 Threat actor (s) Server, client, external eavesdropper,
considered colluding server-client
6 Granularity of protection Sample-level, client-level, or update-level
Privacy/security Model poisoning, gradient leakage, model
mechanisms addressed, inversion, and reconstruction attack
3 Evaluation metric (s) Model accuracy, privacy budget (¢, J),
reported communication cost, and latency
Benchmark dataset, real-world dataset,
9 Dataset (s) used . .
or simulated/synthetic data
10 Reported strengths As stated by the original authors
11  Reported limitations As stated by the original authors
12 Quality appraisal score Score assigned using the rubric in Table 4

Table 4. Quality appraisal rubric.

Criterion 0-Absent 1-Partial 2-Fully Addressed

Problem and modelling

objective clarity Not stated Implied but not explicit Explicitly stated
. Partially Fully quantified with defined
Outcome/results reporting Not reported . .
quantified metrics

Model and t Fully disclosed (pri budget,
ocelan@ parameter ot disclosed Partially disclosed (architecture only) ully disclosed (privacy budge

transparency architecture, dataset all reported)

Explicit (adversary type and

Threat model specification Not stated Vague (“adversary” undefined)
actor named)

. . . Explicit comparative discussion of
Comparison with prior . ) . ) N )
. Absent Cited without direct comparison strengths/limitations relative to

federated learning work .
prior work

2.4. Model Grouping and Evaluation Framework

In order to provide a systematic synthesis of federated learning architecture, we
classified the studies that were included based on the main aim of the research.

All of the eligible modelling studies were found in the process of full-text screen-
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ing. Within each model, we identified and compared the essential characteristics
of all the included models.

3. Results
3.1. Study Selection

A total of 395 articles were identified from the search. 30 duplicates were removed,
which led to 365 articles being screened by title and abstract, with 145 articles
selected for full-text evaluation. For final analysis, 73 articles [1]-[3], [5]-[74] were
included in the final analysis (Figure 1). The number of full-text articles that were
rejected after careful screening was 64. This comprised of studies that were not
analysing privacy preservation (n = 20), reviews (n = 29), and those that did not
include attacks (n = 15).

| Identification of studies via databases and registers |

Records were identified from follow-
ing sources

Google Scholar (n= 81), Semantic
Scholar (n= 32), PubMed (n= 31),
Springer Nature (n= 23), research
gate (n= 42), sciencedirect (n= 14),
IEEE (n= 5), Scilit (n=8), ACM
gigital library (n= 11), Wiley online
library (n= 14), SciSpace (n= 10),
National foundation (.gov) (n= 23),
HAL open science database (n= 18),
open Ukrainian citation index (n=
33), open review (n= 22), Iniria (n=
13), nature.com (n= 15)

Records removed before screening:
> Duplicate records removed (n =

30)

=
=]
-2
]
(3]
B=)
2
=
<
<
=

Records screened for title and ab- Records excluded after title and ab-
stract. »| stract screening.

(n = 365) (n = 200)

Records sought for retrieval Records not retrieved
(n = 165) 7| (n=20)

Screening

Records excluded:

Records assessed for eligibility Not privacy preservation (n = 20)
 —

(n = 145) Reviews (n = 29)

Does not include attacks (n = 15)

Studies included in review

Google Scholar (n= 17), Semantic
Scholar (n= 7), PubMed (n= 6),
Springer Nature (n=9), research
gate (n= 4), sciencedirect (n=5),
IEEE (n= 3), Scilit (n=4), ACM
gigital library (n= 3), Wiley online
library (n= 6), SciSpace (n= 2),
National foundation (.gov) (n= 2),
HAL open science database (n= 1),
open Ukrainian citation index (n=

Included

2), open review (n= 3), Iniria (n=
2), nature.com (n=5)

Figure 1. Summary of systematic screening of identified articles.
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3.2. Classification of Privacy-Preserving Models in Federated
Learning Architecture

3.2.1. Model Grouping and Evaluation Framework

To provide a systematic synthesis of the mechanisms that address privacy-pre-

serving, security, and trust in federated learning architectures, the studies re-

viewed were classified according to the primary mechanism used to protect data

confidentiality, resist adversarial manipulation, or distributed accountability across

the federated learning lifecycle (local training, communication, and aggregation).

All eligible studies identified were grouped into five broad categories based on the

dominant privacy-preservation strategy employed.

1) Cryptographic privacy-preserving models which rely on secure multiparty
computation, homomorphic encryption, or Zero-Knowledge Proofs (ZKPs) to
mathematically guarantee that raw data or gradients are never exposed in plaintext
to the aggregator or other participants.

2) Perturbation-based architectures (Differential Privacy, DP) which inject cal-
ibrated statistical noise into gradients, model updates, or aggregated outputs to
bound the privacy loss of any individual participant’s data.

3) Blockchain-based decentralized trust models which remove or minimize re-
liance on a central aggregator by distributing trust, auditability, and incentive
management across a distributed ledger.

4) Attack-and-defence models which characterize the Privacy and security
threat surface of federated learning (inference attacks, model inversion, poi-
soning, backdoors) and propose corresponding robust-aggregation or detec-
tion mechanisms.

5) Architectural and governance frameworks which address privacy holistically
at the level of system design reference architectures, fairness and accountability
layers, and healthcare/IoT-specific deployment patterns rather than through a
single cryptographic or statistical mechanism.

Within each category, the essential characteristics of the included models were
compared using the following evaluation criteria.

1) Model structure and assumptions covering trust model assumed (honest-
but-curious vs malicious adversary), the threat actors considered (server, client,
external eavesdropper), and the granularity of protection (sample-level, client-
level, or update-level privacy).

2) Privacy mechanism address: model poisoning, gradient leakages, and inver-
sion, and reconstruction attacks.

3) Strengths and limitations examined in terms of computational and commu-
nication overhead, scalability to cross-device settings, utility-privacy trade-off,
and resistance to adaptive adversaries.

4) Comparative advantages—identifying what differentiates each model from
others within or across categories.

5) Contextual use cases suggesting the settings in which each model type is most

applicable, such as cross-silo healthcare consortia, cross-device mobile networks,
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or IoT edge environments.

3.2.2. Cryptographic Privacy-Preserving Models

Cryptographic approaches form substantial portion of the analysed literature,
which reflect the emphasis on provable, rather than merely empirical privacy
guarantees. Secure multiparty computation allows multiple clients to jointly com-
pute an aggregate model update without any single party learning the others’ raw
contributions. Work in this vein has been applied specifically to sensitive do-
mains, including financial applications, where SMC has been combined with dif-
ferential privacy to satisfy regulatory confidentiality requirements [5], and histo-
pathology imaging, where cluster-based SMC has been used to protect diagnostic
data shared across hospitals [6]. Extensive investigations have indicated that fed-
erated learning architecture is fundamentally multiparty computation problem,
arguing that many aggregation protocols can be understood as specialized in-
stances of general SMC theory [7]; other work has systematically catalogued the
safeguards needed to secure the federated learning framework as a whole [8].

Homomorphic Encryption (HE) extends this guarantee by allowing the aggre-
gator to perform arithmetic operations (summation of gradients) directly on en-
crypted ciphertexts, so that the server never has access to any client’s update in
plaintext. Systems such as FedML-HE have demonstrated that HE-based aggrega-
tion can be efficient enough for practical deployment [9]. At the same time, other
studies have proposed multiparty homomorphic encryption schemes tailored for
secure aggregation in federated learning [10] and have surveyed HE is broader
contributions to privacy-preserving healthcare analytics [11]. HE has also been
extended beyond conventional deep networks to spiking neural network architec-
tures, indicating the mechanism’s generalizability across model families [12]. A
parallel line of work has applied simpler symmetric or asymmetric encryption
models directly to federated learning update transmission to secure communica-
tion channels against eavesdropping [13].

Zero-Knowledge proofs constitute the third cryptographic pillar, which enable
clients or server to prove that computation was performed honestly without re-
vealing data or model parameters. zk-SNARK-based frameworks have been pro-
posed to make blockchain-based FL verifiable end-to-end, ensuring that both
training and aggregation steps can be audited without compromising confidenti-
ality [14]-[16]. Related work has combined ZKPs with decentralized federated
learning to eliminate the need for a trusted central verifier [17] [18], and quan-
tum-resistant ZKP constructions have been explored for user authentication in
adjacent distributed-systems contexts [19].

Comparative Advantage

Cryptographic models offer strong privacy guarantees since they do not rely on
statistical assumptions about the adversary behaviour, their limitation is compu-
tational and communication overhead, which restricts their application in a re-
source-constrained, cross-device settings such as mobile phones or IoT sensors,

and confines most reported deployments to cross-setting scenarios with a small
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number of well-resourced institutional participants.

3.2.3. Differential Privacy

Differential Privacy has become the most widely adopted statistical framework for
bounding privacy loss in federated learning, owing to its composability and its
formal (¢, J)-guarantee that is independent of the adversary’s auxiliary knowledge.
Foundational work establishes an algorithmic and performance trade-offs of ap-
plying differential privacy directly to the federated learning training loop, showing
that carefully calibrated noise addition can preserve acceptable model utility while
providing rigorous privacy bounds [20]. Subsequent studies have extended these
foundations to secure, stateful aggregation protocols that combine differential pri-
vacy with cryptographic secure aggregation to reduce the amount of noise re-
quired for a given privacy budget [5], and have surveyed the wide variance in how
differential privacy has been operationalized across the federated learning litera-
ture, noting substantial inconsistency in reported privacy budgets and threat
models [21].

Several studies have examined differential privacy behaviour under real-world
deployment constraints. Mobility and client churn have been shown to affect the
achievable Privacy-utility trade-off in differentially private federated learning,
since intermittent client participation complicates privacy accounting across mul-
tiple communication rounds [22]. Hybrid approaches that integrate differential
privacy and lightweight cryptographic techniques have been suggested to be im-
plemented in cross-IoT platforms in order to balance confidentiality and limited
computational budget of edge devices [23]. Studies have also explored joint appli-
cation of differential privacy and secure aggregation “belt and braces” strategy to
defend simultaneously against curious servers and colluding clients [24]. Differ-
ential privacy has also been applied beyond the core federated learning literature
to public health data sharing more broadly, illustrating its transferability as a pri-
vacy accounting framework for epidemiological and health-system data releases
[25], and to location-based services, where geographic granularity introduces ad-
ditional re-identification risk beyond that of conventional tabular data [26].

Comparative Advantage

Differential privacy mechanisms are largely lightweight and can be placed on
top of standard Fed Avg aggregation pipeline with little architectural change, mak-
ing them attractive for cross-device federated learning at scale. Their central lim-
itation is the well-documented privacy-utility trade-off: strong privacy guarantees
(small €) tend to degrade model accuracy, particularly for non-IID client data dis-
tributions, and most of the reviewed studies do not specify how privacy budgets

should be tuned for realistic multi-round training regimes.

3.2.4. Blockchain-Based Decentralized Trust Architecture
A large and rapidly growing subset of the literature addresses privacy not through
a cryptographic primitive alone, but by redesigning the federated learning archi-

tecture to remove the single point of trust represented by a central aggregation
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server. Blockchain-based federated learning frameworks distribute the aggrega-
tion, auditing, and incentive functions across a distributed ledger to prevent uni-
lateral inspection by a party, tampering or withhold client contributions. System-
atic surveys have mapped this particular design for IoT deployments, and privacy
guarantees across architectures [27]. Comparative studies of blockchain against
centralized authentication architectures also suggest that blockchain-based de-
signs are advantageous where IoT devices cannot rely on a persistently available,
trusted third party [28].

Specific architectural contributions including committee consensus frame-
works reduce computational burden of a full-network validation as it preserve de-
centralized trust [29]; trustworthy federated learning architectures that combine
blockchain with reputation-based client selection to mitigate free-riding and ma-
licious participation [30]; and audit-oriented designs that use blockchain to pro-
vide transparent, tamper-evident logging of encrypted training data provenance
without revealing the data itself [31] [32]. Game-theoretic incentive mechanisms
layered on top of blockchain have also been proposed to align individual client
incentives with honest participation, addressing a privacy-adjacent concern: cli-
ents who anticipate no reputational or financial benefit have reduced incentive to
protect the integrity of their contributions [33].

Blockchain has additionally been combined with the cryptographic and pertur-
bation mechanisms discussed above to create hybrid, defence-in-depth systems:
examples include zk-SNARK-verified blockchain FL [14]-[18], blockchain-se-
cured federated learning explicitly designed to resist poisoning attacks (BPFL)
[34], and frameworks integrating adaptive differential privacy with blockchain
and dynamic masking specifically for Internet-of-Vehicles applications, which
also incorporate explainable AI (XAI) components to support auditability [35].
Domain-specific deployments include a blockchain-entangled FL architecture for
healthcare 5.0 systems [36] and blockchain-secured LSTM autoencoder models
for transaction-level anomaly detection [37].

Comparative Advantage

Blockchain-based models are distinctive in addressing trust distribution rather
than data confidentiality; therefore, they are valuable where the central-server
threat model is of primary concern and where auditability are regulatory require-
ments. Their limitation include: 1) consensus latency, and 2) storage overhead of
the ledger.

3.2.5. Attack-and-Defence Models

A substantial body of work approaches federated learning privacy not by propos-
ing a protective mechanism directly, but by characterizing the attack surface that
motivates such mechanisms, and by proposing corresponding defences. On the
attack side, studies have demonstrated that federated learning very design, which
requires clients to share gradients or model updates, creates channels for gradient
leakage and model inversion attacks that can reconstruct substantial information

about a client’s private training data [38] [39]. Backdoor attacks, in which a mali-
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cious client trains a submodel to embed a hidden trigger while evading server-side
anomaly detection, have been shown to succeed even under standard FedAvg ag-
gregation [40], and refined evasion variants of such attacks continue to be docu-
mented [41]. Data poisoning attacks that corrupt the training process by injecting
mislabelled or adversarial perturbed samples have similarly been catalogued and
benchmarked [42]. Attacks that specifically defeat secure aggregation protocols
by exploiting model inconsistency between rounds illustrate that cryptographic
protection of the aggregation channel does not, by itself, guarantee input privacy
if the aggregation protocol’s assumptions are violated [43] [44].

Robust-aggregation method has been proposed to detect and down weight
anomalous and Byzantine client updates, thereby limiting the impact of poisoning
and backdoor attacks without requiring a fully cryptographic pipeline [45] [46].
Provable defence frameworks such as FLIP explicitly target backdoor mitigation
with formal guarantees rather than purely heuristic anomaly detection [47]. Com-
prehensive surveys have organized this attack-defence literature into structured
taxonomies covering the full federated learning pipeline from data collection,
through local training, to aggregation, and have highlighted persistent gaps be-
tween attacks demonstrated in controlled experimental settings and the assump-
tions realistic federated learning deployments can satisfy [48]-[53]. A recurring
critique in this sub-literature is that many published attacks and defences rely on
idealized assumptions (full visibility into the global model, a fixed, known number
of malicious clients) that may not transfer to production-scale, cross-device FL
systems [51].

Related, though conceptually adjacent, is a smaller set of studies that address
fairness and bias as privacy-relevant concerns, since biased aggregation can itself
leak information about which client populations are under- or over-represented
in the global model. Fairness-aware aggregation methods based on core-stability
concepts [54] and multi-gradient descent with fairness guidance (FedMDFG) [55]
have been proposed alongside broader surveys of bias and fairness in machine
learning that contextualize these FL-specific contributions within the wider algo-
rithmic fairness literature [56]-[58]. Techniques for mitigating bias directly dur-
ing federated aggregation have also been proposed as a complementary safeguard
alongside privacy-preserving mechanisms [59].

Comparative Advantage

This category is unique in that its primary contribution is diagnostic rather than
protective. It defines the threat models that the other four categories of models are
designed to counter. Its main limitation, noted consistently across the surveyed
literature, is a persistent gap between attack sophistication (which continues to
escalate, such as refined backdoor evasion [41]) and the generalizability of de-

fence.

3.3. Architectural and Governance Frameworks

Final category included studies that address federated learning privacy holistically
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at the system architecture level, rather than through a discrete cryptographic, sta-
tistical, or ledger-based mechanism. Reference architecture articles have sug-
gested structured taxonomies of architectural patterns for federated learning sys-
tems, incorporating privacy, security, and communication efficiency as design di-
mensions not as after-the-fact additions [60] [61]. Decentralized federated learn-
ing research have documented a shift from single-server aggregation to peer-to-
peer and gossip-based topologies, arguing that decentralization itself constitutes a
privacy-enhancing design choice by removing the aggregator as a single point of
data exposure [1] [62] [63]. Scalable, fault-tolerant, and decentralized architec-
tures have been proposed to provide and maintain privacy guarantees under node
churn and partial network failures [64], and general-purpose federated learning
platforms such as FED have been engineered to make privacy-preserving deploy-
ment configurations more accessible to non-specialist adopters [65].

Domain-specific governance frameworks are especially prominent in healthcare,
reflecting the sector’s stringent regulatory requirements. Studies have scoped the
intersection of federated learning, privacy-enhancing technologies, and data pro-
tection law in medical research [66], examined FL’s suitability for handling pri-
vacy-sensitive medical data more broadly [67], and reviewed clinical applications
and technical architectures for healthcare federated learning specifically [68].
Neuroimaging-specific architectures have been developed to secure multi-site
brain-imaging consortia [69], and privacy-preserving FL has been applied to ac-
celerate Al adoption in internet-of-medical-things (IoMT) environments [70].
Reviews of privacy preservation for federated learning in healthcare argue that
architectural and regulatory alignment over single technical mechanism is bind-
ing constraint adoption [71]. Some studies have addressed specific challenge of
anonymizing healthcare data prior to its use in federated learning pipelines, treat-
ing anonymization as architectural pre-processing layer rather than a training-
time mechanism [72] [73].

Comparative Advantage

The architectural and governance frameworks are the only category that clearly
address organizational and regulatory constraints alongside technical privacy
mechanisms. Their limitation is frequent descriptive/taxonomic rather than pre-
scriptive, offering design guidance over deployable protocols, and their practical
impact depends heavily on faithful the implementers are in translating architec-

tural recommendations into working systems.

3.4. Strengths of Existing Architectures

Across all five set of categories, the analysis results demonstrated a rich, comple-
mentary toolkit for addressing privacy in federated learning at various points in
the training pipeline. Cryptographic models offer the strongest formal guarantees
against both honest but curious and malicious adversaries; Differential privacy
models offer lightweight, composable privacy accounting well suited to large scale

cross device deployment; blockchain based models address the structural risk
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posed by a single trusted aggregator; attack and defence studies provide the em-
pirical grounding needed to prioritize which threats matter most in practice; and
architectural frameworks connect these technical mechanisms to the regulatory
and organizational realities of deployment domains such as healthcare and IoT.
Several studies further demonstrate that these mechanisms are not mutually ex-
clusive: Differential privacy has been combined with secure aggregation [5] [24],
and blockchain has been combined with ZKPs [14]-[17] and with adaptive differ-
ential privacy and masking [35], suggesting that defence-in-depth approaches are
both feasible and increasingly common.

3.5. Limitations of Current Architectures

Despite these strengths, several limitations recur throughout the literature. Strong
differential privacy guarantee reduces model accuracy, and small number of stud-
ies have provided practical guidance on selecting privacy budgets for realistic,
non-IID, multi-round federated learning settings [20]. While cryptographic mod-
els offer strong guarantees, they impose computational and communication over-
heads which prohibits smooth cross-device and resource-constrained deploy-
ments, effectively restricting their practical use to well-resourced cross-silo con-
sortia [9] [10]. Blockchain-based federated learning models provide consensus la-
tency and ledger storage overhead, and, as noted above, typically require a com-
plementary content-protection mechanism, since they secure the aggregation pro-
cess rather than the substance of client updates. Attack and defence studies are
frequently validated against narrow, idealized threat models and single attacks,
limiting confidence that reported defences generalize to adaptive real-world ad-
versaries [51]. Despite the architectural and governance frameworks providing
valuable connections to technical and regulatory considerations, they are often
descriptive rather than prescriptive, providing implementers with no concrete

benchmarked configurations.

3.6. Application and Use Case

The literature demonstrated several converging applications of privacy-preserv-
ing federated learning architecture. Cryptographic and differential privacy mech-
anisms in healthcare have been combined with governance frameworks to support
multi-institutional model training without centralizing patient data [66]-[69]
[71]. Lightweight hybrid differential privacy-cryptographic schemes and block-
chain-secured architectures in IoT and edge environments have been proposed to
accommodate constrained device resources while still providing auditable privacy
guarantees [23] [27] [35]. Secure multiparty computation and differential privacy
have been jointly deployed in finance to satisfy regulatory confidentiality require-
ments while enabling cross-institutional fraud detection and risk modelling [5]
[74]. Across all domains, attack-and-defence studies play a cross-cutting diagnos-
tic role, informing which other mechanisms are prioritized for a given deploy-

ment’s threat model.
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3.7. Cross-Cutting Themes and Practical Implications

Several themes recur across the five architecture categories: “no single mechanism
has achieved strong formal privacy guarantees and low computational overhead
at the same time” the literature consistently frames privacy-preserving federated
learning design as a trade-off space rather than a solved problem, with crypto-
graphic models trading efficiency for guarantee strength, and differential privacy
models trading accuracy for guarantee strength. “Trust-model assumptions are
frequently under-specified” many studies do not clearly distinguish between hon-
est but curious and actively malicious adversary models, which complicates com-
parison across proposed mechanisms and across the surveyed categories. “Collu-
sion between the server and a subset of clients remains inadequately addressed”
in a large share of the reviewed cryptographic and differential privacy literature,
even though this threat model is increasingly recognized as realistic in cross-silo
deployments with commercial competitors as co-participants. Auditability and
non-repudiation, ability to verify, after the fact, that a training round was con-
ducted correctly and privately, emerge as a distinct requirement that neither dif-
ferential privacy nor conventional cryptographic aggregation fully satisfies on its
own, motivating the growing integration of blockchain and ZKP-based verifica-
tion alongside these mechanisms [14]-[18]. Fifth, “regulatory alignment”, partic-
ularly in healthcare and financial domains, is treated as a binding constraint on
adoption, independent of technical maturity, reinforcing the role of architectural
and governance frameworks as a necessary complement to the four more techni-
cally defined categories [66] [71].

A further cross-cutting weakness, echoed across the attack-and-defence litera-
ture, is that privacy evaluation in federated learning research is rarely adversarial
in the way real deployments require, most reported defences are validated against
the specific attack used to motivate the paper, rather than against an adaptive ad-
versary aware of the defence mechanism itself [51]. This mirrors a broader meth-
odological gap in which formal privacy guarantees (e-DP bounds, cryptographic
security proofs) are not always matched by empirical red-team evaluation of the

deployed system as a whole.

3.8. Comparative Advantages of Different Architecture
Approaches

The five categories of privacy-preserving federated learning architecture reviewed
here serve complementary rather than competing roles in securing the federated
learning pipeline. Cryptographic architectures (SMC, HE, ZKPs) form the strong-
est layer of protection against a curious or malicious aggregator, and are appro-
priate where regulatory or contractual requirements demand provable, rather
than probabilistic, privacy guarantees such as in cross-institutional healthcare or
financial consortia with a small number of high-value participants [5] [9]-[11].
Differential privacy models offer a lightweight composable mechanism that is well

suited to a large-scale cross-device federated learning, where cryptographic over-
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head is prohibitive. However, their guarantees come at the cost of model utility,
and their practical calibration remains an open challenge [20] [21]. Blockchain-
based models help in addressing structurally different concern: eliminating a sin-
gle trusted aggregator. They are most valuable where auditability, non-repudia-
tion, or incentive alignment across mutually distrusting organizations is the pri-
mary requirement, rather than the confidentiality of any individual update in iso-
lation [27] [30]. Attack-and-defence models do not, in themselves, constitute a
deployable privacy mechanism. However, they determine which of the other three
technical categories should be prioritized for a given threat model, and their find-
ings increasingly motivate hybrid, defence-in-depth architectures that combine,
for instance, DP with secure aggregation, or blockchain with ZKPs [5] [24] [35].
Architectural and governance frameworks provide organizational framework
translating technical guarantees into regulatory compliant, auditable systems, par-
ticularly in healthcare domain where legal and technical requirements are tightly
coupled [66] [68] [71].

Theretofore the is no single modelling category implemented individually can
address full range of federated privacy risks. An integrative combination of cryp-
tographic or differential privacy protection of update content, blockchain-based
distribution of aggregation trust, attack-informed robust-aggregation defences,
and governance frameworks aligned with domain-specific regulation offers a more
complete and context-specific platform for privacy-preserving federated learning

deployment than any individual mechanism reviewed in isolation.

3.9. Contextual Application of the Architectures

The applicability of each of the privacy-preserving architecture category depends
on deployment context, sensitivity and regulatory status of data involved, resource
constraints of participating clients, and trust relationship between participants
and the aggregator.

Cryptographic models are informative in cross-platform settings with a small
number of well-resourced institutional participants for instance hospitals, banks,
and research consortia, where computational overhead of SMC, HE, or ZKPs is
affordable and where formal, auditable privacy guarantees are a contractual or
regulatory necessity [5] [9] [10].

Differential privacy models are suited to cross-device with large numbers of re-
source-constrained clients which include mobile phones and IoT devices, where
lightweight noise injection can be layered on top of standard FedAvg-style aggre-
gation without prohibitive overhead. However, careful privacy-budget tuning is
required to preserve model utility under non-IID data [20] [22] [23].

Blockchain-based models are most applicable where no single participant is
willing to act as, or be trusted as, a central aggregator, for example, in multi-or-
ganizational IoT consortia or competitive commercial settings, and where audita-
bility of the training process is itself a requirement, independent of the confiden-
tiality of any single update [27] [30] [36].
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Attack-and-defence models are most valuable during the threat-modelling and
risk-assessment phase of federated learning system design, informing which com-
bination of the other three technical categories should be deployed for a given
adversarial context, and are particularly critical in high-stakes domains where poi-
soning or backdoor attacks could have safety-critical consequences [40] [42] [45]
[47].

Architectural and governance frameworks are most applicable in regulated do-
mains, principally healthcare and finance, where technical privacy mechanisms
must be embedded within a broader compliance and consent-management struc-
ture, and where the interoperability of multiple institutions’ data governance pol-

icies is itself a design constraint [66] [68] [71].

4. Discussion

The classification aggregates the privacy, security, and trust mechanisms that has
been used in federated learning architectures into five categories: 1) cryptographic
models, 2) differential privacy models, 3) blockchain-based decentralized trust
models, 4) attack-and-defence models, and 5) architectural and governance
frameworks, each addressing distinct layer of the privacy, security, and trust chal-
lenge inherent to distributed model training. This grouping mirrors the broader
observation in the federated learning literature that no single technique fully re-
solves the tension between data utility, communication and computation cost, and
formal privacy guarantees; rather, the reviewed studies suggest that privacy in fed-
erated learning is best understood as a layered, defence-in-depth problem rather
than one solvable through a single mechanism.

Cryptographic approaches that are provable guarantee are required and com-
putational resources permit in healthcare and financial applications [5] [9]-[11].
Differential privacy dominates when scalability to large client populations is par-
amount, at the cost of a well-documented, only partially resolved utility trade-off
[20]. Blockchain-based architectures have emerged as a response to a structurally
distinct concern, the risk posed by a single trusted aggregator, and increasingly
serve as a substrate on which cryptographic and differential privacy mechanisms
are layered to provide end-to-end verifiable privacy [14]-[18] [35]. The attack-
and-defence literature serves as the field’s risk-assessment layer, continually re-
vealing new leakage channels (gradient inversion, backdoor evasion, secure-ag-
gregation defeating attacks) that motivate revisions to the other three categories
[41] [43] [44] [51]. Architectural and governance frameworks are indispensable
in translating technical mechanisms into deployable, systems compliant to regu-
lations, especially in healthcare where legal restriction on access to patient data
are significant a barrier to adoption [66] [68] [71].

Gaps observed during classification process warrant serious attention in future
research. These include: the trade-off between privacy guarantee strength and
computational overhead, and differentiated privacy alone cannot suffice against a

determined adversary, secondly, the collusion between the aggregating server and
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a subset of malicious clients is inadequately modelled across many of the reviewed
literature, despite its relevance. Third, evaluation of the proposed defences against
adaptive, defence-aware adversaries rather than the static, single-variant attacks
remains rare, limiting confidence in real-world robustness, and lastly, the integra-
tion of privacy-preserving mechanisms with governance and regulatory frame-
works, rather than treating them as an afterthought to a purely technical solution,
is likely to be decisive in determining whether privacy-preserving federated learn-
ing architectures move from experimental prototypes to operational deployment
at scale. The classification therefore indicates that future research should consider
implementation of hybrid designs combining cryptographic and deferential pri-

vacy with blockchain-based.

5. Conclusion

This systematic review demonstrates how a federated learning architecture for
privacy preservation relies on both strict methodology and practical applications.
The review offers researchers and policy-makers a clear framework for assessing
modelling techniques in the context of their question. A federated learning archi-
tecture should consider scalability, fairness, and transparency in its implementa-
tion to ensure robustness and enhance privacy. Federated learning architecture
remains the most widely used methods for enhancing privacy and offer the benefit
of handling uncertainty. While modelling has advanced, more precise work is
needed to meet evolving requirements. Privacy-preservation architectures should
consider addressing scalability, fairness, and transparency in future develop-
ments, thereby strengthening federated learning architecture, improving privacy

and accountability.
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