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Abstract 
An organization that combines a testing laboratory and a product certification 
body must rank risks of different nature in one register. In earlier work, the 
author proposed a weighted risk priority index and showed by Monte Carlo 
simulation that its ranking is more sensitive to errors in expert probability and 
consequence scores than to uncertainty in the weights. This perspective paper 
asks where artificial intelligence (AI) could reduce that score uncertainty with-
out replacing expert judgment. Three advisory functions are discussed: evi-
dence for probability and consequence scores drawn from nonconformity and 
audit records, early-warning signals from key performance indicator (KPI) 
trends, and mapping of changed requirements to risks. Conditions for use are 
formulated from the literature on AI in risk management, laboratory quality 
control and AI risk governance. A simulation on the author’s register of 19 
risks then quantifies how accurate score support would need to be: halving the 
nominal share of scores that are off by one point (from 0.10 to 0.05 per direc-
tion; realized shares are lower because scores are limited to 1 - 5) raised the 
mean rank correlation with the reference ranking from 0.88 to 0.94 and the 
retention of the four leading risks from 37% to 62%, and improving only the 
laboratory risks helped the leading risks less than improving the impartiality 
and management risks. A retrospective validation protocol with pre-specified 
acceptance criteria is proposed. No AI method was implemented; the simula-
tion does not evaluate any AI model, and the functions proposed are untested. 
The register, the random seed and the simulation script are given in the ap-
pendices. 
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1. Introduction 

Organizations that test products and certify them themselves face requirements 
of two different kinds. The adoption of ISO 9001 [1] is voluntary and defines a 
general quality management system. The requirements that apply specifically to 
accredited testing laboratories and to product certification bodies are ISO/IEC 
17025 [2] and ISO/IEC 17065 [3]; they set the conditions for accreditation, includ-
ing the treatment of risks and, for certification bodies, of impartiality. Each stand-
ard asks for risk-based thinking, the general risk management process is described 
in ISO 31000 [4], but the risks differ: business risks, risks to the validity of results 
and risks to impartiality. A single register therefore has to rank risks of different 
nature on one scale. The ICH Q9(R1) guideline [5] is a sector-specific document 
on quality risk management in the pharmaceutical industry; it does not govern 
testing and certification organizations in general. It is cited only because it states 
explicitly that subjectivity in risk assessment must be managed and minimized, a 
concern that applies equally to the scoring of risks in other sectors. 

In practice, a risk is still often scored as the product of ordinal probability and 
consequence scores. Such products have coarse resolution and make different 
risks look equal [6]. Weighting by risk type and process criticality moves part of 
the subjectivity from scores to weights [7]. In a recent robustness study of such a 
weighted index on a register of 19 risks [8], the author found that the ranking was 
stable under moderate disagreement about weights (mean Spearman correlation 
0.95 for ±20% weight deviation, against 0.45 for random weights), but was affected 
more by errors in the scores: when 20% of scores were shifted by one point, the 
correlation fell to 0.88. The study concluded that effort should be directed to the 
quality of the scores, for example, calibrated scales, independent assessors and 
data from the nonconformity log. The data came from one organization. 

This paper builds on that conclusion. Its question is narrow: where could AI 
support the production of better scores and earlier signals, under what conditions, 
and how should such support be validated before it is relied upon? The paper re-
ports no AI experiment. It adds one computation, a simulation on the author’s 
register that shows how accurate score support would have to be to change the 
ranking noticeably, followed by a validation protocol. The functions proposed are 
untested. 

2. Background 
2.1. AI in Risk Management 

A systematic review of 84 peer-reviewed articles on AI in construction project risk 
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management [9] found that machine learning is used mainly for predictive mod-
elling, natural language processing supports document and compliance risk, 
knowledge-based reasoning supports decisions, and optimization algorithms help 
allocate resources. The authors list data quality, model interpretability and work-
force skills as the main barriers to integration. The review concerns construction, 
not laboratories, but its barriers are generic, and they apply to the register dis-
cussed here, which is small (19 risks) and assembled by a single organization. 

2.2. AI in Laboratory Quality Control 

In laboratory practice, machine learning has been applied to patient-based real-
time quality control to detect analytical and preanalytical errors [10]. For profi-
ciency testing and method validation, a Python-based framework that uses ma-
chine learning for outlier detection and performance scoring has been presented 
to automate ISO 13528 and ISO 5725-2 procedures [11]. These works address 
measurement data, not management-system risks, but they show that statistical 
learning can be attached to existing quality procedures. For the risk side, the use 
of FMEA in an accredited testing laboratory has been described [12]; it relies on 
expert scoring and therefore on the uncertainty discussed above. 

2.3. Governance of AI Itself 

Using AI inside a management system creates its own risks. ISO/IEC 23894 [13] 
and the NIST AI Risk Management Framework [14] provide guidance on manag-
ing risks of AI systems. A technical report proposes a quality management system 
design for AI systems based on the EU Artificial Intelligence Act and a prototype 
of a risk management service [15]. Explainability of models is a recurring require-
ment and has been surveyed in [16]. For a laboratory, ISO/IEC 17025 [2] addi-
tionally requires control of data and information management, which includes 
validation of information systems. 

3. Baseline Risk Model 

The baseline is the weighted index R = P × C × Wt × Wp [7], where P and C are 
probability and consequence scores, Wt is the weight of the risk type and Wp the 
weight of the criticality of the process in which the risk arises. The register con-
tains laboratory technical risks, impartiality risks of the certification body and 
management risks. The index separates risks that the unweighted product P × C 
scores equally and, in the cited study, classified nine of 19 risks as high [8]. In the 
integrated system, the register is connected to corrective actions and to the KPIs 
of the system [17]. The baseline is deliberately kept unchanged here; AI would act 
on its inputs, not on its structure. 

4. Three Candidate Advisory Functions 

Figure 1 shows the proposed arrangement. In all three functions, the output is 
advisory: a human assessor decides the final scores and actions, and the AI output 
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is validated and logged. 
 

 

Figure 1. Proposed advisory use of AI in risk prioritization (conceptual; not implemented). 
 

Function A: evidence for probability and consequence scores. Probability and 
consequence scores are currently assigned by experts. A model trained on the or-
ganization’s nonconformity and audit records could show, for each risk, how of-
ten related events occurred and how serious they were, so that the assessor works 
with evidence and a documented range rather than an impression. This addresses 
directly the instability shown in [8]. It requires that records be coded to the same 
risk categories as the register; otherwise, the evidence cannot be linked to risks. 

Function B: early-warning signals from KPI trends. The KPI system of the in-
tegrated management system includes indicators that are calculated from process 
data (for example metrological traceability, report issue time and share of deci-
sions made on time). Anomaly detection on these time series, similar in idea to 
patient-based real-time quality control [10], could raise a signal before a quarterly 
or annual review. The signal would prompt a reassessment of the related risk; it 
would not change a score automatically. 

Function C: mapping of changed requirements to risks. The register of the stud-
ied organization contains a risk of nonconformity with accreditation require-
ments caused by changes in the normative base. Natural language processing 
could compare new or revised standards and regulations with the organization’s 
documents and propose which processes and risks are affected, which is the kind 
of document and compliance support described in [9]. A person would check 
every proposed link. 

Functions not proposed. AI is not proposed for making certification decisions 
or for judging impartiality of persons. These decisions require competent persons 
who can be held accountable, and the risk of misjudgment from a model that can-
not explain itself [16] would itself be a threat to the impartiality that the integrated 
system must protect [17]. 

5. Conditions for Use 

Four conditions follow from the literature and from the standards cited above. 
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First, data: the barriers named in [9] apply, and records must be complete, coded 
to risk categories and kept separately for the laboratory and the certification body, 
because a model trained on pooled data could carry information across the bound-
ary between the two activities. Second, validation: an AI function used in the sys-
tem is an information system whose fitness has to be demonstrated before use [2]. 
Third, risk management of the AI function itself, using the approach of [13] and 
[14], including logging of inputs and outputs and a defined fallback to the manual 
procedure. Fourth, explainability: an assessor must be able to see why the model 
suggests a value [16]. 

6. How Accurate Must Score Support Be? A Simulation on the  
Register 

Design. The question can be partly answered without any AI model by asking 
how much the ranking improves if the share of wrong scores falls. The register of 
19 risks of the earlier study [8] was taken as the reference. Following the scenario 
of score errors in that study, each probability score P and each consequence score 
C was shifted down by one point with probability q and up by one point with 
probability q (within the range 1 - 5), so that a nominal share 2q of the scores is 
shifted in a run. Scores were limited to the range 1 - 5: a shift that would leave the 
range was not applied, so the score stayed unchanged. The realized share of altered 
scores is therefore lower than 2q (Table 1); the values of q in this paper are nom-
inal shift probabilities, not realized error rates. For each q, 20,000 runs with a fixed 
random seed (7) were made with the weights unchanged. In each run, the index 
R was recalculated and compared with the reference ranking by the Spearman 
rank correlation, the probability that the same four risks stay the highest, and the 
share of risks that change their level (low, medium, high, critical), with the cutoffs 
low R < 3, medium 3 ≤ R < 9, high 9 ≤ R ≤ 36 and critical R > 36. Ties were handled 
as follows: the Spearman correlation uses average ranks, and the four leading risks 
are selected by a stable sort, so that equal values keep the register order. 

 
Table 1. Effect of the share of wrong scores on the ranking (register of 19 risks, 20,000 runs per row, seed 7). 

Share of scores shifted by one point 
Mean rank 
correlation 

5th 
percentile 

Four leading 
risks retained, % 

Risks changing 
level, % 

Realized altered 
scores, % 

q = 0.25 (all risks) 0.74 0.56 9 28.2 44.1 

q = 0.15 (all risks) 0.83 0.68 23 18.4 26.5 

q = 0.10 (all risks) 0.88 0.76 37 12.7 17.6 

q = 0.05 (all risks) 0.94 0.84 62 6.5 8.8 

q = 0.025 (all risks) 0.97 0.90 79 3.3 4.4 

q = 0.05 for the 8 laboratory risks, 0.10 for the 
other 11 

0.91 0.80 43 9.6 13.9 

q = 0.05 for the 11 impartiality and management 
risks, 0.10 for the 8 laboratory risks 

0.91 0.80 54 9.6 12.5 
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Check. The simulation reproduces the earlier results: mean rank correlation 
0.88 at q = 0.10 and 0.74 at q = 0.25 [8]. 

Reproducibility. The 19-risk register (P, C, Wt, Wp; Table A1), the cutoffs, the 
tie rules, the seed and the complete Python script (Appendix B; Python 3, NumPy 
2.5.3, SciPy 1.18.1) are given in the appendices, so the results of Table 1 can be 
regenerated independently. With seed 7 the script reproduces every value of Table 
1; the last column of Table 1 gives the realized share of altered scores (the mean 
over the 20,000 runs). 

Results. Halving the error rate from q = 0.10 to q = 0.05 raised the mean corre-
lation from 0.88 to 0.94, the retention of the four leading risks from 37% to 62%, 
and cut the share of risks that change level from 12.7% to 6.5%. In terms of realized 
altered scores, these two rows correspond to 17.6% and 8.8% of all scores. Reach-
ing a mean correlation of 0.97 needs q around 0.025. The gain is therefore not 
small, but it requires score errors to be reduced by half or more, not by a few 
percent. The last two rows of Table 1 give a second result: improving only the 
eight laboratory risks and improving only the eleven impartiality and manage-
ment risks give the same mean correlation (0.91), but the second keeps the four 
leading risks much more often (54% against 43%), because three of the four lead-
ing risks in the register are impartiality or management risks. 

Interpretation and limits. The result is a requirement, not a performance: it says 
how accurate AI-supported scores would have to be, and it does not say that any 
AI model can reach this accuracy. The errors were modelled as independent ran-
dom shifts of one point around the register scores, which were treated as correct; 
real errors may be systematic, correlated between risks, or larger than one point, 
and the register scores themselves are expert judgments. The second result sug-
gests a practical problem: data-driven evidence is most likely to exist for frequent 
laboratory events, while the leading risks of the register are impartiality and man-
agement risks for which records are probably scarce. If this is true, Function A 
would help most where it is least likely to have data, and the benefit of AI support 
in this register would be smaller than the first rows of Table 1 suggest. This is an 
inference from the structure of the register and has to be tested on real records. 

7. Proposed Validation Protocol 

The author’s previous study [8] used rank correlation with a baseline ranking and 
the share of simulation runs in which a risk stays at the high level. The same 
measures can be used to validate AI support. The protocol is retrospective and 
uses the organization’s register and its records of events (nonconformities, com-
plaints, impartiality incidents, audit findings and results of proficiency testing). 
Its steps are: 1) fix a scoring date and build the baseline ranking from expert scores 
alone, using only information available on that date (Section 7.1); 2) produce a 
second ranking in which the expert scores are replaced, or supplemented, by the 
AI evidence of Function A, again using only information available on that date; 3) 
build the reference ranking from the events recorded after the scoring date (Sec-
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tion 7.2) and compare both rankings with it, not with each other; 4) report the 
measures of Section 7.4. 

7.1. Chronological Separation 

A scoring date t0 is fixed, for example the date of a past annual review. The expert-
only assessment and the AI-supported assessment may use only information 
available at t0: the register as it was, records dated before t0 and documents in 
force at t0. Models are trained and tuned only on records dated before t0. Records 
dated after t0 are kept closed and are used only to build the reference ranking in 
the outcome evaluation, so that no information from the observation period can 
reach either assessment. Assessors who produce the expert-only scores must not 
see the AI output or the later records. If the data allow, several scoring dates may 
be used, each with its own observation period, provided that the observation pe-
riods do not supply records that are used for scoring at a later date in the same 
comparison. 

7.2. Reference Ranking from Later Events 

The reference ranking is built from events recorded in an observation period after 
t0. The length of the period is fixed in advance and should not be shorter than one 
full audit cycle of the organization (for example 12 months). Each event is linked 
to a risk of the register independently by two persons; disagreements are resolved 
by a third. For each risk, the observed loss is the sum, over its events, of a severity 
score on the same 1 - 5 scale as the consequence score C, assigned from the event 
record by a person who does not see the rankings. The loss is divided by the ex-
posure of the period, defined as the volume of the activity in which the risk arises 
(for example the number of tests performed, reports issued or certification deci-
sions taken), so that risks attached to large and small activities are comparable. 
Risks are ranked by this exposure-adjusted, severity-weighted event rate; risks 
without events share the lowest rank, and average ranks are used in all correla-
tions. Frequency (events per unit of exposure) and mean severity are also reported 
separately, because they may rank the risks differently. 

7.3. Suppression of Events by Preventive Action 

Observed events are not a clean measure of the underlying risk. A risk that was 
correctly ranked high at t0 may receive preventive or corrective action and then 
produce few events, so that a correct prioritization could look like a wrong one. 
The protocol therefore 1) records every preventive and corrective action taken 
after t0 with its date and the risk it addresses; 2) compares the rankings separately 
for risks with and without a recorded action, and does not count a risk with an 
action as a false alarm because it shows few events; 3) counts detected noncon-
formities, near misses and out-of-control quality control results as events, to-
gether with failures that reached the customer, because they remain observable 
when prevention works; and 4) repeats the analysis without the risks that received 
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an action as a sensitivity check. The effect cannot be removed completely and is 
listed among the limitations. 

7.4. Measures 

Ranking. For the ranking as a whole, the rank correlation of each assessment 
with the reference ranking, the retention of the four leading risks and the share of 
risks that change level are reported for the expert-only and the AI-supported as-
sessment at the same t0 and for the same risks. 

Function B. The measures are detected and missed events and the lead time 
before the quarterly review. In addition, the false-alarm burden is reported: the 
number of signals per month, the share of signals not followed by a relevant event 
within a window fixed in advance, and the assessor time spent on checking them. 
A function that detects every event but floods assessors with signals is not useful, 
and the burden shows this. 

Function C. The share of proposed links accepted by assessors measures preci-
sion only and cannot show which requirements were omitted. Recall is therefore 
measured against a reference set: for a sample of revisions of standards, accredi-
tation criteria and regulations, two competent persons independently mark all 
processes and risks that are affected, without seeing the AI output, and the refer-
ence set is their reconciled union. The proposed links are compared with this set, 
and the missed relevant links, the recall and the precision are reported. 

7.5. Pre-Specification 

To avoid choosing criteria after seeing the results, the acceptance criteria and anal-
ysis plan should be written down before the data are analyzed, following the logic 
of preregistration [18]. The criteria themselves, for example how much agreement 
with later events counts as an improvement over expert-only scores, must be set 
by the organization and cannot be taken from this paper; no threshold is claimed 
here. The observation period, the exposure measure, the severity scoring, the 
false-alarm window and the sample of revised requirements belong to the criteria 
that must be fixed in advance. 

8. Limitations 

The paper has important limitations. No AI method was built and no AI result is 
reported; the simulation of Section 6 evaluates the ranking, not a model, and rests 
on assumed random errors and on the register scores taken as correct. The base-
line model has been tested in one organization with a register of 19 risks, which is 
small for statistical learning, and the number of past events available for training 
is probably small as well. The literature reviewed comes from other fields, con-
struction and clinical laboratories, and its transfer to testing and certification or-
ganizations is an assumption. The validation protocol has not been run, and the 
suggestion that records are scarce for the leading risks has not been checked on 
real data. The reference ranking built from later events is affected by preventive 
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actions that suppress events (Section 7.3), and this effect can be reduced but not 
removed. The values of q are nominal shift probabilities; the realized share of al-
tered scores is lower because of the score limits. 

9. Conclusion 

The author’s previous robustness study suggests that the weakest point of the 
weighted risk index is the quality of expert scores. Three advisory AI functions are 
proposed to address it: evidence for scores, early-warning from KPI trends, and 
mapping of changed requirements to risks, all with a human assessor retaining the 
decision. The conditions for use are data quality, validation, risk management of 
the AI function and explainability. A simulation on the register shows that halving 
the nominal share of shifted scores would raise the rank correlation from 0.88 to 
0.94 and the retention of the four leading risks from 37% to 62%, and that the 
benefit depends on which risks are improved. A retrospective validation protocol 
with pre-specified criteria is proposed. The next step is to collect coded records 
and to run the protocol on them; until that is done, the proposals remain hypoth-
eses. 
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Appendix A. Baseline Register Used in the Simulation 

Table A1 lists the 19 risks of the register of [8] with their scores and weights. The 
index is R = P × C × Wt × Wp; risk levels: low R < 3, medium 3 ≤ R < 9, high 9 ≤ 
R ≤ 36, critical R > 36. Risks 1 - 8 are laboratory risks, 9 - 15 impartiality risks and 
16 - 19 management risks. 

 
Table A1. Baseline register (19 risks). 

No. Group P C Wt Wp R Level 

1 laboratory 2 3 1.5 2.0 18.0 high 

2 laboratory 2 3 1.2 1.5 10.8 high 

3 laboratory 2 2 1.7 1.0 6.8 medium 

4 laboratory 1 3 1.5 1.5 6.8 medium 

5 laboratory 2 2 1.7 1.0 6.8 medium 

6 laboratory 1 3 1.5 1.5 6.8 medium 

7 laboratory 1 2 1.5 0.8 2.4 low 

8 laboratory 1 3 1.2 1.5 5.4 medium 

9 impartiality 2 3 2.0 2.0 24.0 high 

10 impartiality 2 3 2.0 2.0 24.0 high 

11 impartiality 1 3 2.0 2.0 12.0 high 

12 impartiality 1 3 2.0 2.0 12.0 high 

13 impartiality 2 2 2.0 1.0 8.0 medium 

14 impartiality 1 2 2.0 1.5 6.0 medium 

15 impartiality 1 3 2.0 1.5 9.0 high 

16 management 1 3 1.2 1.0 3.6 medium 

17 management 2 3 1.0 1.5 9.0 high 

18 management 2 3 1.7 1.5 15.3 high 

19 management 2 2 1.0 1.0 4.0 medium 

Appendix B. Python Script Reproducing Table 1 

The script below (file ica_sim_reproduce.py) uses NumPy and SciPy and the seed 
7 for every row of Table 1. Run as “python ica_sim_reproduce.py”. 
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"""Reproduction script for Table 1 (Section 6): effect of score errors on the ranking 
of the 19-risk register. Python 3, numpy, scipy. Fixed seed 7 for every row.""" 
import numpy as np 
from scipy.stats import spearmanr 
  
# Register: P, C, Wt, Wp for risks 1-19 (1-8 laboratory, 9-15 impartiality, 16-19 management) 
REG = [(2,3,1.5,2.0),(2,3,1.2,1.5),(2,2,1.7,1.0),(1,3,1.5,1.5),(2,2,1.7,1.0),(1,3,1.5,1.5), 
       (1,2,1.5,0.8),(1,3,1.2,1.5),(2,3,2.0,2.0),(2,3,2.0,2.0),(1,3,2.0,2.0),(1,3,2.0,2.0), 
       (2,2,2.0,1.0),(1,2,2.0,1.5),(1,3,2.0,1.5),(1,3,1.2,1.0),(2,3,1.0,1.5),(2,3,1.7,1.5), 
       (2,2,1.0,1.0)] 
P, C, Wt, Wp = np.array(REG, float).T 
n = len(P) 
BASE = P * C * Wt * Wp                      # reference index R = P*C*Wt*Wp 
  
def level(R):                               # 0 low (<3), 1 medium [3,9), 2 high [9,36], 3 critical (>36) 
    return np.where(R < 3, 0, np.where(R < 9, 1, np.where(R <= 36, 2, 3))) 
  
def top4(R):                                # ties broken by register order (stable sort) 
    return set(np.argsort(-R, kind="stable")[:4]) 
  
BASE_LEVEL, BASE_TOP4 = level(BASE), top4(BASE) 
  
def run(q, N=20000, seed=7): 
    qv = np.asarray(q, float) * np.ones(n)  # per-risk shift probability (one direction) 
    rng = np.random.default_rng(seed) 
    rho, keep, chg, altered = [], [], [], [] 
    for _ in range(N): 
        def shift(s): 
            u = rng.random(n); d = np.zeros(n) 
            d[u < qv] = -1                  # down with probability q 
            d[(u >= qv) & (u < 2 * qv)] = 1 # up with probability q 
            return np.clip(s + d, 1, 5)     # scores limited to 1-5 
        p, c = shift(P), shift(C) 
        R = p * c * Wt * Wp 
        rho.append(spearmanr(BASE, R).correlation)   # ties get average ranks 
        keep.append(top4(R) == BASE_TOP4) 
        chg.append((level(R) != BASE_LEVEL).mean()) 
        altered.append(((p != P).sum() + (c != C).sum()) / (2 * n)) 
    rho = np.array(rho) 
    return (round(rho.mean(), 2), round(float(np.percentile(rho, 5)), 2), 
            round(100 * np.mean(keep)), round(100 * np.mean(chg), 1), round(100 * np.mean(altered), 1)) 
  
if __name__ == "__main__": 
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    print("baseline R:", np.round(BASE, 1)) 
    print("baseline top-4 (0-based index):", sorted(BASE_TOP4), "levels:", BASE_LEVEL.tolist()) 
    print("q, mean rho, 5th pct rho, top-4 kept %, level change %, realized altered scores %") 
    for q in (0.25, 0.15, 0.10, 0.075, 0.05, 0.025, 0.0125): 
        print(q, run(q)) 
    lab = [i < 8 for i in range(n)] 
    print("lab q=0.05, others 0.10:", run([0.05 if l else 0.10 for l in lab])) 
    print("lab q=0.025, others 0.10:", run([0.025 if l else 0.10 for l in lab])) 
    print("non-lab q=0.05, lab 0.10:", run([0.10 if l else 0.05 for l in lab])) 
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