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Abstract

This paper proposes a novel hybrid framework, STPA-BN-PSO, designed to
proactively quantify and manage systemic sociotechnical risks in wearables-
enabled manufacturing. The study specifically addresses the “parameteriza-
tion gap” that occurs during the design and early integration phases when em-
pirical failure data for new technologies is scarce. The methodology integrates
System-Theoretic Process Analysis (STPA) to derive hierarchical control
structures, Bayesian Networks (BN) for probabilistic modeling, and Particle
Swarm Optimization (PSO) to calibrate weighted conditional probability ta-
bles against expert-derived profiles. The framework is validated through three
distinct Industry 5.0 case studies: sequential assembly, flexible job-shop, and
disassembly for recycling. This research provides a unique contribution by po-
sitioning PSO as a calibration engine for STPA-derived structures. Unlike tra-
ditional data-driven BNs, this framework allows for path-based probabilistic
quantification and predictive risk assessment before a system becomes opera-
tional, bridging the gap between qualitative systems-thinking and quantitative
reliability engineering. Results demonstrate that operational vulnerability is
highly context-dependent, with the flexible job-shop showing the highest
baseline risk (31.5%). Criticality analysis identifies shifting risk drivers: plan-
ning quality dominates sequential assembly (ARisk = 0.181), while digital in-
formation quality is the primary amplifier in flexible job-shops (ARisk =
0.286). Sensitivity analyses reveal that risk-propagation pathways reorganize
significantly based on operational layout.
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1. Introduction

The manufacturing world is evolving, increasingly shaped by Industry 4.0 tech-
nologies [1] and the push towards a more human-centric vision of Industry 5.0
[2] [3]. A key part of this evolution involves integrating smart wearables, like
smart glasses [4] and gloves, directly into workflows. These devices hold signifi-
cant promises: providing workers with real-time data, enhancing safety aware-
ness, and potentially streamlining complex tasks such as hybrid assembly and dis-
assembly [5]. However, the introduction of these devices comes with different
types of risks and challenges [6] [7]. Potential human-system interaction errors,
data security vulnerabilities, device reliability issues, and unforeseen conse-
quences arising from the interplay between multiple wearables and existing sys-
tems are some of these sociotechnical risks that directly impact system reliability
[8] [9]. Thus, developing effective methods for assessing and managing these risks
is becoming critical for the safe and successful adoption of wearable technology
in manufacturing [10] [11].

Traditional risk techniques struggle to capture the dynamic, interconnected,
and uncertain nature of modern sociotechnical risks [12] [13]. As a result, there
is a growing demand for systemic and quantitative models that navigate this com-
plexity and support risk-informed decisions [14]. BNs have emerged as a particu-
larly well-suited approach for such scenarios. While BNs are powerful for model-
ing complex causal relationships under uncertainty [15]-[19], standard data-
driven BNs often lack a systemic foundation for identifying safety boundaries be-
fore empirical data exists. BNs allow for the integration of diverse information
sources, including historical data, sensor readings, and expert knowledge. They
are particularly strong to analyze multifaceted risk factors in areas ranging from
infrastructure management and supply chains to healthcare predictions and fault
diagnosis [20]-[23]. The ability to revise probabilities with new evidence enhances
BN for dynamic risk assessment in changing environments [15] [24]-[28].

While BNs provide a strong foundation for modeling risk probabilities, their
effectiveness in sociotechnical systems is heavily dependent on the structural va-
lidity of the network [29] [30]. In this context, STPA provides a critical systemic
view, allowing for the identification of causal relationships based on hierarchical
control loops and feedback failures rather than purely statistical correlations [14].
By anchoring the BN architecture in the systemic outputs of STPA, the model
captures a top-down perspective of safety boundaries. Once this foundational
structure is established, optimizing the analysis benefits from complementary
techniques like PSO. PSO, a population-based metaheuristic algorithm inspired
by social behaviors, has proven highly effective in navigating complex, high-di-
mensional search spaces to find near-optimal solutions [31] [32]. Its flexibility and
practicality have led to its successful application across various domains, often in
conjunction with other modeling techniques (including BNs) for tasks such as
parameter optimization, calibration of CPTs, network structure learning, and ef-
ficient resource allocation [17] [30] [33]-[35].
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However, despite the capabilities of BN and PSO, a notable gap exists in the
analysis of systemic risks introduced by modern digital tools, such as smart wear-
ables, within complex operational contexts. Specifically, a critical challenge lies in
the proactive assessment of systemic risks during the design and early integration
phases, where empirical failure data for new wearable technologies is often non-
existent. It remains unclear how to objectively calibrate probabilistic models un-
der these conditions or how risk propagation pathways will reorganize across dif-
ferent Industry 5.0 layouts. To address this, this study proposes a hybrid STPA-
BN-PSO method designed to systemically manage and predict the risks of inte-
grating smart glasses [4] and gloves in assembly/disassembly processes from the
earliest design stages through to operation. This research aims to answer:

1) How can systemic human-wearable risks be structured into a hierarchical
probabilistic model?

2) How can PSO reduce subjectivity in BN calibration under data uncertainty?

3) How do critical risk drivers differ across diverse manufacturing contexts?

The primary contribution of this work is a novel STPA-BN-PSO framework
that anchors the BN structure in system theory to address the “parameterization
gap.” Unlike existing hybrids like STPA-PSO [14], which focuses on prioritiza-
tion, or FRAM-PSO [36], which manages operational variability, this framework
provides a path-based, probabilistic quantification of risk reorganization specifi-
cally during the design phase.

The rest of the paper is organized as follows. Section 2 reviews related work;
Section 3 details the STPA-BN-PSO methodology; Section 4 presents results; Sec-

tion 5 discusses implications and limitations; Section 6 concludes.

2. Literature Review and Research Context

Modeling complex systems with inherent uncertainty is a persistent challenge in
fields ranging from engineering to finance. To address this, researchers have in-
creasingly turned to probabilistic graphical models. Among these, Bayesian Net-
works, which are founded on Bayes’ theorem as shown in Equation (1), are con-
sidered one of the most effective theoretical models for illustrating relationships
between system variables amidst uncertainty [37] [38]:
P(E|4)P(4)

PUIE) == g (M

As a combination of probability, graph, and decision theory, BNs offer a pow-
erful graphical framework for probabilistic reasoning [39] [40]. Their distinct ad-
vantages include a high tolerance for incomplete data and the ability to represent
complex interdependencies, including those with common causal factors [41]
[42]. However, in the context of Industry 5.0, the risks associated with smart wear-
ables are predominantly sociotechnical, involving cognitive load, human-machine
interface (HMI) distractions, and data privacy concerns [7] [8]. While traditional

BNs have been used for mechanical reliability (based on component-level break-
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downs), their application to these emerging systemic wearable-driven risks re-
quires a structure that can account for systemic control failures.

A significant challenge in BN modeling lies in constructing the network itself.
While domain experts can define some dependencies, learning the BN structure
from large datasets is often preferred. Modern research has proposed various ap-
proaches, including constraint-based methods (e.g., PC or IC algorithms), score-
based methods, and more recently, Deep Bayesian Networks that utilize neural
architectures to capture higher-order dependencies [43] [44]. However, such
data-driven methods are inherently inapplicable during the design and early inte-
gration phases of emergent technologies—such as Industry 5.0 smart wearables—
where historical failure data is non-existent or extremely scarce. Relying on his-
torical data for proactive safety is a fundamental limitation; therefore, this study
addresses this “data-gap” by using STPA to define the causal structure based on
hierarchical control logic rather than statistical history. By anchoring the BN in
STPA, the model moves beyond purely statistical correlations to reflect the actual
functional architecture of the manufacturing system. Crucially, this enables the
framework to predict how risk propagation pathways reorganize when system lay-
outs or control strategies are modified during the design phase. This provides a
proactive, safety-guided assessment tool that identifies systemic vulnerabilities be-
fore the manufacturing process becomes operational, filling a gap that purely
data-driven models cannot address.

Once the structure is defined, the secondary challenge is the calibration of
CPTs. Finding the optimal parameters for a BN is an NP-hard problem. While
Genetic Algorithms (GA) and Simulated Annealing (SA) have been used, they are
often prone to becoming trapped in local optima and can lack the efficiency re-
quired for complex datasets [44]. Therefore, PSO has gained significant attention
as a heuristic search method for parameter learning. Its appeal lies in its effective-
ness at locating global optima and its relatively straightforward implementation,
leading numerous researchers to combine PSO with BN to solve diverse problems
[17] [24] [44]-[46].

While the combination of BN and PSO has been explored in other domains,
such as healthcare and supply chain optimization [17] [30], a notable gap exists in
its application to systemic, path-based risk assessment. Most existing BN-PSO
models use PSO for structure learning; in contrast, this study utilizes PSO to solve
the “parameterization gap” specifically during the design and early integration
phases, where low-level empirical data is naturally unavailable. By calibrating
CPTs against high-level systemic risk profiles, the framework can quantify how a
localized wearable failure propagates into a system-wide loss before the system is
physically operational. By positioning the BN-PSO framework as a calibration en-
gine for STPA-derived structures, this research provides a novel solution for pre-
dicting how risk pathways reorganize as different design configurations or man-
ufacturing layouts are considered. This enables the management of emergent risks

in Industry 5.0 through a proactive, logic-based approach rather than relying on
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3. Methodology

This study introduces a hybrid STPA-BN-PSO framework designed to quantify

and manage systemic risks in wearables-enabled manufacturing. The methodol-

ogy is organized into four distinct stages:

Qualitative hazard identification: Utilizing STPA to define the causal structure
and control loops. While Fault tree analysis (FTA) is a common starting point
for this task in the literature [47], it struggles to adequately model the complex
interdependencies and feedback loops characteristic of modern sociotechnical
systems [48].

Probabilistic mapping: Translating STPA outputs into a three-tiered hierar-
chical Bayesian Network.

Parameter calibration: Applying PSO to optimize CPTs against expert-derived
reference profiles to mitigate the parameterization gap.

Multi-level analysis: Executing baseline risk quantification, path-level critical-
ity analysis, and multi-faceted sensitivity testing.

This integrated approach ensures that the resulting systemic risk model is not

only mathematically robust but also grounded in systems theory. The overall pro-

cess is illustrated in Figure 1.
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Figure 1. Methodology process.
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3.1. Hierarchical BN Model Formulation

The foundation of the methodology is a three-tiered BN. To maintain logical
consistency across the network, all variables follow a “failure-positive” polar-
ity. In this convention, the “True” or “High” state of any node represents an
unsafe condition or a failure. For example, Tier 3 Control Actions are modeled
such that “True” indicates an Inadequate Control Action (e.g., CA6 “True”
signifies insufficient worker training), and Tier 1 Losses (L) follow the same
logic.

This structure is built directly from the validated outputs of prior work [14] to
ensure that the model is grounded in a systemic understanding. STPA is a sys-
temic safety analysis method introduced by Leveson (2004) that frames accidents
not as single-point failures, but as inadequate control of complex socio-technical
systems. Rather than focusing on component reliability, STPA identifies unsafe
control actions, the hazards they may trigger, and the losses they can lead to [49]
[50]. The tiers are constructed from the bottom up and the directed arcs follow
the STPA adjacency CA - H - L - Risk. This architecture ensures that the BN
captures the propagation pathways of risk, rather than just isolated failure proba-
bilities. To maintain mathematical consistency, the network is enforced as a Di-
rected Acyclic Graph (DAG). This hierarchical structure is designed to reflect the
Industry 5.0 focus on sociotechnical resilience, specifically capturing how human-
centric control actions (Tier 3) influence technical hazards (Tier 2) and subse-

quent system-level losses (Tier 1).

3.1.1. Tier 3—Control Actions (CA)

The root nodes of the model represent specific, observable control action scenar-
ios through which control over the manufacturing system may be lost. These
nodes serve as the initiating events in the risk pathways. Because they are root
nodes, they are defined by prior probability distributions. In this framework, these

priors are derived from expert elicitation and STPA-defined control flaws.

3.1.2. Tier 2—Hazards (H)

The intermediate nodes represent system-level hazards. Each hazard node is con-
nected to its contributing CAs according to the STPA-defined control structure.
These nodes represent states of the system that, under specific environmental con-
ditions, will lead to a loss. The strength of the relationship between control failures
and hazard activation is captured probabilistically in the node’s CPT, which is

optimized during the calibration phase.

3.1.3. Tier 1—Losses (L)

The top-level nodes represent system-level losses. As with the hazards, each loss
node is connected to the specific hazards that may trigger it. These links are fixed
by the STPA results to preserve the causal logic of the system. The corresponding
CPTs quantify the likelihood that a hazard manifests as a tangible loss (e.g.,

worker injury, financial stoppage, or data breach).
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3.1.4. Tier 0 - Risk (R)

The terminal node provides an aggregate measure of system risk. To ensure the
model remains fully probabilistic (addressing limitations of deterministic counts),
the Risk node utilizes a weighted CPT. This probabilistic approach allows the
model to account for differential severity among loss types, ensuring that safety-
critical outcomes (e.g., worker injury) have a higher mathematical influence on
the “High” and “Very High” risk states than lower-priority technical or equipment

losses.

3.2. Bayesian Network Optimization via PSO

After fixing the BN structure from STPA adjacency (CA > H > L > Risk), the
unknown parameters ® within the CPTs for all Hazard and Loss nodes are esti-
mated using PSO. This framework utilizes a systematic simulation protocol de-
signed for the design and early integration phases, where historical failure data is
unavailable. The protocol initializes CA priors using a tiered mapping of control
degradation and defines a synthetic target risk distribution 2 (R) e as the opti-
mization objective.

The PSO algorithm maintains a swarm of 50 particles. The calibration is driven
by a multi-objective fitness function A®), which minimizes the weighted Mean
Squared Error (MSE) between the model’s predicted risk and expert-derived syn-
thetic profiles. These profiles serve as high-level reference targets, established
through a consensus-based elicitation process to define the expected risk distri-
bution of the system.

While the targets are expert-informed, the use of PSO systematizes the calibra-
tion process. By automatically reconciling thousands of low-level CPT entries
with high-level systemic goals, the algorithm reduces parameterization bias and
ensures that the resulting probabilities are mathematically consistent with the
STPA-derived causal structure. To satisfy the probability simplex constraint,

every CPT column is renormalized after velocity updates such that Xpi= 1.
Loss = *MSE, +(1—a)*MSE, (2)

F(O)=— 3)

Loss+¢&

where:

e MSEcs measures the deviation of the model’s sampled root nodes from the
STPA-derived priors.

e MSEgi« measures the Z, norm between the model’s 5-level risk distribution and
the synthetic target profile.

e ais a weighting coefficient set to 0.6, prioritizing the causal anchoring of root
control actions.

e ¢isasmall constant to prevent division by zero.

To ensure statistical significance and suppress noise in the fitness landscape,
marginal probabilities are estimated via Monte Carlo sampling with 20,000 itera-

tions per evaluation. The algorithm employs an early-stopping criterion, where
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optimization terminates if the global best fitness fails to improve for a predefined
threshold of 50 consecutive iterations. By iteratively calibrating the CPTs to rec-
oncile local control failures with global outcomes, the model captures how risk
propagation pathways reorganize across diverse manufacturing layouts. This
structured approach provides a proactive, logic-based assessment tool that iden-
tifies emergent vulnerabilities before the system is operational, filling the critical

gap left by purely data-driven models that rely on retrospective history.

3.3. Model Parameterization and Quantification

After the BN is constructed and calibrated, a single terminal “Risk” node provides
an aggregate measure of system risk with five discrete states: Very Low, Low, Me-
dium, High, and Very High [5]. To ensure theoretical consistency and account for
differential loss severity, the CPT of the Risk node is modeled probabilistically
rather than as a simple deterministic count.

This probabilistic parameterization allows for the weighting of losses; specifi-
cally, safety-critical outcomes are assigned a higher conditional influence on the
“High” and “Very High” risk states than lower-priority technical losses. For deci-
sion-making, these five states are categorized into Acceptable Risk (Very Low,
Low, Medium) and Unacceptable Risk (High, Very High). This threshold can be
adjusted based on the specific risk tolerance of an industrial application.

3.4. Risk Analysis

Once the BN model is calibrated, a multi-faceted risk analysis is conducted to ex-
tract actionable insights. This framework moves from high-level systemic assess-
ment to the identification of specific critical components and propagation path-

ways.

3.4.1. Baseline Risk Quantification

The baseline risk profile is established through Monte Carlo inference using
20,000 iterations, ensuring statistical significance and a stable probability distri-
bution for the terminal “Risk” node. This initial assessment is conducted without
external evidence to characterize the inherent systemic risk during the design
phase. By establishing this baseline, the framework provides a benchmark to eval-
uate how risk propagation pathways reorganize when control actions are modi-
fied. Within this model, “Unacceptable Risk” is quantified as the cumulative prob-
ability of the “High” and “Very High” states, serving as the primary metric for

identifying systemic vulnerabilities before the system is operational.

3.4.2. Criticality and Impact Analysis

To identify the most significant contributors to risk, two forms of criticality are
assessed. First, the Node-Level Systemic Impact (ARisk) is calculated by forcing a
node (CA, Hazard, or Loss) to its True state and measuring the absolute increase
in baseline risk. This identifies “risk amplifiers” within the system. Second, a Path-

Based CA Impact analysis quantifies the total risk propagated through all down-
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stream pathways originating from each specific control failure, providing a metric

for prioritizing managerial interventions.

3.5. Sensitivity Analysis

To test the model’s robustness and simulate the impact of real-world operational

changes, three distinct sensitivity analyses are performed:

o CA evidence sensitivity: This analysis simulates targeted management inter-
ventions. By perturbing CA priors by +10%, we evaluate how a marginal im-
provement (or degradation) in a control action—such as worker training or
device calibration—shifts the overall systemic risk.

e CPT sensitivity: This gauges the local brittleness of the model. By scaling the
conditional probabilities of Hazard/Loss relationships by £10%, we identify
which causal links have the most profound influence on risk propagation.

e Structural sensitivity: This evaluates the importance of the system’s logic itself.
Each edge in the STPA-derived structure is removed in turn (while preserving
acyclicity) to quantify the leverage of specific parent-child dependencies on the
final risk outcome.

3.6. Framework Validation via Case Studies

To evaluate the diagnostic power and adaptability of the STPA-BN-PSO frame-
work, a validation strategy is implemented using three distinct manufacturing
contexts. These scenarios include: 1) sequential assembly, 2) flexible job-shop, and
3) disassembly for recycling, are specifically selected to represent the human-cen-
tric sociotechnical systems central to Industry 5.0. Unlike traditional models fo-
cused on machine failure, this validation demonstrates the framework’s ability to
model the complex interplay between human operators and smart wearables dur-
ing the design and early integration phases.

By applying the same 4-stage methodology to these diverse layouts, the study
identifies how risk propagation pathways reorganize when the role of the human
worker shifts from a fixed sequence to a flexible, decentralized task. This compar-
ative approach validates the framework’s capability to prioritize human safety and
operational resilience, directly reflecting the pillars of Industry 5.0. Detailed de-
scriptions of the case parameters and structural interdependencies, building on
the foundational qualitative analysis from prior work [14] are provided in Section
4 to maintain a clear distinction between the proposed methodology and its prac-

tical application.

4. Results

The results are reported across three case studies representing distinct operational
contexts: sequential assembly (Case 1), job-shop assembly (Case 2), and disassem-
bly for recycling (Case 3). A common, hierarchical network structure, derived
from an STPA, provides the foundational model for all three analyses. Table 1

provides an overview of these contexts.
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Table 1. Overview of three wearables integrated manufacturing contexts used for STPA-
BN-PSO evaluation.

Feature Case study 1 Case study 2 Case study 3
Operational context Assembly line Job-shop assembly Disassembly line
Sequential Sequential disassembly
Primary task assembly of ~ Multi-step assembly of a and sorting of
components custom structure components for
from bins recycling

Smart glasses usage Display step-by-step as.semblly/disas.sembly instructions, and
provide visual guidance

Smart glove usage Enhance precision in handling parts, apply correct force, and detect

components
Supporting Conveyor line, Tool cabinet, component Tool cabinet, storage
equipment component bins  bins, dolly, computer bins, conveyor line

To ensure the replicability of the calibration process and address the query re-
garding variable identification, the standardized lists of Control Actions (CA),
Hazards (H), and Losses (L) derived from the foundational STPA phase are pre-
sented in Tables 2-4. These tables represent the qualitative input variables that

define the structural interdependencies for all three models.

Table 2. List of Control Actions (CA).

Code Description Code Description

CAl Calibration regulations CAS8 Wearable’s programming

Smart gl id bly/
CA2 Data of materials and positioning CA9 mar. glasses pr(.)v1 ¢ as.sem Y
disassembly instructions

CA3  Haptic feedback/light feedback CA10 Smart gloves guide pressure feedback

Moving products with

CA4 CA1l Place and sort parts in storage bins

conveyor/dolly
Provide maps and instructions from
CA5 . CA12 Plan of product/sequence
the supervisor
CA6 Worker training CA13 Highlight the hazardous parts
CA7 Wearable’s connections
Table 3. List of Hazards (H).
Code Description Code Description
H1 Harmful activities that may lead He Communication problem between
to a worker’s injury or death departments
H2 Insufficient training of workers H7 Dat . bl
ata security problem
to work with wearables P
Not providing the required
H3 .p 8 d . H8 Damage to the product during the process
materials and structure on time
Ha Not providing precise and Ho Release of harmful refrigerants due to
real-time data improper disassembly
. Incorrect sorting of hazardous and non-
Connection problem between .
H5 H10 hazardous components, leading to

wearables ) .
environmental or safety risks
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Table 4. List of Losses (L).

Code Description Code Description

Financial losses due to the line
stoppage

L2 Loss or unacceptable damage to the product L5 Loss of sensitive information

L1 Loss or injury to the worker L

L3  Loss or unacceptable damage to wearables L6 Environmental loss

4.1. BN Model Calibration and Baseline Assessment

The first stage of the quantitative analysis involved calibrating the Bayesian Net-
work for each case study. As defined in the methodology, the model’s structure
was fixed by the STPA results, while the unknown CPT's were estimated using the
PSO algorithm. To ensure transparency and statistical stability, the PSO parame-

ters used for the calibration are summarized in Table 5.

Table 5. PSO calibration parameters.

Parameter Value Description

Swarm size (N) 50 Number of particles

Max iterations 200 Maximum optimization steps

Inertia weight (w) 0.9 Controls the impact of previous velocity
Cognitive constants (1) 0.9 Weight of particle’s personal best
Social constants (c2) 1.5 Weight of swarm’s global best

Early stopping 50 Iterations with no improvement before termination

MC samples 20,000 Samples per inference for baseline stability

4.1.1. PSO Convergence and Stability Analysis

The PSO was configured with a population of 50 particles and an early-stopping
criterion applied whenever the global best fitness failed to improve for 50 consec-
utive iterations. To evaluate the stability of the heuristic optimization, the calibra-
tion was validated through multiple independent runs. Figure 2 illustrates the
convergence of the optimization process across the three case studies. In practice,
the algorithm successfully converged in all three operational contexts, but with
notably different convergence dynamics that reveal the probabilistic character of
each system.

In Case 1, the optimizer began from a modest initial fitness of 336.6, quickly
climbed to 3406.4 by iteration 2, and then plateaued for more than 20 iterations
before reaching 3946.9 at iteration 41. Several incremental improvements fol-
lowed, but a decisive phase of rapid gains began at iteration 81, where the fitness
jumped to 9267.2, then to 12,850.1 at iteration 83, and finally stabilized at 22,876.8
by iteration 103.

In Case 2, the optimization trajectory displayed a similar stair-step character
but with even more pronounced plateaus. Starting from 313.0, the global best fit-
ness leapt to 2304.2 by iteration 3, then it reached 21,841.3 at iteration 22, and
finally stabilized at 28,130.0 by iteration 70. Case 3, however, revealed a more
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Best fitness

35

complex fitness landscape. Beginning from 341.2, the fitness rose through stable
intervals—15,713.6 at iteration 45 and 23,541.4 at iteration 85—before a surge at
iteration 178 increased the fitness to 31,073.2. This unique trajectory reflects the
high dimensionality and non-linear interdependencies inherent in disassembly

for recycling.

x 10000

=—casel
——case2

-w-lv-r = case3

19 37 55 73 127 145 163 181 199

91 . 109
Iteration

Figure 2. PSO convergence.

The observed stair-step character with pronounced plateaus and sudden surges
in fitness across all cases can be attributed to the nature of the PSO algorithm
interacting with a complex, multi-modal fitness landscape inherent in BN param-
eter learning. Specifically, particles may converge rapidly on local optima (ex-
plaining the plateaus) and only escape these through a global best update (explain-
ing the sudden surges) that re-invigorates the swarm’s exploration capabilities.
The high consistency of these final fitness levels across multiple runs confirms the
statistical stability of the framework.

The robustness of these convergence results is confirmed by the early-stopping
criterion, where the optimization was only terminated after the global best fitness
failed to improve for 50 consecutive iterations. This ensures that the final set of
CPTs represents a state of mathematical equilibrium. Furthermore, the fact that
the algorithm reached high fitness levels across three structurally different models
demonstrates its reliability in reconciling the STPA control logic with the target
systemic risk profiles. This internal consistency is vital during the design phase,
as it confirms that the identified reorganization of risk pathways is not a mathe-
matical artifact but a direct result of the framework successfully parameterizing

the unique sociotechnical interdependencies of each operational layout.

4.1.2. Baseline Risk Quantification

Once calibrated, the CPT's were used to simulate baseline systemic risk distributions
via Monte Carlo sampling (20,000 iterations). By utilizing a probabilistic terminal
Risk node, the model reflects a safety-centric severity hierarchy where critical out-

comes, such as worker injury (L1) and environmental loss (L6), are assigned higher
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conditional weights than other technical losses. In a practical industrial application,
these weights should be determined through a formal expert elicitation protocol or
aligned with specific corporate risk-tolerance policies. However, for the purpose of
this study, representative arbitrary weights were utilized to demonstrate the frame-
work’s robustness and its adaptive capability in prioritizing human-centric safety
over purely technical or equipment-related failures.

Unacceptable risk is defined as the cumulative probability of “High” and “Very
High” risk states. The baseline results, summarized in Table 6, show that the Job-
Shop (Case 2) has the highest baseline level of unacceptable risk at 31.5%. This is
followed closely by Disassembly Line (Case 3) at 30.7%, and the Assembly Line
(Case 1) at 28.0%. A primary factor driving this increased risk is the significantly
higher number of interconnections and dependencies within job-shop and disas-
sembly processes; as these connections become more complex, the risk of systemic
propagation grows substantially, which aligns with findings regarding the risk

profiles of flexible manufacturing systems [51].

Table 6. Baseline risk profiles.

Case VeryLow Low Medium High V‘ery Unz‘mceptable Ri?k:
study High  P(High + Very High)
Case 1 11.4% 20.1% 40.5% 19.3% 8.7% 28.0%
Case 2 10.4% 20.3% 37.8% 21% 10.5% 31.5%
Case 3 8.8% 19.9% 40.6% 20.0% 10.7% 30.7%

4.2. Risk Analysis

Following calibration, a multi-faceted risk analysis was performed on the three
case study models to identify critical nodes and propagation pathways. Figure 3
illustrates the final criticality rankings (ARisk) of all nodes, showing how the mar-
ginal contribution of each control action (CA), hazard (H), and loss (L) changes
the expected systemic risk when perturbed. The results reveal a strong context-
dependence in risk drivers, reflecting the structural differences between sequen-

tial, flexible, and disassembly operations.

4.2.1. Node Criticality

The implementation of the probabilistic weighted Risk node (as detailed in Sec-
tion 3.3) allows the framework to prioritize safety-critical outcomes. In the se-
quential assembly case (Case 1), the most influential nodes are not limited to
losses but include both control and hazard layers. Here, L1 (Worker injury, 0.196)
and L6 (Environmental loss, 0.189) dominate the ranking. Their high scores are a
direct result of the severity-weighting scheme, confirming that the model effec-
tively prioritizes human safety. These are followed closely by H10 (Incorrect sort-
ing, 0.187) and CA12 (Plan of product/sequence, 0.181). This indicates that risks
in sequential operations are tightly coupled to planning quality, where even minor

sequencing errors can cascade into immediate consequences for worker safety.
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Figure 3. Final criticality ranking of all nodes.
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Conversely, the job-shop case (Case 2) shifts the concentration of systemic risk
toward the hazard layer, specifically those involving information flow and con-
nectivity. The three most critical nodes are H4 (Lack of real-time data, 0.286), H5
(Wearable connection problems, 0.270), and H1 (Harmful activities, 0.269). This
demonstrates that in flexible production contexts—central to Industry 5.0—un-
stable connectivity and poor data quality are the primary “risk amplifiers.” In
these decentralized layouts, the reliability of the Human-Machine Interface (HMI)
is the most significant factor in maintaining system resilience.

The disassembly case (Case 3) reveals yet another shift: losses take precedence
as the primary drivers of systemic vulnerability. L6 (Environmental loss, 0.196),
L5 (Information loss, 0.186), and L1 (Worker injury, 0.186) top the ranking. The
appearance of CA12 (Planning, 0.111) and H6 (Communication problems, 0.116)
among the highest-ranked non-loss factors indicates that the inherent uncertainty
of disassembly requires superior coordination to prevent the escalation of risk to-

ward irreversible environmental or safety outcomes.

4.2.2. High-Risk Pathway Tracing

While Figure 3 reports node-level systemic impact, Figure 4 and Figure 5 move
to a path-level view. Specifically, Figure 4 depicts the top control-to-loss routes
(CA > H > L > Risk) as a risk-weighted network: edge thickness and color encode
each route’s contribution to expected severity. Figure 5 lists the same top routes
as a horizontal bar chart, giving their exact expected-severity values.

In sequential assembly, the dominant pathways originate from CA12 (Plan of
product/sequence) and CA5 (Supervisor instructions), which channel risk through
H6 (Communication problems) toward L5 (Information loss) and L4 (Financial
losses). Figure 5 confirms this pattern, with the highest bars corresponding to CA12
(Plan of product/sequence) and CA5 (Supervisor instructions)-driven routes, show-
ing that even modest disruptions in planning and communication can cascade di-
rectly into significant financial and informational consequences.

In the job-shop system, the dominant pathways originate from CA7 (Weara-
bles’ connections) and CA4 (Moving products with conveyor/dolly), which chan-
nel risk through H5 (Connection problem between wearables) toward L2 (Loss or
unacceptable damage to the product) and L4 (Financial losses). This confirms that
vulnerabilities in digital guidance and connection reliability create disproportion-
ate impacts in flexible, decentralized production contexts.

In disassembly, the network maps and bar charts demonstrate that CA4 (Mov-
ing products with conveyor/dolly), CA7 (Wearable’s connections), and CA3
(Haptic/light feedback) feed into H5 (Connection problem between wearables),
H10 (Incorrect sorting of hazardous and non-hazardous components, leading to
environmental or safety risks), and H1 (Harmful activities that may lead to a
worker’s injury or death), ultimately culminating in L2 (Loss or unacceptable
damage to the product), L3 (Loss or unacceptable damage to wearables), L6 (En-
vironmental loss), and L1 (Worker injury). Taken together, these figures highlight

the context-sensitive nature of systemic risk and demonstrate the ability of the
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BN-PSO framework to uncover not only which nodes are critical but also how

risks propagate through pathways to generate systemic vulnerabilities.

— 2%
—20-40%
40-60%
_— 60-80%
[r—

(c) Case 3

Figure 4. Risk-weighted paths network.
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Figure 5. High-risk pathways sorted list.
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4.3. Sensitivity Analysis

Building on the node and pathway-level findings, the final step examines how the
network responds to perturbations in evidence, probability tables, and structural
connections. This provides a comprehensive view of model robustness and sys-
temic sensitivity, serving as a “what-if” simulation tool for managerial decision-

support.

4.3.1. CA Evidence Sensitivity

The CA evidence sensitivity analysis is presented in Figure 6. These plots report
how the expected severity of the Risk node changes when the marginal evidence
for a given CA node is perturbed by +10% or —-10%, holding the network structure
and all CPTs fixed. In the panels, the blue bars correspond to a +10% increase in
evidence for a given CA, and the pink bars represent a -10% decrease, with all
other parts of the network held constant. Bars to the right indicate increases in
expected severity (risk grows); bars to the left indicate decreases (risk falls).

Whether the most influential bar sits on the +10% or —-10% side depends on the
role a CA plays at the operating point of the model. When a CA behaves like a
driver of risk at baseline, adding evidence to it (blue) pushes the system toward
more hazardous states and produces a larger positive shift. When a CA behaves
like a barrier, removing evidence (pink) weakens protection and produces the
larger increase in risk. In some cases, both bars point in the same direction; this
occurs when small moves either way redistribute probability toward (or away
from) the same high-impact routes because of interactions with competing paths.

In Case 1, the sensitivity analysis reveals that the system’s overall risk is partic-
ularly influenced by a small subset of control actions, most notably CA6 (Worker
training). This node demonstrates a pronounced asymmetry between positive and
negative perturbations: when its probability is reduced by 10%, systemic risk rises
sharply, whereas an equivalent increase leads to a notable risk reduction. This be-
havior suggests that CA6 (Worker training) serves a critical stabilizing function,
absorbing uncertainty and maintaining system balance under normal operating
conditions. Its sensitivity indicates that even minor degradation in its perfor-
mance or reliability could propagate significant risk across the network. By con-
trast, control actions such as CA1 (Calibration regulations) and CA8 (Wearable’s
programming) also display noticeable sensitivities but in a direction that amplifies
rather than mitigates systemic risk. Increasing their likelihood appears to exacer-
bate overall vulnerability, suggesting that their influence is more disruptive than
protective.

In Case 2, the sensitivity profile changes noticeably compared with the first sce-
nario, showing that the propagation of risk depends strongly on the operational
context. The most prominent variations appear around CA10 (Smart gloves guide
pressure feedback), which produces the largest positive and negative deviations
across all control actions. When the evidence supporting CA10 (Smart gloves
guide pressure feedback) decreases by 10%, systemic risk increases sharply, while

a 10% increase in its probability results in a marked reduction.
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Figure 6. Sensitivity of systemic risk to CA evidence perturbation.
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This clear asymmetry indicates that CA10 (Smart gloves guide pressure feed-
back) functions as a dominant protective mechanism in this configuration: its
presence contributes to system stability, whereas its weakening immediately am-
plifies vulnerability. Moreover, CA1 (Calibration regulations), CA6 (Worker
training), and CA7 (Wearable’s connections) share a similar pattern: each shows
a slight increase in systemic risk when their probabilities rise and a corresponding
decrease when they are reduced, suggesting a moderate stabilizing effect whose
influence is directionally consistent but less intense than that of CA10 (Smart
gloves guide pressure feedback). In contrast, CA2 (Data of materials and position-
ing) and CA8 (Wearable’s programming) display an opposite trend — both pro-
duce negative AScores under a -10% perturbation and minimal positive change
under +10%, implying that these actions may exert a destabilizing or risk-ampli-
fying influence when weakened.

In Case 3, CA13 (Highlight the hazardous parts) stands out as uniquely critical,
exhibiting increased systemic risk under both positive and negative evidence per-
turbations, with the absence of evidence proving most detrimental. CA6 (Worker
training) and CA12 (Plan of product/sequence) show a more complex behavior,
where a reduction in evidence slightly decreases overall risk, suggesting that their
activation may occasionally contribute to instability. By contrast, CA3 (Haptic
feedback/light feedback), CA7 (Wearable’s connections), CA8 (Wearable’s pro-
gramming), CA9 (Smart glasses provide assembly/disassembly instructions), and
CALl1 (Place and sort parts in storage bins) act as risk drivers, as greater evidence
or confidence in their activation consistently corresponds to an escalation in sys-

temic risk.

4.3.2. CPT Sensitivity

The CPT sensitivity analysis is presented in Figure 7. This analysis evaluates how
variations in the CPTs of the Hazard and Loss nodes influence the expected se-
verity of the Risk node. Each node’s CPT was perturbed by +10% while maintain-
ing the original network structure and all other CPTs constant. In the panels, the
light-blue bars represent a —10% scaling of the CPT values, and the black bars
correspond to a +10% scaling. Bars extending to the right indicate an increase in
expected severity (the system becomes more risk-prone), whereas bars to the left
denote a reduction in systemic risk.

Because this procedure alters the underlying conditional dependencies rather
than direct evidence, it highlights which Hazard and Loss relationships exert the
greatest structural influence on the propagation of risk through the network. Nodes
whose bars show large or asymmetric deviations reveal where small changes in
local probability relationships can shift the global risk profile, identifying the most
sensitive points in the model’s internal logic.

For Case 1, Hl1(Harmful activities that may lead to a worker’s injury or death)
and H9 (Release of harmful refrigerants due to improper disassembly) exhibit the
strongest positive deviations in A Systemic Risk, particularly under a +10% CPT

scaling (black bars). This indicates that even small increases in the likelihood re-
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lationships encoded in these nodes substantially raise the expected severity of the
Risk node. Their sensitivity suggests that these hazards play a central role in trans-
mitting or amplifying risk within the system structure. However, when their CPT
values are reduced (-10%, light blue), H1 (Harmful activities that may lead to a
worker’s injury or death) shows a slight increase in risk, and H9 (Release of harm-
ful refrigerants due to improper disassembly) demonstrates a modest increase.
This observation reinforces their role as key contributors to upward risk propaga-
tion, suggesting that even a reduction in their internal probabilities does not mit-
igate risk, but rather maintains or slightly elevates it, confirming their critical na-
ture as strong drivers. Among the Loss nodes, L4 (Financial losses due to the line
stoppage) shows a similarly pronounced asymmetry: an increase in its CPT prob-
abilities markedly elevates systemic risk, while a reduction produces only a minor
mitigating effect. This asymmetric pattern implies that once a failure associated
with L4 (Financial losses due to the line stoppage) becomes more likely, its down-
stream impact grows disproportionately—an indication of nonlinear risk ampli-
fication. Other nodes, such as H7 (Data security problem), H8 (Damage to the
product during the process), L5 (Loss of sensitive information), and L3 (Loss or
unacceptable damage to wearables), show moderate sensitivity, reflecting second-
ary effects on the overall risk balance.

In Case 2, the CPT sensitivity analysis reveals a more balanced yet directionally
complex behavior across the Hazard and Loss nodes, suggesting that risk propa-
gation in this scenario is shaped by intricate interdependencies rather than dom-
inance by a few nodes, as observed in Case 1.

Among the Hazard nodes, H6 (Communication problem between depart-
ments), H7 (Data security problem), and H9 (Release of harmful refrigerants due
to improper disassembly) stand out as the most influential. H7 (Data security
problem) exhibits a substantial negative A Systemic Risk when its CPT values are
increased, and a smaller positive effect when decreased. This asymmetry indicates
that increasing the likelihood of H7’s (Data security problem) causal relationships
significantly reduces systemic risk, implying that H7 (Data security problem)
functions as a critical mitigating mechanism—its integrity helps contain uncer-
tainty in downstream pathways and actively reduces overall risk. Conversely,
weakening its probabilities leads to a slight amplification of risk. H6 (Communi-
cation problems) shows a significant positive A Systemic Risk for both increased
and decreased CPT values. This indicates that any perturbation to H6’s (Commu-
nication problems) conditional probabilities, whether an increase or a decrease,
leads to a substantial increase in systemic risk, making it a highly sensitive and
volatile risk amplifier in this scenario. By contrast, H9 (Release of harmful refrig-
erants due to improper disassembly) demonstrates that a +10% increase in its
CPTs elevates risk significantly, whereas a -10% decrease tends to reduce it. This
analysis identifies its role as a risk-intensifying node, where stronger conditional
links propagate instability through the network, but conversely, its mitigation can

lead to a notable reduction in risk.
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On the Loss side, L1 (Loss or injury to the worker) emerges as particularly sen-
sitive. It exhibits the most extreme negative A Systemic Risk under -10% scaling,
meaning that a small reduction in its conditional probabilities substantially lowers
the expected severity. However, increasing its CPT reverses the effect, showing a
significant increase in risk, confirming that L1 (Loss or injury to the worker) am-
plifies overall system vulnerability when its probabilities are strengthened.

In Case 3, the CPT sensitivity analysis shows a broader and more amplified dis-
tribution of responses compared to previous cases, indicating that risk propaga-
tion is highly sensitive to changes in the conditional relationships among several
Hazard and Loss nodes. Unlike the previous scenarios, where sensitivity was con-
centrated in a few elements, this case displays multiple high-impact nodes that
collectively shape the systemic risk dynamics, often with asymmetric effects.

Among the Hazard nodes, H4 (Not providing precise and real-time data), H7
(Data security problem), H8 (Damage to the product during the process), and H9
(Release of harmful refrigerants due to improper disassembly) exhibit the most
significant deviations. H8 (Damage to the product during the process) stands out
as the most critical, demonstrating the highest positive A Systemic Risk under in-
creased CPT scaling, implying that strengthening its conditional dependencies
considerably increases systemic risk. Its sensitivity suggests that H8 (Damage to
the product during the process) acts as a core amplifier—small probability in-
creases in its hazard pathways have disproportionate effects on overall system se-
verity. Similarly, H4 (Not providing precise and real-time data) and H7 (Data se-
curity problem) exhibit large positive shifts under decreased CPT scaling, indicat-
ing that reducing their CPT probabilities results in an escalation of risk. This pat-
tern reflects their stabilizing function, as weakening these links reduces the model’s
ability to contain risk propagation toward severe loss states. H9 (Release of harm-
ful refrigerants due to improper disassembly) demonstrates sensitivity in both di-
rections, showing an increase in risk under both increased and decreased CPT
scaling, implying a fragile equilibrium—any perturbation, whether amplification
or reduction, destabilizes the system equilibrium.

At the Loss level, L1 (Loss or injury to the worker), L5 (Loss of sensitive infor-
mation), and L6 (Environmental loss) exhibit distinct but consistent patterns of
asymmetry between the increased and decreased CPT perturbations. L1 (Loss or
injury to the worker) shows a reduction in systemic risk when its CPT is de-
creased, with a negligible effect when increased. L5 (Loss of sensitive infor-
mation), conversely, demonstrates an increase in systemic risk when its CPT is
decreased, and a reduction when its CPT is increased. L6 (Environmental loss)
similarly displays a pronounced increase in systemic risk under decreased CPT
scaling, accompanied by a reduction under increased CPT scaling. These varied
patterns indicate that changes in their CPTs induce specific directional shifts in
systemic risk, though the overall magnitudes remain moderate compared to the
primary Hazard nodes. This collective behavior suggests these nodes operate un-
der related pathways or dependencies, contributing distinctively to the system’s

downstream response rather than acting as independent amplifiers.
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Figure 7. Sensitivity to CPT perturbation (hazards + losses).
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4.3.3. Structural Sensitivity
The structural sensitivity analysis evaluates how the network’s topology—the
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Figure 8. Top edges by structural impact.
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presence of specific parent-child links—shapes overall risk. For each directed edge
in the DAG, we evaluate its leverage by marginalizing the influence of the parent
node on its child. This method allows the framework to quantify the impact of a
specific causal dependency while preserving the mathematical integrity of the re-
maining CPT relationships. Positive values indicate that the link acts as a stabiliz-
ing coupling (protective), whereas negative values indicate the link functions as a
risk-amplifying conduit.

Figure 8 reports the top 20 edges ranked by absolute impact (JAScore|) and
visualized as green horizontal bars. This ranking surfaces the most consequential
dependencies in the model—links whose presence or absence materially redistrib-
utes probability mass across high-severity routes. In practice, edges with large pos-
itive AScore are candidates for preservation or strengthening (they help contain
escalation), while those with large negative AScore highlight amplifying pathways
whose mitigation (through design changes, safeguards, or decoupling) can yield
meaningful reductions in systemic risk.

In Case 1, the most influential structural dependencies appear among both Loss
and Hazard pathways. A distinct pattern of significant risk amplification is ob-
served for direct links from Loss nodes to the aggregate Risk node: L3 (Loss or
unacceptable damage to wearables) > R, L4 (Financial losses due to the line stop-
page) > R, and L2 (Loss or unacceptable damage to the product) > R all exhibit
substantial negative A Systemic Risk upon removal. This indicates that these di-
rect connections are strong amplifiers of systemic risk in the baseline configura-
tion, and their removal substantially alleviates overall vulnerability. Other ampli-
fying pathways include L6 (Environmental loss) > R, H10 (Incorrect sorting of
hazardous and non-hazardous components, leading to environmental or safety
risks) > L6 (Environmental loss), H9 (Release of harmful refrigerants due to im-
proper disassembly) > L6 (Environmental loss), and L5 (Loss of sensitive infor-
mation) > R, all showing notable reductions in systemic risk when removed.

On the other hand, a prominent group of edges, including H6 (Communication
problem between departments) > L5 (Loss of sensitive information), H1 (Harm-
ful) activities that may lead to a worker’s injury or death > L3 (Loss or unaccepta-
ble damage to wearables), H2 (Insufficient training of workers to work with wear-
ables) > L5 (Loss of sensitive information), and H5 (Connection problem between
wearables) > L5 (Loss of sensitive information), yield substantial positive A Sys-
temic Risk when removed. This indicates that these relationships serve as crucial
protective couplings that help absorb uncertainty and limit escalation; eliminating
them destabilizes the network and significantly increases overall risk. Other note-
worthy protective links include H6 (Communication problem between depart-
ments) > L3 (Loss or unacceptable damage to wearables), H9 (Release of harmful
refrigerants due to improper disassembly) > L1 (Loss or injury to the worker),
CA3 (Haptic feedback/light feedback) > H10 (Incorrect sorting of hazardous and
non-hazardous components, leading to environmental or safety risks), H2 (Insuf-
ficient training of workers to work with wearables) > L3 (Loss or unacceptable

damage to wearables), H5 (Connection problem between wearables) > L3 (Loss
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or unacceptable damage to wearables), CA2 (Data of materials and positioning)
- H10 (Incorrect sorting of hazardous and non-hazardous components, leading
to environmental or safety risks), CA7 (Wearable’s connections) > H9 (Release of
harmful refrigerants due to improper disassembly), CA1 (Calibration regulations)
> H7 (Data security problem), and CA6 (Worker training) > H2 (Insufficient
training of workers to work with wearables). These consistently positive values
highlight the importance of these connections in maintaining safety boundaries
and overall system resilience.

Case 2 exhibits several highly influential risk-amplifying pathways where edge
removal leads to a substantial reduction in systemic risk. L4 (Financial losses due
to the line stoppage) > R and L3 (Loss or unacceptable damage to wearables) > R
stand out as the most critical amplifiers. These direct links from specific Loss
nodes to the aggregate Risk node are identified as primary drivers of systemic vul-
nerability. Their removal demonstrates the greatest alleviation of overall risk, sug-
gesting that these loss outcomes have a pronounced and direct impact on the sys-
tem’s severity assessment. Other significant amplifying connections include L2
(Loss or unacceptable damage to the product) > R, H4 (Not providing precise and
real-time data) > L4 (Financial losses due to the line stoppage), H3 (Not providing
the required materials and structure on time) > L4 (Financial losses due to the
line stoppage), H1 (Harmful activities that may lead to a worker’s injury or death)
- L4 (Financial losses due to the line stoppage), H2 (Insufficient training of work-
ers to work with wearables) > L4 (Financial losses due to the line stoppage), and
L5 (Loss of sensitive information) > R.

In contrast, a set of edges acts as protective couplings, where their removal in-
creases systemic risk, implying they help contain or channel risk in the baseline.
The edge H1(Harmful activities that may lead to a worker’s injury or death) > L1
(Loss or injury to the worker) shows the largest positive A Systemic Risk, indicat-
ing it is the most critical protective pathway in Case 2. Its presence is vital for
managing H1’s (Harmful activities that may lead to a worker’s injury or death)
influence, and its removal significantly destabilizes the network by allowing risk
to propagate more freely or severely elsewhere. Edges linking Control Actions to
Hazards are also prominent protective mechanisms: CA4 (Moving products with
conveyor/dolly) > H2 (Insufficient training of workers to work with wearables),
CALl (Calibration regulations) > H5 (Connection problem between wearables),
CA7 (Wearable’s connections) > H5 (Connection problem between wearables),
CA8 (Wearable’s programming) > H5 (Connection problem between wearables),
and CA4 (Moving products with conveyor/dolly) > H5 (Connection problem be-
tween wearables).

The consistent positive impact of removing these control action links under-
scores their fundamental role in restraining associated hazards (H2 (Insufficient
training of workers to work with wearables), H5 (Connection problem between
wearables)) and thereby mitigating systemic risk.

Case 3 demonstrates pronounced risk amplification through direct connections
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from Loss nodes to the aggregate Risk node. L4 (Financial losses due to the line
stoppage) > R, L3 (Loss or unacceptable damage to wearables) > R, and L5 (Loss
of sensitive information) > R are identified as the most critical amplifiers. Their
removal leads to the most significant reductions in systemic risk, indicating that
these direct loss outcomes are primary drivers of overall system vulnerability. An-
other substantial amplifying pathway is L2 (Loss or unacceptable damage to the
product) > R, reinforcing the pattern that direct propagation from various loss
categories to the overall risk assessment significantly elevates systemic severity.

Conversely, a set of edges functions as crucial protective couplings, where their
removal increases systemic risk, signifying their role in containing or channeling
risk in the baseline. The most prominent protective links are those connecting
Control Actions to Hazard nodes: CA7 (Wearable’s connections) > H9 (Release
of harmful refrigerants due to improper disassembly), H9 (Release of harmful re-
frigerants due to improper disassembly) - L1 (Loss or injury to the worker), CA6
(Worker training) > H9 (Release of harmful refrigerants due to improper disas-
sembly), CA9 (Smart glasses provide assembly/disassembly instructions) > H9
(Release of harmful refrigerants due to improper disassembly), CA10 (Smart
gloves guide pressure feedback) > H9 (Release of harmful refrigerants due to im-
proper disassembly), and CA13 (Highlight the hazardous parts) > H9 (Release of
harmful refrigerants due to improper disassembly).

The concentration of these control action links directed towards H9 (Release of
harmful refrigerants due to improper disassembly) indicates that the system heav-
ily relies on various control mechanisms to manage this specific hazard. Their
consistent positive impact upon removal underscores their fundamental role in
restraining H9 (Release of harmful refrigerants due to improper disassembly) and

preventing broader risk escalation.

5. Discussion

A key contribution of BN lies in its ability to probabilistically capture how risks
propagate across multiple system layers. Traditional risk analysis often stops at
identifying unsafe control actions or hazards, but the hierarchical Bayesian Net-
work allows dependencies to be represented explicitly and quantified through in-
ference. The addition of PSO ensures that these probabilistic relationships are not
arbitrarily assigned but are calibrated against both expert-driven priors (STPA-
derived) and a plausible systemic risk profile. This dual mechanism strengthens
the credibility of the resulting model and reduces reliance on subjective parame-
terization. One of the recurring challenges in systemic modeling is achieving a
balance between transparency for decision-makers and quantitative robustness.
STPA-BN-PSO addresses this tension by producing both numerical rankings and
intuitive visualizations (e.g., path-weighted networks).

The results obtained across the three distinct case studies compellingly demon-
strate the framework’s adaptive diagnostic power. In the sequential assembly con-

text (Case 1), systemic vulnerability was primarily centered around planning fail-
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ures (CA12) and safety-critical losses. Conversely, in the job-shop environment
(Case 2), communication and digital connectivity hazards (H6, H7) were identi-
fied as the primary drivers of risk. This reflects the increased complexity of the
human-machine interface in decentralized layouts, where the reliability of infor-
mation flow is the foundation of system resilience. Disassembly operations (Case
3), in contrast, revealed a convergence of multiple high-impact environmental
(L6) and informational (L5) failures. These context-dependent shifts vividly illus-
trate the framework’s ability to reveal how systemic risk reorganizes under varying
operational conditions, providing a level of diagnostic detail that exceeds tradi-
tional linear methods.

From a managerial perspective, the STPA-BN-PSO framework offers several
strategic advantages for proactive risk management. First, the baseline quantifica-
tion revealed that nearly one-third of potential outcomes fall into unacceptable
risk states, highlighting the urgency of mitigation during wearable deployment.
Second, the criticality and path-based analyses provide a data-driven prioritiza-
tion tool, allowing decision-makers to target the specific control actions that exert
the most leverage on the final risk state. Third, the multi-layer sensitivity analyses
serve as a “what-if” simulator. They empirically demonstrate that targeted inter-
ventions, such as improving worker training reliability (CA6), can yield dispro-
portionate reductions in systemic risk. This alignment between model predictions
and the structural logic of the manufacturing system enhances confidence in the
framework’s actionable recommendations.

Despite its strengths, the STPA-BN-PSO framework has several identifiable
limitations. Its structural integrity is inherently tied to the initial STPA output;
any omissions during the qualitative hazard identification phase will inevitably
propagate into the quantitative BN model. Furthermore, while the PSO algorithm
successfully systematizes the calibration process, it does not entirely eliminate
subjectivity. The framework relies on expert-derived reference profiles to anchor
the optimization, meaning that the resulting baseline risk estimates—such as the
31.5% unacceptable risk identified in the job-shop case—must be interpreted as
scenario-conditioned benchmarks rather than absolute failure frequencies.

While this study utilized synthetic targets to demonstrate the stability and adap-
tive diagnostic power of the framework under data scarcity, future empirical val-
idation using longitudinal industrial datasets is essential to confirm its external
validity. The promising results point toward several high-impact directions for
development. Integrating real-time sensor data from wearable devices directly
into the BN priors could transform the framework from a design-phase assess-
ment tool into a semi-autonomous monitoring system capable of adaptive, live
risk assessment. Finally, coupling the STPA-BN-PSO methodology with multi-
criteria decision-making (MCDM) would allow practitioners to balance safety-
critical risk mitigation with broader organizational, economic, and sustainability
priorities, fully realizing the pillars of Industry 5.0.

A direct quantitative comparison with conventional methods like Fault Tree
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Analysis or manual Bayesian Networks was excluded due to their inability to
model sociotechnical feedback or predict how risk pathways reorganize during
the design phase. Conventional tools are fundamentally linear and reductionist,
designed for mechanical systems that can be easily decomposed into independent,
analyzable components. However, the wearable-enabled environments central to
Industry 5.0 are not decomposable in this manner; systemic risks emerge from the
complex interactions between humans, software, and physical devices rather than
isolated component failures. Furthermore, these traditional tools require histori-
cal failure rates that are inherently unavailable in data-scarce early integration
stages. In contrast, the STPA-BN-PSO framework uniquely bridges qualitative
control logic and probabilistic quantification, capturing the non-linear interde-
pendencies and emergent vulnerabilities that standard linear frameworks are less

suited to represent in such highly coupled systems.

Table 7. Hybrid risk management framework comparison.

Feature/Criterion

Focus

Limitations

Best application
stage

Unique
contribution

Computational
effort

Data acquisition
effort

Expert elicitation

Risk estimation
bias

Best situations for
use

Industrial
suitability

STPA-PSO FRAM-PSO STPA-BN-PSO

Probabilistic risk and path

Identification and prioritization of o .
reorganization across CA-H-L-Risk

Variability propagation and

unsafe control actions sustainability-driven mitigation

layers

Dependent on foundational STPA
quality; Requires reference targets for

Not capture probabilistic High dependence on expert input

dependencies; High reliance on for variability parameters;

expert input; Can be Subjectivity in defining calibration; Subjectivity in severity

time-consuming damping/amplifying factors weighting
Both design and improvement
Early system design and safety 8 . P Design and early integration phases

o stages, especially when ]
validation (proactive assessment)

sustainability is central

Provides systemic, path-based
Semi-automated feedback loop for Integration of sustainability criteria ] ) Y ) P o

] S S ) o S quantification of risk reorganization
risk prioritization and mitigation into systemic risk optimization . .
in data-scarce environments

Moderate High Very high

Requires UCA lists, probabilities, Requires detailed function mapping, Requires structured reference risk

and impact ratings SPCs, and variability distributions profiles (simulated or expert-derived)

Very high (function definitions,
High (hazard/UCAs identification, ery high (function definitions

impact weighting)

High (STPA priors + some CPT

iability values, SPC i ts,
variability values impacts calibration)

sustainability scoring)

Possible bias in weighting and Subjectivity in expert scoring of  Possible bias from assumed reference

expert-driven ratings SPCs and sustainability pillars  profiles and assigned severity weights

When early design or integration ~When sustainability trade-offs are . . . .
) ) o When historical failure data is
stages require systematic hazard  central, or when decision-makers . .
. . . o . unavailable (early design stage);
identification and prioritization; must balance environmental, . . .
L ) . . .. . suitable for safety-guided design and
best for preliminary safety economic, and social objectives in o 2
] . . L predicting path reorganization
engineering risk mitigation
Complex socio-technical sectors . . o High-reliability industries where
. . Manufacturing, recycling, logistics,
(aviation, healthcare, rail, defense)

where unsafe control actions must

proactive, path-level diagnostic power
or energy sectors under strong .

T and probabilistic evidence are
sustainability mandates

be identified early essential
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When placed in the broader context of hybrid frameworks, STPA-BN-PSO
complements alternatives such as STPA-PSO and FRAM-PSO. As summarized in
Table 7, each method offers a unique contribution: STPA-BN-PSO provides path-
based, probabilistic quantification with path-sensitivity; STPA-PSO delivers an
early-stage qualitative feedback loop; and FRAM-PSO integrates sustainability
criteria into risk optimization.

Taken together, these methods form a layered strategy for Industry 5.0: STPA-
PSO for qualitative hazard structuring, STPA-BN-PSO for proactive probabilistic
quantification during the design and early integration phases, and FRAM-PSO for
managing variability during continuous improvement. This toolkit allows practi-
tioners to select the most appropriate method based on computational effort and
industrial suitability. Specifically, the STPA-BN-PSO framework is uniquely suited
for data-scarce environments at the design stage, where it provides the path-level
diagnostic power necessary to predict how risk propagation pathways will reor-
ganize before the system becomes operational. This fills a critical gap by allowing
for safety-guided design in high-reliability industries where probabilistic evidence

and systemic foresight are essential.

6. Conclusions

This study introduced the STPA-BN-PSO framework as a probabilistic approach

for assessing and managing systemic risks associated with the integration of smart

wearables in complex Industry 5.0 manufacturing environments. By leveraging

STPA-derived causal structures and calibrating probabilistic relationships through

PSO, the methodology provides a robust and interpretable tool for proactive risk

quantification during the design phase, where historical failure data is inherently

scarce.
The application of the framework across three distinct manufacturing case
studies yielded several key findings:

¢ Quantitative risk profiling: The results demonstrate that systemic risk is pro-
foundly context-dependent. The Job-Shop environment (Case 2) exhibited the
highest baseline unacceptable risk at 31.5%, while the sequential assembly line
(Case 1) showed a lower baseline of 28.0%. This highlights the increased vul-
nerability created by the complex interdependencies and connectivity require-
ments of decentralized Industry 5.0 layouts.

o Adaptive diagnostic power: The framework successfully identified shifting risk
drivers across operational contexts. In sequential operations, risk is primarily
driven by planning quality (CA12), whereas in flexible job-shops, digital con-
nectivity and information flow (H4, H5) are the primary amplifiers of systemic
vulnerability.

e Technical stability and rigor: The PSO calibration process proved to be statis-
tically stable across multiple independent runs. This confirms that the frame-
work reliably identifies consistent model parameters despite the high-dimen-

sional uncertainty inherent in sociotechnical systems.
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e Prioritization of human safety: By utilizing a probabilistic weighted Risk node,
the framework successfully prioritized safety-critical outcomes over technical
losses. This ensures that the resulting risk assessments are aligned with the hu-
man-centric philosophy of Industry 5.0.

While STPA-BN-PSO advances systemic risk modeling, limitations include the
current reliance on synthetic reference profiles for initial calibration and the struc-
tural dependence on the initial STPA output. Future research should prioritize
extending the framework to integrate real-time sensor data from wearables into
the BN priors, move toward semi-autonomous decision-support, and explore hy-
brid approaches that incorporate multi-criteria decision-making for broader or-
ganizational priorities.

In summary, this research establishes the STPA-BN-PSO approach as a power-
ful and interpretable tool that uniquely equips organizations to anticipate, priori-
tize, and mitigate the complex systemic vulnerabilities inherent in wearable-ena-
bled manufacturing. Positioned strategically alongside design-oriented tools like
STPA-PSO and sustainability-focused methods like FRAM-PSO, STPA-BN-PSO
fills a critical operational gap in a comprehensive, layered risk-management stack

tailored for the evolving landscape of Industry 5.0.
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