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Abstract

This research presents a facial recognition system based on cameras installed
in public spaces in Burkina Faso, which sends real-time alerts with the location
and time of detection of the suspect. The objective of this research is to develop
a security system solution capable of helping Burkina Faso combat terrorism.
The system is developed and tested using a drone operating at medium alti-
tude to simulate its operation before integration with the cameras. The system
uses ArcFace, an open-source model compatible with facial differentiation
constraints. The results achieved a detection rate of 92% and an accuracy of
90% under ideal conditions, while maintaining good performance in a dy-
namic environment. This research is important because Burkina Faso is expe-
riencing periods of insecurity linked to terrorism. To help Burkina Faso, we
are implementing this scalable solution to strengthen security and enable the
monitoring of suspects, which will contribute to the strategy for combating
terrorism in Burkina Faso. In this research, we design the system architecture,
build a Python script and function, and test the system’s effectiveness. The
result shows a perfect detection of the suspect.
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1. Introduction

Burkina Faso faces a serious security threat primarily related to terrorism, with
numerous recorded deaths. Despite the ongoing efforts of the national army to
restore peace, terrorists are increasingly adopting deceptive tactics, such as dis-
guises, to infiltrate public spaces at any time, undetected. This increases the public
safety stakes and underscores the need for intelligent surveillance solutions that
support security forces while respecting ethical boundaries. It is therefore im-
portant to implement automated systems that provide real-time alerts with pre-
cise, timestamped location data to counter dynamic terrorist threats. This research
proposes a facial recognition system for integration with video surveillance, tested
with Mavic 2 Pro drones from Da-Jiang Innovations (DJI) to simulate the per-
spectives of roadside cameras, given restricted access to the Smart-Burkina net-
work, thereby ensuring infrastructure monitoring. It is important to notice that
with the development of drone technology, that is, unmanned aerial vehicles
(UAVs) with advanced imaging capabilities, the field of aerial photography has
changed dramatically. Indeed, Drones offer a much more flexible, economical,

and effective answer than traditional aerial photography techniques [1].

2. Methodology Used

The methodology used in this research is the following:

A . =
: — & —
high level system | Building Testing of face
architecture function and detection, Location
modeling and script for face and Timestamp
design detection, Tracking, Alert
recognition and | Generation
alert sending

The methodology is the following:
- High-level system architecture modeling and design.
- Building a function and script for face detection, recognition, and alert sending.

- Testing of face detection, location and timestamp tracking, and alert generation.

3. The Concepts of CCTV Surveillance and Facial Recognition

In the context of urban security, video surveillance is a major approach to security
through monitoring and allows for many hours of surveillance. However, in Burkina
Faso, identifying suspects is difficult because it currently relies on inadequate da-

tabases, and privacy issues arise. Facial recognition leverages deep learning to pro-
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vide automatic identification with cutting-edge accuracy. The InsightFace frame-
work is defined for face detection, and ArcFace for feature extraction, based on
the Insight framing, is considered the most effective. The conventional drones
used for demonstration in our research are suitable for the test environment, giv-
ing us the advantage of observing the system’s performance at high altitude. It
should be noted that Burkina Faso has already deployed video surveillance in sev-
eral areas, and our research focuses on facial identification and alerts issued based
on our database to detect terrorists and criminals. It is important to notice that
Facial scan systems through CCTV have software solutions that process images
existing in CCTV cameras and processing systems with facial recognition tech-
nology. Human face detection is in the domain of computer vision applications
focused on the recognition and location of the image of a human face in the pic-

ture, regardless of the size, position, and condition [2].

4. The Importance of Privacy in CCTV Systems

Privacy is a major concern in the context of video surveillance, particularly in
Burkina Faso, where public distrust of Smart Burkina cameras is evident. The abil-
ity to visually track people present in the scene is essential for any surveillance
system. However, the widespread deployment and increased advancement of
video surveillance systems have raised awareness of privacy to the public [3]. Pri-
vacy protection technologies, such as temporary data storage and encryption, are
essential for reconciling security and individual freedoms. Unlike drones, which
process data in real time, video surveillance systems often store recordings indef-
initely, increasing the risk of misuse. This research proposes protocols to ensure
that only suspicious data is retained, in accordance with international privacy

standards, and to promote public acceptance.

5. High-Level System Architecture Modeling and Design

Design and Modelling constitute a structured approach to planning and visually
representing the architecture, behavior, and components of the system. In this re-
search, these processes ensure that the facial recognition pipeline from data acqui-
sition to alert generation is logically organized, modular, and aligned with opera-
tional requirements. Architecture definition, which is central to system design, is
one of the two most used technical processes in the practice of model-based sys-

tems engineering [4].

5.1. Requirement Analysis

Functional requirements include real-time detection, email alert delivery, and pri-
vacy compliance. Technical requirements encompass CCTV compatibility, 1080p

imaging, and secure data handling.

5.2. System Architecture

The system is composed of three main components: User Interface (UI), Logic Layer,
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and Database.
Component Breakdown:

o User Interface (UI): Manages all interactions with Ministry operators, display-
ing real-time alerts, interactive maps, and system status.

o Logic Layer: Processes images from drones or CCTV cameras, performs facial
recognition using InsightFace, and generates alerts.

¢ Database: Stores suspects metadata and ensures privacy-compliant data han-
dling.

5.3. Class Diagram

© CaptureDevice

[ capture: cv2.VideoCapture-

@ capture_frame(): FaceImage
© release()

1
1
1
1
lusage
1
1
1

Y

@ FaceRecognizer

@ FaceDetector

[) model: MTCNN

[ target_size: tuple[int]

() arcface_model: ArcFace
() dataset_path: string

@ detect faces(in image: Facelmage): list[FaceBoundingBox|

@ align(in image: Facelmage, in bbox: FaceBoundingBox): Facelmage

@ get_embedding(in image: Facelmage): numpy.ndarray
@ recognize(in embedding: numpy.ndarray): string

@add face(in image: Facelmage, in person_id: string

composition association uses irected association
many
© FaceBoundingBox @ Facelmage
‘ © AlertManager

[ bbox: tuple[int] 0 path:string

[ landmarks: dict[str, tuple[int]] [J image_data:numpy.ndarray ‘ [smtp_server: string

[ confidence: float
‘ @load(in path:string): numpy.ndarray ! @ send_alert(in message: string

0 get_bbox(): tuple[int]

L

@ preprocess(inout image_data: numpy.ndarray, in target_size: tuple|int|): numpy.ndarray,

Figure 1. Class diagram.

A class diagram is a type of UML (Unified Modeling Language) diagram that de-
picts the static structure of a system by showing its classes, their attributes, meth-
ods, and the relationships among objects. It is widely used in object-oriented de-
sign to model the blueprint of a software system. Class Diagrams are a fundamen-

tal element in the software development process, providing an organized visual
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representation of software components and their relationships. Therefore, ensur-
ing the quality of these diagrams is important to maintain consistency, design in-
tegrity, and project success [5].
Here are the use cases of a class diagram:
o They help visualize and organize the components of the system, serving as a
blueprint for implementation.
o They encourage discussions about the system’s design, promoting a shared un-
derstanding among team members.
o Many development tools support code generation from class diagrams, ena-
bling developers to create code skeletons efficiently.
o This capability minimizes manual coding efforts and helps ensure that the im-
plementation aligns with the design.
The class diagram is the following:
Figure 1 shows the corresponding class diagram for our system. It shows the

different relation, the methods, and their attributes.

5.4. Sequence Diagram

The automation of Unified Modeling Language (UML) sequence diagram gener-
ation has posed a persistent challenge in software engineering [6]. Indeed, a se-
quence diagram is a type of UML (Unified Modeling Language) diagram that vis-
ually represents the interactions between objects or components in a system over
time. It focuses on the order and timing of messages or events exchanged between
different system elements. The diagram captures how objects communicate with
each other through a series of messages, providing a clear view of the sequence of
operations or processes.

Figure 2 shows the sequence diagram of our system.

DroneOperator DataManager S Lo

capture video/images (DJI Mavic 2 PRO) _

store captured video/images _

transfer video (DJI software).

insert video for training

>
>

_provide data for model training

update trained model

>

capture suspect footage N

store in database
transfer via DJI software
train model with Streamlit interface

DroneOperator DataManager Sys~tem ‘ Data-base

Figure 2. Sequence diagram.
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5.5. Use Case Diagram

A Use Case Diagram is a behavioral diagram in the Unified Modeling Language
(UML) that visually represents the interactions between users and a system through
various functional scenarios. Use case diagram, an example of UML diagram, is a
very powerful tool to model the requirements specified by the users while also help-
ing the development teams understand the functionalities and interactions between
users and the system [7]. It illustrates what the system is supposed to do by depicting
all the external entities that interact with it and the specific services or functions the
system provides to those entities. Use case diagrams help clarify the system’s func-
tionality from the user’s perspective and are particularly useful during the require-
ments-gathering phase, serving as a clear and concise tool for communication among
stakeholders, analysts, and developers. The use case diagram is one of the important
models to be used to design the system requirements, which focuses on the system
functionality. The design of the system is part of the System Development Life Cycle
(SDLC) phase, which becomes a guideline to develop any system [8].
Figure 3 shows the use case diagram of our system.

Drone OperationA

Capture Video/lmages

«includer

> Store Footage

DroneOperator ' R 4 ~{_suses

[Data Managemend _ - -~

e /

— (Transfer Video>- - - - - “extend_ _ 5 Train Model
>

-

“USCS»
/ System

-
-
-
-

System Maintenance\. - ~

>

-

—— < Update Model

Figure 3. Use case diagram.

5.6. Conceptual Approach

The system development follows a structured and technology-driven conceptual ap-
proach, integrating modern technologies, including Streamlit for the frontend de-
velopment and SQLite for the back-end database management. The app is designed
with a clean architecture that separates the user interface, business logic, and data
management layers. The architecture of Streamlit follows a reactive, script-based
paradigm that is designed to simplify the development of interactive web applica-
tions in Python. At its core, Streamlit operates on a client-server model where the
Python script runs on the server-side, and the user interface is rendered in the
browser through a lightweight frontend built with modern web technologies. Table

1 shows the functional and non-functional requirements of our system.
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Table 1. Functional and non-functional requirements.

Requirement Type Description

Non-Functional
Requirements

o The system captures high-quality images for facial recognition.
o Privacy protocols such as JWT authentication, AES 256 encryption are

Functional included.
Requirements « The system processes images in real-time for face detection recognition.

o The system generates real-time alerts with a location timestamp.
o The system integrates with the InsightFace framework.

o The user interface is intuitive and user-friendly.
Data are securely stored and encrypted.
The system is scalable to accommodate a growing user base and increasing
amounts of data.

o The system is responsive across different devices.

6. Building a Function and Script for Face Detection,
Recognition and Alert Sending

In our research, we use a Python script to build and train a neural network for
multi-class classification tasks. This type of model is commonly applied in areas
such as image recognition, natural language processing, and datasets where the
output needs to be categorized into multiple classes. The following code that we
use defines a custom SoftMax class that builds a neural network using Keras. The
network consists of two hidden layers with 1024 units each, using the Rectified
Linear Unit (ReLU) activation and 50% dropout for regularization, followed by
an output layer with as many units as the number of classes and a softmax activa-
tion. It uses the Adam optimizer with a learning rate of 0.001 and categorical
cross-entropy loss, optimized with Adaptive Moment Estimation with Long-Term
Memory to train the model for classification tasks. The model is compiled with
accuracy as a metric. With the integration of Python and PHP scripting programs,

the developed system is now simple and easy [9].

Figure 4. Softmax code.

Figure 4 shows the softmax code, a Python script used to build and train a multi-
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class neural network. The softmax function is a ubiquitous function, frequently
used as a probabilistic link function for unordered categorical data, in different
kinds of models, such as regression, artificial neural networks, or probabilistic cog-
nitive models [10].

6.1. Face Detection and Landmark Extraction Code

We use a script that uses OpenCV and MTCNN (Multi-task Cascaded Convolu-
tional Networks) to detect faces in a video stream. It captures video input, detects
faces, and extracts facial landmarks such as the left and right eyes, nose, and
mouth. Detected faces are saved as images with bounding boxes and landmarks,
and the process continues until the video ends or a key is pressed.

6.2. Face Recognition and Age-Gender Prediction

The provided Python code is used to recognize faces and predict attributes like
age and gender from images. This can be applied in social media filtering, person-
alized marketing, security authentication, or demographic analysis based on facial
features. This script processes face images using MTCNN for detection and a pre-
trained model for recognition. It aligns detected faces, extracts features, and pre-
dicts age and gender using a deep learning model. The processed images are saved,
and the script outputs the predicted age and gender. It leverages MTCNN and a
pre-trained deep learning model and is an invaluable tool for a focused study on
facial recognition and demographic attribute prediction. Face recognition is im-
portant because it detects, extracts features, and predicts age and gender, which is
important for decision-making in terms of security research.

Figure 5 shows the code for the face recognition and age-gender recognition.

Figure 5. Face recognition and age-gender prediction code.
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7. Results

After designing the system architecture and building the Python script, we found
that the system provides real-time suspect detection and location alerts, which can
significantly improve response time and situational awareness for defense and se-
curity forces, enhancing national safety.

Figure 6 shows an experimental suspect used for system testing. Figure 7 shows
the suspect’s name, which is Stephane Zoungrana. The timestamp is 2025-05-30
01:12:16. The location is Burkina Institute of Technology. The alert sender using
Gmail typically refers to a system or application that sends automated alert mes-
sages (emails) through a Gmail account. The alert location is made based on cam-

era metadata.

Figure 6. Experimental suspect 1.

martiniendev... 30 May @) .
“ H
@ tome v ’

The Suspect Stephane Zoungrana was found. Time2025-
05-30 01:12:16 Location: Burkina Institute Of Technology

:
[ & o

Figure 7. Alert sender abstract.
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The model exhibits very high performance, with minimal loss and good accu-
racy on both the training and test datasets. This research directly supports Burkina
Faso’s broader efforts to combat terrorism through technological intelligence, po-

tentially reducing civilian casualties and improving peacekeeping outcomes.

8. Conclusion

Burkina Faso is facing a critical security threat due to terrorism, with a range of
fatalities recorded in 2023. Despite continuous efforts by the national army to re-
store peace, terrorists increasingly use deceptive tactics, such as disguises, to infil-
trate public spaces. To address this, a facial recognition surveillance system was
developed to support defense and security forces in automatically detecting ter-
rorist suspects through public-area cameras. The system generates real-time alerts
with precise locations and timestamps. A drone was used for evaluation due to
limited access to public surveillance networks, with promising results 92% detec-
tion and 90% accuracy in ideal conditions. However, challenges remain, particu-
larly regarding full integration with the infrastructure and the system’s perfor-
mance under variable conditions, such as poor lighting or dense crowds. Through
careful requirements analysis, architectural planning, and the adoption of modern
tools such as Streamlit, InsightFace, and SQL, the system was developed to per-
form real-time facial recognition and generate alerts. The use of UML diagrams
ensured a structured and comprehensive design, while the integration of robust
security protocols addressed data protection concerns.
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