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Abstract 
The widespread use of personal data found in social media platforms for arti-
ficial intelligence (AI) training purposes raises significant legal concerns, par-
ticularly regarding data protection and privacy. This paper critically examines 
the legal boundaries and possibilities involved in the use of personal data ex-
tracted from social media platforms for AI training, with a focus on the Brazil-
ian General Data Protection Law (LGPD) and the General Data Protection 
Regulation (GDPR). It investigates the legal foundations for processing such 
data through the analysis of concrete cases and the challenges arising from 
them, including the need to justify further processing of personal data, as well 
as the lawfulness of legal bases arising from this context. To this end, current 
industry practices, decisions from data protection authorities, and regulatory 
initiatives are examined, considering the approval and enforcement of the EU 
AI Act. As a result, the investigation unfolds that the current baseline for per-
sonal data protection presents significant gaps in light of the complexity of the 
digital context emerging around increasing adoption of AI. Therefore, it is pro-
posed that legal guidelines must be established within robust AI governance, 
in line with technical solutions, to ensure that personal data processing for the 
purpose of generative AI training is compatible with data protection and pri-
vacy. 
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1. Introduction 

A new paradigm has begun to unfold considering the advance of artificial intelli-
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gence (AI), which has been increasingly integrated into society since the launch 
of ChatGPT in November 2022. This new form of interaction has raised profound 
social and regulatory repercussions. 

As exciting as the state of the art in AI may be with the spread of the so-called 
LLMs, which is a type of generative AI, there is an evident issue of large volumes 
of data that must be collected and used for the training of a model in the develop-
ment stage and eventually when the AI is deployed. This layered complexity in-
herent to generative AI gives rise to risks and potential consequences associated 
with the use of the technology. 

AI governance can be highlighted within this complex scenario, serving as an 
essential foundation for successful implementation within organizations and as 
the primary driving force that enhances its effectiveness. Without mature govern-
ance of both AI and data, AI models are hindered in delivering responsible AI to 
their users. 

Data used to train AI, which is in extremely high demand, impacts how data 
protection rights should be preserved, for example in the social media ecosystem, 
assuming that users’ personal data found in the platform is used for the training 
process of a generative AI model, including for cases in which the very platform 
is creating its own proprietary model.  

Given the complexity of how technology travels in this era, this article will an-
alyze the regulatory applicability that can be identified in this specific context of 
social media platforms making efforts to detain their own AI models/systems. 

2. Treasure-Trove: Personal Data in Social Media 

It is a fact that social media influences users’ daily lives, affecting habits, tastes, 
opinions, helping shape popular culture and trends, and above all, having the abil-
ity to modify how society interact in society and in their intimate sphere. 

The greatest competitive advantage of social media companies to acquire data 
is that every image, post, interaction, video, comment, among others, are easily 
accessible sources, since the environment and database are managed by the plat-
forms themselves. These data, which evidently are composed of personal data and 
therefore could be seen as a vivid reflection of an individual, directly impact their 
social relationships, which justifies the need for specific guardrails focused on the 
autonomy of personal data protection in the face of challenges posed by AI. 

In search of data, including high quality data, one can state that social media 
platforms have significant leverage in this competitive scenario to extract a large 
amount of data and use it for generative AI training purposes. So, it is not a coin-
cidence that popular social media companies are positioning themselves fiercely 
in the AI race, as follows. 

2.1. Meta’s Use of Personal Data for AI Training 

In June 2024, Meta announced updates to its privacy policy, with the prerogative 
of using personal data for AI training, including improving its proprietary Llama 
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model. Thus, all data made available on its platforms, whether on Facebook, In-
stagram, or Threads, could be used for such purposes.  

In Europe, as a response to this announcement, the non-profit association co-
founded by Max Schrems, Noyb, a non-profit organization acting in defense of 
digital rights and privacy in Europe, called out Meta’s intent to process user data 
for AI training without proper consent before 11 European data protection au-
thorities (Nyob, 2024a). In the complaint, they argued that this practice would 
violate GDPR (European Union, 2016) principles by not offering an opt-in option 
and clearly pointed to the existence of a dark pattern when applying the opt-out.  

The stance of Meta also caught the attention of the Data Protection Commis-
sion (DPC), Ireland’s national data protection authority, where Meta’s headquar-
ters is located. The authority and the company reached an agreement that sus-
pended Meta’s plans. Meta stated that its objective was to train their AI models 
with European’s users data who were over 18 years old and found as publicly avail-
able information (i.e., personal data that a data subject has made accessible to an 
unrestricted audience on the platform), as opposed to private information, such 
as private profiles and messages. 

Similarly, in Brazil, the country’s National Data Protection Authority (ANPD) 
had to intervene by issuing a suspension of personal data processing for Meta’s AI 
training of Brazilian users in vote n. 11/2024/DIR-MW/CD (Autoridade Nacional 
de Proteção de Dados, 2024a). The suspension is based on the lack of reasonable 
expectations for data processing for a specific purpose (i.e., what a user would 
foresee as a likely use of their data according to the disclosed purposes found in 
the platform’s terms and conditions and privacy policy), with penalties such as 
fines for non-compliance. The vote pointed out to the following: i) absence of ap-
plicable legal basis; ii) lack of transparency in disclosing information to data sub-
jects; iii) non-adherence to data subjects’ rights; and iv) processing of personal 
data of minors under 18 years old without appropriate safeguards. 

Unlike Europe, the response came after the published privacy policy version in 
July 2024 due to the fact that the announcement about the privacy policy update 
in Brazil was not announced. In the European Union (EU), Meta platform users 
were previously informed by email and app notifications of the company’s plans, 
which provided greater transparency regarding the privacy policy in contrast to 
the experience of Brazilian users. 

According to the new privacy policy, Meta would collect personal data publicly 
made available by Brazilians on Instagram and Facebook. This included various 
types of media, such as images, audio, and posts, aiming to train and improve their 
generative AI. Third parties whose images are disclosed or who are mentioned 
indirectly on Meta platforms are included in the scope of the training data. 

In the vote, the lawfulness of the processing was also a major point of concern, 
as the legitimate interest was apparently unsuited for the intended purpose. The 
requirement of the data subject’s reasonable expectation was not met. Within the 
scope of training data, there is also the matter of processing special category of 
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data—sensitive data (i.e., data revealing racial or ethnic origin, religious belief, 
political opinion, union membership, health or sex life, genetic or biometric data, 
or other special category information under GDPR and the broadly equivalent of 
sensitive data under LGPD), which requires a new legal basis framing as per art. 
11, LGPD (Brazil, 2018) that did not occur in this specific case. Another relevant 
factor is that the principles of necessity and purpose limitation were not observed. 

Moreover, Meta did not provide plain information about the consequences of 
processing data for the development of generative AI models. In the Privacy 
Channel, the company only generically mentions future benefits without detailing 
risks to data subjects and third parties. 

The opt-out mechanism for users to object to AI training was not presented to 
Brazilian citizens in a facilitated manner. Several steps and actions were necessary 
to oppose to the processing of their personal data, such as locating hidden pages 
to access an extremely detailed opt-out form that demanded a lot of details on why 
the user wanted to do so. All these mechanisms are evidently designed to burden 
users into creating unnecessary hurdles to meet their rights. In contrast, for EU 
data subjects, the opt-out link was sent directly by email.  

Therefore, the opt-out model had an underlying dark pattern for Brazil, since 
users needed to follow an extensive path to get to the appropriate page to submit 
the request and therefore be able to exercise the rights provided for in art. 18 of 
the LGPD. 

In August 2024, the ANPD let Meta resume the processing of personal data 
following Meta’s cooperation and efforts to the compliance plan proposed by the 
Authority in Decision n. 23/2024/DIR-JR/CD (Autoridade Nacional de Proteção 
de Dados, 2024b). The measures would then promote transparency while allowing 
users to opt-out of using their personal data for the purpose of AI training by 
Meta. However, the suspension was maintained for minors.  

In response to the authority’s requirements, the company did indeed imple-
ment measures to promote greater transparency and compliance in the processing 
of personal data. However, at the conclusion of this case, the ANPD recognized 
that dealing with sensitive data posed a complex challenge with respect to the law-
fulness of processing, especially considering the ongoing evaluation of such mat-
ter by other relevant data protection authorities across the world, especially in the 
EU. 

Privacy policy documents on the Meta website vary according to its location. In 
the case of Brazil, there were no changes in the privacy policy when mentioning 
“artificial intelligence” in the versions published on June 26, 2024, October 9, 
2024, and November 14, 2024 (Meta, 2024a). There was a removal of AI training 
references in the privacy policy published on July 9, 2024 (Meta, 2024b), due to 
the ANPD’s decision in the first vote abovementioned.  

The AI references in most versions are limited to informing that: i) user data is 
used to “enable the creation of content such as text, audio, images, and videos, 
including through the artificial intelligence technology we provide”; and ii) to 
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support “research in areas such as artificial intelligence and machine learning”. 
The most relevant information for users to understand how and what information 
is being used for Meta’s generative AI training was added later through more de-
tailed privacy notices for Brazil. 

There is a page linked in the privacy notice titled “How Meta uses information 
for generative AI models and features” (Meta, 2025) that even though it has been 
referenced in the Brazilian privacy notice, is only available in English, which cre-
ates a language barrier for Brazilian users. The page promotes necessary clarifica-
tions for users about Meta’s AI purposes, regarding the following points: i) user’s 
publicly available data; ii) pillars of the company’s privacy protection strategy; and 
iii) opt-out mechanism, thus promoting the exercise of data subjects’ rights. 

In the specific case of Brazil, there was additional information provided that 
made the intended purpose and use of AI in the concrete case much more coher-
ent, and a provisional attribution of a legal basis, followed by solid measures fre-
quently monitored by the Authority. The ANPD ensured that Brazil succeeded in 
improving transparency for data subjects with the allocation of responsibilities 
under the LGPD. 

It is worth highlighting that a company with global presence will often adopt 
locally especially considering different targeted outcomes, which weakens the 
wide adoption of the right to data protection and privacy throughout all opera-
tions. 

On May 14, 2025, the debate reignited when Meta announced plans to resume 
personal data from Instagram and Facebook users in the EU to train its new AI 
systems. Nyob once again reacted and sent a cease-and-desist letter to the plat-
form (Nyob, 2025), reaffirming the need to request consent through opt-in, as 
opposed to Meta’s claims of using legitimate interest to collect all user data law-
fully. 

The platform faced significant pressures to stop using legitimate interest as a 
legal basis, and to move away from the opt-out system for AI training purposes. 
Additionally, there is the possibility of a collective action in the EU against the 
company, alleging consumer damages, which could result in billions. 

Thus, Meta bet on the limits of the legal basis of legitimate interest to train AI 
with public user data and even controversially with private data, a fact denied by 
the company, attracting evident media and public attention. Despite measures 
taken regarding user transparency and promotion of improvements in the opt-
out feature, which was adopted later, and efforts in dialogue with various data 
protection authorities, doubts remain towards the lawfulness of processing 
around sensitive data. 

Finally, in this case, the company’s intent to build its own AI project by devel-
oping and improving proprietary models (e.g., Llama) is evident. The platform 
attempted to build an ecosystem in favor of its AI projects, without specific safe-
guards in place and tried to convert user data into competitive advantage while 
reducing potential need to rely on third parties for acquiring data. 
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2.2. Personal Data Use in X for AI Training  

The case of X, previously known as Twitter, and currently a xAI company, was 
the subject of repercussions regarding the use of personal data for training the 
company’s AI, the Grok model. The company silently introduced in its platform 
the option to use personal data from its users for AI and machine learning models, 
as provided in its privacy policy without going into further details. In a supple-
mentary document to the privacy policy, the social media platform declared that 
they acted according to their legitimate interest as the legal basis to support all 
data processing. 

In Europe, when it was revealed that the practice had been going on for months, 
the case attracted the attention of various authorities, starting with the DPC. It 
initiated an urgent action, citing serious concerns about X’s use of personal data 
from public posts of millions of EU/EEE users to train Grok.  

In August 2024, the authority stated that the users were still having their data 
processed without prior knowledge and their posts were being used to integrate 
X’s AI training, without any appropriate safeguards and in non-compliance with 
the GDPR. X denied engaging in any unlawful conduct. After negotiations took 
place, the DPC understood that X introduced the necessary mitigatory measures 
in response, such as the insertion of an opt-out mechanism for users, which was 
not previously made available, which is a basic right of data subjects.  

Similar to the Meta case, Nyob filed complaints about X’s practices before 9 
data protection authorities in Europe to protect the rights of European citizens, 
alleging that the appropriate legal basis for this case would be consent, with the 
insertion of an opt-in mechanism instead of opt-out, which was subsequently in-
corporated (Nyob, 2024b). The association criticized the DPC’s conduct directly, 
as it was considered very lenient in its response to X, as it apparently was acting 
in favor of the company. 

Among the main points raised in the complaint, the following were cited: i) X 
did not inform its users when it changed the privacy policy to accommodate the 
provision of using personal data for AI training; ii) X did not provide an opt-out 
option for data subjects in advance; iii) in July 2024, without prior announcement, 
X activated a default setting (Milmo, 2024) that allowed users to have their data 
processed for AI training purposes; iv) when offering opt-out to users, the steps 
to do so were not understandable, requiring an active search by the user to find 
the privacy setting; and v) X did not provide specific details about which personal 
data it would process, whether that data would be separated between sensitive and 
non-sensitive data, or if there would be distinction by data processing per location, 
etc. 

Following up of the case, in August 2024, the DPC entered into an agreement 
with X to suspend the use of personal data from public posts of EU/EEE users 
collected between May 7 and August 1, 2024, for the Grok training (Data Protec-
tion Commission, 2024a). After a month, in September 2024, X agreed to defini-
tively comply with the terms of the commitment made in August. This resulted in 
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the conclusion of ongoing legal proceedings, and the case was formally closed 
(Data Protection Commission, 2024b). However, regarding the data that had been 
previously incorporated into the model (Bray, 2024) the issue persisted including 
whether there would be a possibility of deletion. 

During this process, the DPC requested a statement from the European Data 
Protection Board (EDPB), in accordance with Article 64(2) of the GDPR, with 
the intent of promoting greater clarity and consensus about the main legal and 
regulatory issues related to the use of personal data in AI training. This consul-
tation covers themes such as data processing and applicable legal foundations. 
The EDPB did indeed return with this request as discussed in more detail in 
item 3.3. 

In Brazil, the ANPD (Causin, 2024) issued a decision order in December 2024, 
to investigate X’s practices on this data processing in its platform for AI training, 
such as the disclosure of privacy policy and terms of use, to request mitigatory 
measures, and to evaluate overall compliance with the LGPD. As part of the 
measures, the ANPD asked for clarification in relation to the documentation pre-
sented as evidence of compliance (e.g., balancing test, which is the equivalent to 
the LIA—Legitimate Interests Assessment; and DPIA—Data Protection Impact 
Assessment) as to understand whether it would be applicable according to the lo-
cal jurisdiction, since it only referenced legislation from the EU, European Free 
Trade Association (EFTA) countries, and the United Kingdom. In case it failed to 
comply with the LGPD, the company should present equivalent versions of such 
documentation that meet the local criteria. 

Regarding the purpose of the data processing, the ANPD determined that X 
should delete the expression “for any purpose” from its terms of use. Additionally, 
considering the types of data used in generative AI training, X would have to be 
very explicit in the legal documentation on which data was used for the intended 
purpose. There would also need to be an inclusion of the scope of the training 
data, that is publicly accessible personal data, except for data from protected or 
private accounts and data in private messages between users. 

Furthermore, X should immediately stop using personal data from accounts 
belonging to minors in Brazil for AI training purposes. Evidence of compliance 
with such order should be made available, signed by a legal representative or by 
the DPO (Data Protection Officer). Moreover, the company should include, in its 
privacy policy, or Help Center information about the non-existence of the pro-
cessing of minor’s data and disable any data sharing option aimed at generative 
AI training for these users. 

Brazil’s version of the privacy policy has not been updated so far (Twitter, 2020), 
unlike the global privacy policy (X, 2024), to convey with the ANPD’s require-
ments, to justify the processing of data with clear purposes instead of vague expres-
sions, such as “to improve AI models”. The ANPD in Decision n. 29/2024/FIS/CGF 
(Autoridade Nacional de Proteção de Dados, 2024c) has not made any public 
statement after its decision in its official channels; therefore, the company’s con-
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duct analysis was left inconclusive and to that extent, users in Brazil did not have 
their rights effectively protected. 

Many countries reacted with investigations into X’s practices, such as Switzer-
land. In March 2025, the FDPIC (Federal Data Protection and Information Com-
missioner), the country’s data protection authority, concluded that users’ opt-out 
was guaranteed and that data processing was in accordance with the FADP (Fed-
eral Act on Data Protection). In its position, the authority understood that users 
also have responsibility for the information they make public available (Eidgenö-
ssischer Datenschutz und Öffentlichkeitsbeauftragter, 2025).  

This is an extremely relevant point, considering that users often do not measure 
the consequences of data sharing, including sensitive data. In November 2024, 
Elon Musk urged users to share medical exams with images (MRI, X-ray, etc.) 
when interacting with Grok (Passarella, 2024). Users voluntarily engaged with the 
idea, which led to a large volume of health data being shared and used in the train-
ing of the AI tool. 

On April 11, 2025, the DPC resumed the X’s AI training case in the EU and 
announced the start of an investigation into the processing of personal data of 
Europeans contained in publicly available posts in X for training generative AI 
models, particularly Grok. The investigation aimed at evaluating compliance with 
the GDPR, including legality and transparency in processing (Data Protection 
Commission, 2025). 

X initiated its AI training with publicly available information found in the social 
media platform while sustaining the argument of having a legitimate interest to 
do so, with inefficient communication to users at first, as well as an absent opt-
out feature, which resulted in interventions across the EU to modify the scenario 
and implement appropriate safeguards. The company’s strategy led to reputation 
damage, as well as being left with a questionable legal basis to process personal 
data. 

The company’s intent to build its own AI project Grok was clear. The social 
media’s vision was focused on transforming data shared on the platform to their 
X products, adding value to it with easily accessible resources. Additionally, in 
September 2025, the platform was once again criticized, as user conversations with 
Grok were leaked on search engines (McMahon, 2025) constituting an evident 
exposure of intimacy (e.g., sensitive mental health, relationship data, etc.). 

2.3. Personal Data Use by LinkedIn for AI Training  

Following the benchmark established by its competitors, LinkedIn did not fall be-
hind. In September 2024, the company announced new changes in the privacy 
policy to use personal data for generative AI training (LinkedIn, 2024). The con-
duct was similar to X’s case, with the implementation of an easy to find opt-out, 
new changes in the privacy policy to process users’ personal data for generative 
AI training.  

In this case, LinkedIn’s silent action did not attract as much repercussion. There 
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is a reason for this. LinkedIn acted quickly so that the company’s new business 
strategy would not draw too much attention. LinkedIn announced officially on its 
blog that the generative AI training would not include data from members of the 
EEA, Switzerland, and the United Kingdom (LinkedIn, 2024) Additionally, within 
the FAQ section (LinkedIn, 2025a), the social network declares that it does not 
process personal data from users in Canada, EU, EEA, United Kingdom, Switzer-
land, Hong Kong SAR, or China for AI training purposes. 

In relation to LinkedIn’s advance on generative AI training and development, 
relevant information on the company’s strategy can be found in the FAQs, privacy 
policy (LinkedIn, 2025b), and in the Help Center website, where there is a specific 
section explaining how to control the opt-out feature (LinkedIn, 2025c). The in-
formation is clear regarding the use of personal data and the purpose of AI pro-
cessing, as specified in the FAQ section. The legal bases highlighted for data pro-
cessing by the company are legitimate interest and consent, with an emphasis on 
the mention of consent use with the possibility of revoking it. 

This case is slightly different from the others, since LinkedIn did not focus on 
developing its own proprietary AI model, rather it aimed to leverage data for ex-
isting generative AI models in order to customize it for its own needs. This will be 
a very common practice in the market, since creating a completely new model is 
a high-cost investment. (Hacker & Holweg, 2025) 

3. The State of the Art on Personal Data Processing in Social  
Media Platforms for AI Training Purposes  

In the cases above, it became evident that there is an evolving intersection between 
personal data and AI advancement demonstrated through processing of data 
found in social media platforms, whether for training a proprietary model or to 
customize AI models available in the market. In these scenarios, there is already a 
pre-existing relationship between the data controller and data subject, and, con-
sequently, a reasonable expectation of certain forms of processing. As mentioned, 
this rely on clear purposes to data processing established in the platform’s terms 
and conditions and privacy policy, typically covering core social media services 
(e.g., content creation and publishing; user connection, messaging and interac-
tion; content discovery and personalization; and identity/profile management), so 
repurposing this processing to AI training inadvertently causes a clear shift in ex-
pectations.  

Therefore, this data processing activity can fall under the further processing 
scope (i.e., the subsequent use of personal data for a purpose other than the one 
for which it was initially collected), so the extent of applicability of both the LGPD 
and the GDPR must be analyzed.  

Data protection is not a new regulation, and companies have had time and re-
sources to adhere to the obligations set by the legislation for the past decade. This 
means there are enforceable measures for personal data processing, such as pur-
pose limitation, legal basis, transparency mechanisms, necessary documentation 
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to attest for data subject’s rights, etc. In the challenging context brought by AI, 
these measures should be reviewed and analyzed, as further discussed. 

3.1. Legal Impositions under the LGPD and the GDPR 

The purpose limitation principle provided in art. 6, LGPD reflects that the pro-
cessing must be conducted for legitimate, specific, explicit purposes, informed to 
the data subject, without the possibility of further processing in a manner incom-
patible with those purposes. In the GDPR, the principle is defined in art. 5 and in 
short states that the processing must occur for specified, explicit and legitimate 
purposes and not further processed in a manner that is incompatible with those 
purposes. Both concepts are almost identical, which strengthens its universal ap-
plicability. 

Essentially, this principle aims to inform the data subject about the ways in 
which their personal data will be primarily used, and not for secondary and hid-
den purposes, even when faced with the same processing context. In the case of 
data processing for social media users, the primary context is evident: to enter the 
so-called “community” established in the platforms. While navigating and inte-
grating into such community, the users are subject to interactions with targeted 
advertising, recommendation algorithms, and many other forms that have been 
around for long, etc. However, using these data to feed a scalable product or ser-
vice in light of new technologies is something entirely different. The user did not 
sign up for this nor could have envisioned such data processing. 

The use of personal data for different purposes than their original one, in this 
case, for training a generative AI model resulting directly from the data control-
ler’s decision to turn personal data as inputs, is a form of further processing. This 
entails subsequent processing for a new or secondary purpose that differs from 
the purpose communicated at collection, in the sense of GDPR and the equivalent 
purpose limitation logic under LGPD. Therefore, framing AI training as further 
processing reinforces the need to demonstrate purpose compatibility, transpar-
ency, and an applicable legal basis for the secondary purpose. 

The vague reasons portrayed by the social media platforms to justify such 
purposes do not ensure transparency to users. As previously analyzed in detail, 
the companies did not come forward with explanations and details in their offi-
cial communications, documents, as it is simply stated that they’ll be using the 
data to the improvement of services, to help in the training of their AI mod-
els/systems. 

One of the allegations presented by Noyb in both Meta and X complaints, is 
that the companies failed to demonstrate grounds for alleging the legal basis of 
legitimate interest for further processing of personal data, including the require-
ment of proving that there was an actual legitimate interest in the first place, 
which would conflict with the purpose limitation principle. Thus, there was a 
violation of art. 5, (1) b), GDPR. It was argued that the further processing re-
mains incompatible with the original purpose. There is an evident mismatch 
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between the initial processing purpose and the subsequent data use, which was 
not indeed justified. 

Also, there is a second factor to be addressed within data protection legislation: 
the lawfulness of the processing that comes through the legal bases, which are the 
hypotheses that make the data processing activity lawful. The legal bases reflected 
in both the LGPD and GDPR are very similar, and their applications were de-
signed for shared scenarios. Additionally, there is the special category of data pro-
vided in the GDPR, which configures sensitive data broadly. In this context, both 
laws tie the lawfulness in this case as something different, with its own set of legal 
bases for this type of data. 

Often, individuals in their social media interactions may disclose sensitive data, 
for example, by revealing information about a health condition, a specific treat-
ment, or even a third party’s health information (e.g., to ask for blood donations, 
etc.). Additionally, it is common to see expressions of intimate beliefs about reli-
gion, different genders, gender, and political views. So, these types of sensitive data 
are constantly made available by users, compounding large-scale information 
found in social media.  

Social media platforms, such as Meta argue that it is technically impossible to 
separate data between sensitive and non-sensitive personal data for generative AI 
training purposes, as stated in case C081-11 (Nyob, 2024c). Consequently, if this 
is not possible, the attribution of an appropriate legal basis remains impaired un-
der arts. 7 and 11, LGPD and arts. 6 and 9, GDPR. 

Both laws are very explicit in stating that when personal data processing results 
from an economic activity, a legal basis must be identified for that specific sce-
nario. The purpose limitation principle states that the data subject must be aware 
of its purpose from its collection, so that a reasonable expectation about the pro-
cessing can occur. It is the data controller responsibility to promote transparency 
measures from the beginning of their interaction and whenever relevant changes 
take place within the data processing scope. 

In this context, there are two legal bases constantly addressed in this ongoing 
debate, envisioning the possibility of using personal data for generative AI train-
ing purposes: i) consent and ii) legitimate interests. It is worth noting that the 
purpose limitation principle is intrinsically linked to the application of these hy-
potheses. 

3.2. Consent 

The legal basis of consent must be freely given, specific, informed and unambigu-
ous, applied specifically for a determined purpose through the data subject’s man-
ifestation of will. To this end, the data subject must be informed prior to any data 
processing activity to be considered valid. 

The big issue with consent relies on how it manifests, since there needs to be 
certain conditions in place. Therefore, operational guarantees must often be im-
plemented, such as the opt-in alternative. Opt-in is a mechanism that allows the 
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data subject to give their consent and acknowledgement for the processing of their 
personal data. On the other hand, the opt-out is not considered a valid alternative 
for expressing consent. Pre-checked boxes are also considered invalid as they do 
not represent effective opt-in measures, as well as opt-out solutions that require 
intervention by the data subject to express their giving consent (European Com-
mission, 2018). 

According to the complaints presented against Meta (C081-11) and X (C087-06) 
by Nyob, both in 2024, it was alleged that the opt-in resource was incorrectly dis-
regarded as an alternative. It was argued that the companies used measures that 
prevented data subjects from exercising their right of choice, of consent, not being 
able to opt-in, rather, they only had a choice to opt-out.  

Considering that consent must be freely given when faced with a choice: to con-
sent or not to, without resulting in consequences, the same applies to the revoke 
of consent, which the data subject could rely on at any time if there is a change in 
the purpose limitation, as per art. 9, §2, LGPD. As of art. 7, 3, GDPR, consent can 
be revoked at any time and must be provided in a facilitated process. In this sense, 
it is necessary for the controller to manage consent so that the data subject can opt 
to withdraw it and the controller can meet this request. 

In the discussed scenario, the situation becomes a bit stretching, since it de-
mands keeping track of all consent that were made or revoked by millions of users. 
The controller must demonstrate compliance with their request; and so, a viable 
and effective method must be identified whereby the data subject receives the 
guarantee that their data will no longer be processed once consent has been re-
voked. 

Also, in generative AI training using personal data from social media’s users, 
the grounding of this legal basis becomes technically impractical, since the com-
pany will not be possible to erase data once used in the training, as stated in Nyob 
case C087-06 (Nyob, 2024d). As such, what would be feasible is to have personal 
data excluded from future LLM training cycles, given that the retroactive effect 
would not be possible here. 

Another relevant factor in art. 7, §4, LGPD is the exemption from informed 
consent when data is made publicly available by the data subject, provided that 
their rights and LGPD principles are safeguarded. This makes way for the appli-
cation of other legal bases in this context, as demonstrated with the application of 
legitimate interests. 

For those reasons, the use of consent as a legal basis has been framed as a chal-
lenging alternative in large-scale social-media AI training scenarios, particularly 
where: i) the notice is not sufficiently granular; ii) an opt-in design is not realisti-
cally implemented; or iii) the control over consent is hard to operationalize in 
practice for the data controller. At the same time, enforcement practice is not uni-
form: some stakeholders (such as Noyb in the Meta and X cases discussed above) 
argue that opt-in consent should be the default, whereas controllers have preferred 
legitimate interest and some authorities have focused their interventions on trans-
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parency, forms to perform the right to object and safeguards rather than requiring 
consent in every instance. 

3.3. Legitimate Interests 

One of the hypotheses deemed lawful for the processing of personal data is the 
pursuit of the legitimate interests of the controller or a third party, provided that 
the fundamental rights and freedoms of the data subject are not overridden. 

For the legitimate interests to be a valid and applicable basis, the following cri-
teria must be met: i) the interest must be legal, fair, clear, precise, real, and present; 
ii) the personal data to be processed must be necessary for the processing purpose; 
and; iii) the interests or fundamental freedoms and rights of the individuals in 
question must not be nullified by the use of legitimate interest. To demonstrate its 
applicability, this basis requires appropriate documentation to showcase that spe-
cific conditions were reached so that the data controller could lawfully rely on this 
basis. 

Regarding the documentation and testing, one of these requirements is the eval-
uation of the necessity of the processing. To account for that, an important factor 
to be evaluated is whether data processing respected the data minimization prin-
ciple, and if there was proportionality between the data collected and used for AI 
training. Considering generative AI development, answering this question be-
comes increasingly difficult. 

To conduct a balancing test or LIA, for LGPD and GDPR compliance respec-
tively, it is important to consider the impact on the data subjects, which can vary 
according to the type of personal data. This categorization is a key contributing 
factor to the assessment, and potential consequences arising from the AI model 
implementation context.  

An essential fact to the applicability of the legitimate interest legal basis is within 
the data subject’s reasonable expectation. The controller must evaluate and be able 
to demonstrate that personal data processing is expected by the data subject in the 
practical scenario (Autoridade Nacional de Proteção de Dados, 2024d). Other fac-
tors are imperative for fulfilling this requirement: i) established relationship be-
tween the controller and the data subject; ii) personal data collection: the source 
(website or derived from the service itself), the collection method (direct, by third 
parties, such as via scraping or from public sources), the context and date of col-
lection; and iii) the purpose of data collection and its compatibility with legitimate 
interest application. In the specific context of GDPR, the data subject’s reasonable 
expectation is impacted by the form data was made available, if made public or 
not, as demonstrated in the real cases highlighted earlier. 

Therefore, legitimate interest is a legal basis that many platforms and authori-
ties have treated as a trending alternative for lawful personal data processing for 
social media companies when training their own AI system/model (Solove, 2024). 
Considering the feasibility to apply this legal basis in practice and the continuous 
reliance on such legal basis, regulators’ responses to date often turn on whether 
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the assessment is credibly documented (balancing test/LIA), and whether reason-
able expectations, transparency, and valid opt-out are meaningfully operational-
ized. 

However, there are two main obstacles when dealing with this approach. First, 
the argument that the purpose is to “serve the commercial interests” of the com-
pany, typically found in standard terms of use of platforms and presented in a 
generic manner. In this context, a significant part of information and clarifications 
are lacking about the purposes for which AI can be applied in the real world, even 
while in the development stage of the AI lifecycle. Second, there is the issue of 
relying on legitimate interests when applying it to sensitive data, even when data 
is made publicly available, when faced with the applicability of the LGPD. In the 
case of the GDPR, it is possible to adhere to this in a lawful manner, since there is 
an exemption in the law allowing the processing to take place when sensitive data 
that been made publicly available. For other cases, the GDPR presents the same 
rationale as the LGPD. There is still a need to comply with the obligations of pre-
senting additional documentation and other requirements to legitimize such a ba-
sis in personal data processing in this scenario as per the GDPR (Solove, 2024). 

Additionally, there is an inherent challenge in separating personal data from 
non-personal data. Taking that to another level, the separation between personal 
and sensitive personal data is yet more complicated. This becomes an obstacle to 
obtaining lawfulness in this context, since the types of data are intertwined. More-
over, the volume of this data only increases over time, especially considering how 
long social media has been around collecting user data. 

In the opinion requested from EDPB as a response to the X case, mentioned 
above, they issued an official opinion (European Data Protection Board, 2024) on 
certain data protection aspects related to the processing of personal data in the 
context of AI models. The general topics discussed were: i) when AI models can 
be considered anonymous; ii) the application of legitimate interests as a legal ba-
sis; and iii) the impact of unlawful processing (in the development phase) on fur-
ther processing of data.  

The need for clarification becomes evident in aspects such as special data cate-
gories (art. 9, GDPR) and in the draft of DPIAs, which is another unparalleled 
documentation to ensure fundamental rights. There is emphasis on robust tech-
nical and organizational measures, detailed documentation on data subjects’ 
rights and reasonable expectations. 

The AI lifecycle stages are also addressed in the Opinion and were split into two 
stages: development and deployment, which can involve different legal bases in 
each stage with distinct purposes. So, an evaluation of each specific case is imper-
ative to ensure compliance with the legislation. Cases may happen where a basis 
is applied at the end of the process in the deployment phase, but in the previous 
AI model development stage, it engaged in illicit practices, not meeting the ex-
pected legal basis requirement, for example. As such, the opinion imposes measures 
to enable the processing, such as applying corrective measures to mitigate the un-
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lawful initial processing performed by data controllers (European Data Protection 
Board, 2024). 

When it comes to the application of legitimate interest in practice, data protec-
tion authorities across the EU did leave room for interpretation. AP, the Dutch 
data protection authority and CNIL, the French data protection authority pub-
lished materials about the application of legitimate interest when faced with spe-
cific circumstances, such as data scraping and AI development.  

The AP released a guide for private entities and individuals performing scrap-
ing practices, in which it entailed data processing in social media as part of its 
scope. Furthermore, the authority indicates that scraping would ideally be justi-
fied on the legitimate interest legal basis (Digital Policy Alert, 2024).  

CNIL discussed additional measures for applying legitimate interests, such as 
fulfilling the cumulative requirements for the applicability itself (documentation, 
LIA, DPIA, etc.), including for scraping (CNIL, 2026a) for AI system develop-
ment, without delving into the legal basis application for sensitive data processing 
cases. The authority compiled a step-by-step page (CNIL, 2026b) to guide devel-
opers to follow the GDPR in this very context of application. 

Similarly, in the case of ANPD in Brazil, as analyzed in the Meta case, the au-
thority chose to proceed with the application of legitimate interest as a legal basis 
after the company presented the required documentation and supplementary 
clarifications on the data processing. However, the issue of sensitive data pro-
cessing was not addressed—leaving room for interpretation.  

Social media platforms were originally seen as a community for socializing, but 
the dynamics have changed over the years. Therefore, additional measures were 
required by law and as of today, companies can be held accountable for a lot of 
outcomes in real life. The data controller should act in accordance with the law, 
by absorbing inherent data protection principles and allocating an appropriate 
legal basis into their processing activities. Given the evolving scenario of data pro-
cessing for the purpose of AI training in social media, it becomes evident that 
there is still a lot of uncertainty in terms of a widely adopted regulatory approach, 
as well as enforcement by authorities and the law. 

3.4. Brief Comparison between the Regulatory Response in Brazil  
and in the European Union 

Although the GDPR and the LGPD share a common normative foundation 
grounded in purpose limitation, transparency, and accountability, the social me-
dia AI training cases examined in this paper reveal both similarities and differ-
ences in how these principles are operationalized in practice. In both jurisdictions, 
the use of personal data originally collected for social media services to train gen-
erative AI models has been treated as a form of further processing, thereby requir-
ing a renewed assessment of purpose compatibility, an applicable legal basis, and 
adequate safeguards. Regulatory scrutiny in both Brazil and the EU has focused 
not on the abstract permissibility of AI training as such, but on whether platforms 
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can demonstrate that such secondary use aligns with users’ reasonable expecta-
tions and complies with core data protection practices.  

With respect to legal basis, enforcement debates in the EU have largely revolved 
around the compatibility analysis on further processing and the conditions under 
which legitimate interest may support AI training, particularly when accompa-
nied by robust documentation, balancing test/LIA, and effective objection mech-
anisms. In Brazil, the ANPD’s approach in the Meta case similarly emphasized the 
coherence between the declared legal basis and the purposes communicated to 
users, while focusing on transparency failures and the (im)practical accessibility 
of opt-out mechanisms. While neither regime has categorically indicated that the 
legitimate interest is the most appropriate legal basis, the cases suggest a shared 
regulatory concern with preventing its use as a purely formal or abstract justifica-
tion detached from users’ expectations and concrete risk mitigation.  

Processing of minors’ data constitutes a peculiar aspect. Under the GDPR, chil-
dren’s data benefits from heightened protection, including the special rule on chil-
dren’s consent for information society services where consent is relied upon as the 
legal basis. Under the LGPD, the best interests are taken into account considering 
the processing of minor’s data. In the Meta’s response case, this resulted in the 
continued suspension of AI training involving minors’ data even after adult data 
processing was conditionally resumed, illustrating a more categorical and out-
come-oriented protective stance in the Brazilian context.  

Transparency obligations also reveal differences in regulatory emphasis. In the 
EU the effectiveness of open communication with data subjects played a central 
role in assessing whether users could form a reasonable expectation regarding AI 
training. In Brazil, the ANPD attached particular importance to the asymmetry 
between the platform’s internal data reuse strategies and the limited information 
effectively conveyed to users that led to dark patterns. In both regimes, however, 
transparency was treated not as a purely formal requirement, but as a substantive 
condition for the lawful reuse of personal data in AI development.  

Finally, enforcement outcomes highlight some differences despite substantive 
common ground. EU enforcement has been characterized by coordinated yet 
fragmented interventions involving national authorities, with a focus on the DPC 
since it has more leverage in this situation from a strategic standpoint (headquar-
ters location), often resulting in pauses, negotiated commitments, and iterative 
compliance adjustments. In contrast, in Brazil, the ANPD demonstrated a will-
ingness to impose precautionary suspensions, negotiate conformity plans that en-
visioned compliance on concrete measures. 

Overall, these developments indicate that neither the GDPR nor the LGPD 
treats generative AI training as per se unlawful, but both demand a justification 
for repurposing social media data. Across jurisdictions, enforcement is converg-
ing on a practical test: whether controllers can evidence purpose alignment, a law-
ful legal basis, meaningful transparency, and effective rights mechanisms, espe-
cially where are minors and sensitive data are concerned. As regulators continue 
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to refine expectations through iterative decisions, the direction points toward a 
common compliance baseline for AI training. 

4. AI Governance in Organizations and the EU AI Act 

Data protection legislation helps us to navigate the new landscape of cutting-edge 
technology spread all around the globe. However, the legislation is not strong 
enough to hold all ground considering new challenges brought by the advances in 
AI. Relying on different angles and complementary applications is a must, such as 
new developing AI regulations or other complementary approaches from data 
protection authorities worldwide, as examined in both Brazilian and European 
experiences, which currently are trying to find the best way to proceed in the AI 
era. 

In order to obtain balance between innovation and regulation, where funda-
mental rights and safeguards are kept without hindering technological progress, 
an efficient approach in the governance field is necessary. Governance emerges as 
a viable and reliable solution, not limited to compliance with explicitly stated reg-
ulatory requirements, but extending to the operationalization and effective appli-
cation of these legal instruments. 

Legislators themselves must design sufficient instructions so that promising 
governance structures can emerge as an alternative, such as the EU Artificial In-
telligence Act, the EU AI Act (European Union, 2024) with relevant requirements 
for AI governance (e.g., QMS—Quality Management System) and multiple addi-
tional relevant materials set in consultations and guidance that have been released 
to meet the EU’s expectations for this new era, such as the Code of Practice (Eu-
ropean Commission, 2025), which xAI has partially signed the chapter of Safety 
and Security. 

There are some essential factors that those involved in AI development and 
training, and actors within the entire AI value chain, must aim to guarantee prin-
ciples and best practices embedded in their products and services. Assuring data 
quality is a requirement brought by law in the EU AI Act, as well as a good practice 
observed in the market for years. Another evident practice is ensuring accurate 
documentation, in which is already part of the day-to-day activities of those in-
volved in the technology field, but the law required some additional requirements 
that would become incorporated into technical documentation (Annex IV, EU AI 
Act), which would eventually be monitored and audited by authorities. 

In the EU context, several of the EU AI Act obligations that are particularly 
relevant for the social media training scenarios described here include, but not 
limited to: i) documented data-governance and data-quality practices for training, 
validation and testing data; ii) technical documentation and record-keeping that 
supports traceability of design choices and risk controls; and iii) transparency du-
ties that vary according to the role in the AI value chain. 

Once again, governance serves the purpose of elucidating how to put legal re-
quirements into practice, such as all obligations regarding assessments, whether 
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designed specifically for risk, bias, fundamental rights, etc. It is mandatory that 
companies continue to invest in IA governance (IAPP, 2025), into developing in-
ternal and proprietary governance frameworks. To avoid losing momentum, com-
panies should precisely focus on centralizing resources to promote governance 
measures by having a firm and steady AI strategy.  

The cases emerging from influential social media platforms discussed in this 
paper reflect this challenge in practice, setting a new threshold, especially regard-
ing data protection, which integrates another layer of regulatory complexity. 

4.1. Considerations about Social Media Platforms’ Cases 

It is possible to learn with some of the aspects arising from effective governance 
to contribute to the adherence of data protection in the AI space, as discussed in 
the social media cases. The points of concern that were not addressed properly 
timely were: i) silent opt-in features; ii) inconsistent official and publicly available 
instruments (privacy policies and terms of use); iii) diffuse information in AI 
strategies through official communication channels; iv) lack of transparency 
about further processing; and v) variation in the level of protection of data sub-
jects’ rights according to jurisdiction—a direct consequence to tougher regulatory 
context varying from one territory to another. These factors resulted in a lack of 
compliance with essential data protection legislation safeguards, such as purpose 
limitation principle, transparency, adequacy, data minimization, accountability 
and the lawfulness of a legal basis for processing activities entirely. 

In the complaint presented against Meta it was alleged that the company did 
not implement technical and organizational measures to limit data processing or 
impact on data subjects’ fundamental rights, therefore affecting the data mini-
mization principle. They also failed to observe the necessity principle in the in-
sufficiency of technical measures that would anonymize or pseudonymize per-
sonal data (Nyob, 2024c). 

Despite the evident flawed conduct in social media platforms’ when dealing 
with data protection, various data protection authorities acted promptly with reg-
ulatory and supervisory responses, which lead to the pause in the training of AI 
using European’s personal data. Nevertheless, after these reported events, some 
inconsistencies began to appear, such as Meta resuming the training without ap-
proval from EU bodies and authorities. This raises the possibility that the regula-
tors’ efforts were insufficient to resolve the issue. 

Regarding the AI regulatory scenario, the EU AI Act does not change the obli-
gations of AI system developers/providers and deployers in their roles as data con-
trollers or processors, nor does it impact data subjects’ rights in any way. How-
ever, it materially affects how AI actors must organize compliance across the AI 
value chain. Platforms may simultaneously act as: i) data controllers for user con-
tent under data protection law; ii) providers (where they develop or fine-tune a 
foundation model using platform data for various purposes); and/or iii) deployers 
when integrating third-party models into the platform. These roles matter because 
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they will determine obligations and establish responsibilities (e.g., model docu-
mentation and transparency expectations, instructions for use, risk-management 
and post-market monitoring). As AI evolves, it is the responsibility of the AI value 
chain actors and data processors/controllers to promote transparency measures 
and provide information about personal data processing in AI projects and solu-
tions, since the recurring obligations of both ends will overlap in a substantial 
manner. 

This mirrors what will be expected from organizations going further in the de-
velopment and deployment of AI models/systems, in which there is an increasing 
need to establish a strong baseline for internal governance as a backbone to protect 
fundamental rights, such as privacy and data protection. There must be efforts to 
ensure that those do not collide with AI, rather coexist. 

4.2. Regulatory Interplay between Data Protection and AI 

Using personal data as input for AI technology, given the influence and adherence 
that social media platforms have in the lives of billions of people worldwide, has 
become quite attractive for gold diggers. The analysis of the cases involving Meta, 
X, and LinkedIn highlighted fundamental aspects tied to this new context of pro-
cessing personal data for the purposes of AI training. Transparency measures and 
data subjects’ rights were conflicted and there was a quick response of data pro-
tection authorities in various jurisdictions. After pushing back, effects of this new 
strategy in the business driven by social media platforms were observed and ana-
lyzed with practical implications and conflicting rights. 

Therefore, it is extremely relevant to reflect and seek to understand in practice 
how such cases would be evaluated within the fairly recent binding requirements 
of the EU AI Act, especially in regard to the AI value chain actors when faced with 
existing accountability criteria coming from data protection regulations. 

The aftermath of the situation is evident, in which the fundamental capabilities 
to deal with new contexts brought by AI advances are lacking in the regulatory 
status quo. Alternative regulatory proposals are underway, such as the recent pro-
posal and approval of the Digital Omnibus on AI (European Council, 2026) to 
insert a new specific legal basis to process sensitive personal data involving bias 
mitigation in AI training within the EU AI Act’s scope. Brazil is also voting on 
their bill for AI regulation in Bill n. 2338/2023 (Brazil, 2023) but up until this stage 
the amendments do not suggest the inclusion of a new legal basis for AI training 
data in its scope. Therefore, it is necessary continue to follow new regulatory de-
velopments as they unfold to reflect on new possible outcomes to deal with this 
emerging situation. 

Considering the responses examined in Brazil and the EU, this paper argues 
that social media platforms engaging in generative AI training with user data must 
adopt governance measures that go beyond compliance and instead operational-
ize core responsible AI and data protection principles throughout the AI lifecycle. 
Some interesting takeaways that platforms should adopt as part of their AI gov-
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ernance, especially considering the outcomes of the real cases of social media com-
panies and the EU AI Act’s compliance logic are: i) platforms should ensure trace-
ability between original collection purposes and AI training objectives through 
documented purposes for compatibility and lawful analysis; ii) implement robust 
controls that clearly limit the use of publicly available content while enforcing data 
minimization and traceability standards; iii) provide meaningful, timely, and in-
telligible transparency mechanisms that allow users to realistically understand and 
object to AI training uses of their data beforehand; and iv) adopt heightened safe-
guards for minors’ data and processing of sensitive data, including default exclu-
sions and technical risk-mitigation measures. The implementation of these measures 
gives an idea of how data protection law and emerging AI governance frameworks 
can be translated into concrete enterprise-wide obligations in large‑scale AI de-
velopment.  

5. Conclusion 

This article sought to address the use of personal data found in social media plat-
forms for generative AI training, highlighting the current challenges and legal im-
plications of this practice. The critical analysis conducted demonstrated that while 
the use of personal data can provide significant advances in AI technology, it also 
raises important questions about data protection as part of individuals’ funda-
mental rights concerning their privacy. 

The data protection model encompasses significant gaps considering the com-
plexity of the emerging digital ecosystem. Lack of transparency, difficulty in ob-
taining valid consent, failure to observe all conditions to prove legitimate interest 
and data subjects’ reasonable expectation are some of the few obstacles in the AI 
era when using personal data for generative AI training. Additionally, the propor-
tionality and purpose limitation principle when processing personal data must be 
carefully considered to ensure compliance with GDPR and LGPD. 

The use of personal data on social media for generative AI training requires in 
essence a dynamic approach, with the implementation of appropriate regulation, 
robust governance, and an ethically rooted approach that considers both techno-
logical benefits and the protection of fundamental rights. 
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