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Abstract 
Trust-aware Internet of Things scheduling requires reputation evidence that 
is observable and energy state that enters the scheduling decision explicitly. 
This study presents a joint trust-energy scheduler (JTES). Beta reputation up-
dates only after known-answer challenges or redundant execution produces 
an imperfect validation label. The scheduler uses the exact 5th percentile of 
the Beta posterior at a documented controller refresh interval and includes 
both sensor residual battery and gateway residual energy. Twenty-four paired 
seeds, five compromise probabilities, seven schedulers, and three validator 
qualities produced 840 main and 72 sensitivity trials. Eight thousand task ar-
rivals define one simulated day. At 15% compromise with moderate valida-
tion, full JTES achieved 94.80% clean timely completion (SD 3.21) and ac-
cepted 2.56% bad results (SD 3.17). Energy-only scheduling achieved 86.81% 
and accepted 11.32%. Posterior-mean scheduling achieved 97.01% clean timely 
completion, accepted 0.95% bad results, and consumed 138.98 mJ per com-
pleted task, yielding better values than the conservative-bound policy on these 
principal simulated metrics. Validator degradation changed accepted corrup-
tion from 2.26% to 3.64%. The simulation exposes integrity-energy and con-
servatism-efficiency trade-offs and does not claim production lifetime or secu-
rity performance. 
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1. Introduction 

Constrained nodes have limited memory, processing, communication, and energy 
resources [1]. IoT security baselines therefore emphasize observable device state 
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and defined security capabilities [2], while consumer-IoT guidance requires lifecy-
cle controls rather than implicit trust [3]. 

Trust estimates can become overconfident if schedulers learn from outcomes 
that were never validated. Energy-aware scheduling is likewise incomplete when 
distance or queue length substitutes for residual battery and gateway energy. JTES 
therefore restricts trust updates to observable validation and represents both energy 
domains explicitly. 

The research question is whether observable validation evidence and explicit dual-
resource energy state can improve clean timely delivery under intermittent and com-
promised gateways, and what integrity cost follows from weaker validation or re-
duced replication. Figure 1 summarizes the architecture. 
 

 
Figure 1. JTES architecture with observable validation, Beta evidence updates, and separate sensor and gateway energy states. 

2. Related Work 

Edge computing places computation near data sources to reduce response time and 
backhaul dependence [4]. Edge and fog architectures expose resource-allocation 
and reliability trade-offs [5] [6]. JTES studies a narrow scheduling layer within that 
broader architecture. 

Beta reputation represents favorable and unfavorable evidence with compact suf-
ficient statistics [7]. EigenTrust aggregates repeated local experience [8], and sen-
sor-network reputation systems use observations to support integrity [9]. JTES fol-
lows their evidence principle: an unvalidated task creates no reputation update. 

Radio-energy models for sensor networks relate electronic and amplifier cost to 
transmitted bits and distance [10]. Wireless-sensor surveys document how topol-
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ogy, duty cycling, and routing affect lifetime [11]. The present experiment maintains 
sensor joules and gateway joules separately instead of treating distance as residual 
energy. 

CoAP [12], object security [13], and constrained-device cryptography [14] illus-
trate mechanisms that could carry authenticated tasks and validation exchanges. 
Security and trust surveys [15] and IoT protocol surveys [16] emphasize that rep-
utation does not replace identity or cryptographic protection. Simulation limitations 
remain substantial [17]. 

Recent edge studies jointly consider trust and information freshness [18], trusted 
data scheduling [19], and energy-aware offloading with learned trust [20]. Task 
dependencies and unreliable volunteer servers motivate trust-aware placement 
[21], while cooperative IoT scheduling [22], device-specific communication-com-
putation allocation [23], and delay-energy optimization [24] show that service and 
energy objectives are tightly coupled. Real-time trust-aware fog scheduling [25] fur-
ther supports evaluating trust as an operational scheduling signal rather than an 
isolated reputation score. 

3. Synthetic IoT Environment 

Figure 2 shows 400 sensors and six gateways in a 2 km by 2 km field. Gateway 
compromise is hidden from the scheduler. It affects only the generated result; the 
controller observes a noisy validation label when a challenge or redundant execu-
tion occurs. 
 

 
Figure 2. Representative sensing field. Compromise coloring is evaluator-only ground 
truth. 
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Table 1 defines the workload and physical units. Exactly 8000 arrivals represent 
one simulated day; the lifetime projection divides energy capacity by that day’s per-
device consumption. 
 
Table 1. Simulation environment. 

Parameter Value 

Sensors and gateways 400 and 6 

Area 2 km × 2 km 

Arrivals 8000 per simulated day 

Critical tasks 22% 

Known-answer challenges 3% 

Sensor battery 18,000 J 

Gateway energy budget 2,000,000 J 

Compromise probability 0%, 5%, 10%, 15%, 20% 

Task, Availability, and Execution Model 

The simulation represents one synthetic day as 8000 discrete task arrivals. One task 
arrives per simulation step; no Poisson or wall-clock interarrival process is assumed. 
For each arrival, the originating sensor is selected uniformly from the 400 sensors. 
A task is marked critical independently with probability 0.22 and as a known-an-
swer challenge independently with probability 0.03. Computational workload is 
sampled uniformly from 25 to 65 million cycles. 

Task deadlines use a two-level distribution: 25% of tasks receive a 150 ms dead-
line and the remaining 75% receive a 220 ms deadline. Gateway availability is sam-
pled independently for every task-gateway pair. The six gateway unavailability prob-
abilities are 0.08, 0.12, 0.09, 0.14, 0.10, and 0.13, respectively; thus the correspond-
ing availability probabilities are 0.92, 0.88, 0.91, 0.86, 0.90, and 0.87. 

Before each task is scheduled, every gateway queue is reduced by 0.55 task units, 
bounded below by zero. After an execution is assigned to gateway g , the queue 
is incremented by one. The execution-success probability depends on the resulting 
queue:  

( )fail, 0.012 0.008min 8, ,g gP Q= +  

so that 

succ, fail,1 .g gP P= −  

The execution latency of a successful task on gateway g  is  

, , ,22 0.032 6 ,i g i g g i gL d Q η= + + +  

where { },  i gd  is sensor-gateway distance in meters and  

( ), Lognormal 2.0,0.27 .i gη ∼  

A task is classified as timely only when its final accepted result is clean and its 
modeled task latency does not exceed that task’s assigned deadline. Gateway com-
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promise status is sampled once at the start of a simulated day and remains fixed 
for that trial. Each gateway is independently marked compromised with the sce-
nario probability cp . A benign gateway never generates a corrupted result in the 
model. A compromised gateway corrupts each attempted execution independently 
with probability 0.68: 

( ) ( )bad compromised 0.68,  bad benign 0.P P= =  

The same corruption rule applies to primary executions, replicated executions, 
and known-answer challenge tasks. Corruption status affects the generated result 
but is never directly visible to the scheduler. 

4. Observable Beta Reputation 
4.1. Evidence Sources 

A task updates reputation only when observable validation evidence is available. 
This occurs when a successful known-answer challenge returns a result or when 
redundant execution produces at least two successful gateway outcomes. Merely 
dispatching a replica does not guarantee a validation label, because one or both 
executions may fail. Validation is imperfect: in the moderate setting, a bad primary 
is labeled bad with 90% probability and a clean primary is falsely labeled bad with 
3% probability. Unvalidated successes and failures do not change alpha or beta. 

Equation (1) defines the posterior and the conservative score. The implementa-
tion numerically inverts the regularized incomplete Beta function; it does not use 
a Wilson approximation. 

 ( ) ( ) ( )1
Beta ,

, Beta , ,  0.05
g gg g g g g gq F

α β
θ α β α β −∼ =  (1) 

The prior is Beta (2, 1). Alpha increments after an observed clean label and beta 
increments after an observed bad label. Because the validation labels are imperfect, 
this posterior should not be interpreted as a calibrated posterior probability of true 
gateway integrity. Rather, it estimates the probability that a validated gateway ex-
ecution will receive a clean validation label under the configured validator error 
model. The true-positive and false-positive rates are not explicitly inverted or in-
corporated into the Bayesian likelihood, so the posterior reflects validated-label 
cleanliness rather than latent physical integrity. 

For controller efficiency, posterior counts update on every validation but qg is 
refreshed after 50 new observations for that gateway. Figure 3 shows posterior means 
and lower bounds in one fixed-seed run. 

4.2. Validation Sensitivity 

Table 2 lists the three validator scenarios. They are controlled error settings, not 
measured classifier performance. 

4.3. Selective Replication and Result Resolution 

Full JTES, Trust-only, and Posterior-mean scheduling use the same selective-
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replication trigger. After the primary gateway is selected, a second execution 
is dispatched only when the task is critical and the primary gateway’s current 
5th-percentile trust bound is below 0.90. The second gateway is the next-low-
est-cost currently active gateway under the same scheduling policy. Always repli-
cate dispatches a second execution whenever a second eligible gateway is avail-
able. 
 

 
Figure 3. Posterior means and 5th-percentile Beta credible bounds during one representative run. 

 
Table 2. Validator quality scenarios. 

Quality True-positive probability False-positive probability 

Strong 0.98 0.01 

Moderate 0.90 0.03 

Weak 0.75 0.08 

 
Replica executions are modeled as parallel copies on different gateways rather 

than as a serial retry. If both executions succeed, the task latency is taken as the 
larger of the successful execution latencies because resolution waits for the re-
turned evidence. If only one copy succeeds, that successful outcome remains avail-
able but redundant execution alone does not produce a two-result validation 
event. 

Validation classifies the primary result. If the primary receives a bad label and 
a second successful result exists, the second result is accepted. Otherwise, the pri-
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mary result is retained. Known-answer challenges update reputation but do not 
independently force task rejection or replacement. If no execution succeeds, the 
task is incomplete and produces no validation evidence. 

5. Dual Resource Energy Model 

Equation (2) gives sensor transmit energy in joules, using packet length b, electron-
ics cost Eelec, amplifier coefficient ampε , and sensor-gateway distance. 

 2
, elec amp ,
tx
i g i gE bE b dε= +  (2) 

The simulation uses b = 4096 bits, Eelec = 50 nJ/bit, and ampε  = 100 pJ/bit/m2. 
Equation (3) defines gateway energy for idle execution time, computational work 

C in millions of cycles, and queue-dependent overhead. 

 ( )gw
, idle exec cpug t t q gE P t C Q tε ε= + +  (3) 

where: 
 idle 40 WP = ; 
 exec 0.020 st = ; 
 cpu 0.46 Jε =  per million cycles; 
 0.16 Jqε =  per queued task. 

Both costs are deducted after every attempted execution. The scheduler observes 
residual sensor battery iB  and residual gateway energy gG . Equation (4) com-
bines predicted latency, normalized energy burdens, and the conservative trust 
penalty. 

,
,22 0.032 6

12
ˆ

0i
i

g
g gL

d Q+ +
=  

( ),
,

,median
s
i g

tx
i g i

tx
h i h i

B
E

E
E

B
=  

( )median
g
g

gw
g g

gw
h hh

E
E G

E
G

=  

,, 0.55 0.45s g
i g gi gE E E= +   

 ( ) ( ), ,, 0.34 0.2 0.40 1ˆ 6 ii g g gLJ i g E q= + + −  (4) 

Full JTES uses weights 0.34 and 0.26 split across the two energy ratios, and 0.40 
for trust after within-task normalization. 

The Energy-only baseline minimizes actual residual-energy burdens plus a small 
queue term. It no longer substitutes distance for residual energy. Table 3 defines 
every ablation. 

6. Experimental Design and Statistics 

Table 4 describes the executed design. Task identities, gateway availability, result 
corruption draws, work sizes, and validator draws are generated once for a seed-
compromise scenario and reused across policies. 
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Table 3. Schedulers and ablations. 

Scheduler Trust statistic Energy state Replication 

Nearest active None None None 

Energy only None Sensor and gateway None 

Trust only 5th percentile None Selective 

Full JTES 5th percentile Sensor and gateway Selective 

No selective validation 5th percentile Sensor and gateway Challenges only 

Posterior mean Mean Sensor and gateway Selective 

Always replicate 5th percentile Sensor and gateway Every task 

 
Table 4. Executed design. 

Factor Values 

Seeds 24, numbered 3001 - 3024 

Tasks 8000 per simulated day 

Compromise probabilities 0%, 5%, 10%, 15%, 20% 

Schedulers 7 

Main records 840 

Validator sensitivity 72 records 

Primary outcomes Clean timely completion; accepted bad results; energy 

Task source Uniform random sensor among 400 

Critical-task probability 22% 

Known-answer challenge 
probability 

3% 

Workload U(25, 65) million cycles 

Deadline 150 ms with 25% probability; otherwise 220 ms 

Gateway availability 
Independent per arrival; active probabilities 0.92, 0.88, 

0.91, 0.86, 0.90, 0.87 

Compromised-result 
probability 

68% per execution on a compromised gateway 

Selective replication Critical task and primary lower trust bound qg < 0.90 

Beta refresh After 50 new validations per gateway 

Outcome Metric Definitions 

Clean timely completion is defined over all 8000 task arrivals: 

clean,timely
clean,timely 100 .

8000
N

R =  

A task contributes to clean,timelyN  only when at least one execution succeeds, the 
final accepted result is clean, and the modeled task latency does not exceed its as-
signed deadline. Tasks with no active gateway, no successful execution, an accepted 
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corrupted result, or a missed deadline remain in the denominator and therefore 
count as non-clean-timely. 

Accepted bad results are defined only among completed tasks: 

accepted bad
bad

completed

100 ,
N

R
N

=  

where a completed task is one for which at least one gateway execution succeeds. 
Tasks with no successful execution are excluded from the accepted-bad denom-
inator because no result is accepted. Validation failures or missing replica results 
do not create a separate denominator; they affect reputation evidence and final-re-
sult resolution as described in Section 4.3. 

Paired 95% confidence intervals use seed-level differences. Paired comparisons 
use two-sided Student-t confidence intervals over the 24 seed-level paired differ-
ences, with 23df =  and 0.975,23 2.069t = . Policy-level intervals likewise use the 
Student-t distribution across the 24 seed outcomes. Lifetime is computed by Equa-
tion (5) from one-day drain, then summarized using the tenth percentile across de-
vices within each trial. 

 ( )

( ) ( )

( )

( ) ( )

0 0

0 1 day 0 1 day

;  .i gsensor gw
i g

i i g g

B G
T T

B B G G
= =

− −
 (5) 

The projection assumes that the simulated daily workload repeats unchanged. 
It is dimensionally in days but is not a warranty or battery-aging model. 

7. Results 
7.1. Principal Integrity and Service Results 

Figure 4 compares all schedulers at 15% compromise. Full JTES achieved 94.80% 
clean timely completion (SD 3.21) and accepted 2.56% bad results (SD 3.17). En-
ergy-only achieved 86.81% and accepted 11.32%. 

The paired full-minus-energy difference in clean timely completion was 7.99 
points (95% paired t-CI 4.86 to 11.13); the accepted-bad difference was −8.76 points 
(95% paired t-CI −11.98 to −5.54). 

Figure 5 extends accepted corruption across the compromise sweep. The chal-
lenge-only ablation remains close to untrusted scheduling because sparse challenges 
cannot steer assignments quickly enough. 

7.2. Conservative Bound and Posterior Mean 

The Posterior Mean policy outperformed the 5th-percentile Full JTES policy on 
all three principal comparison metrics. Clean timely completion was 97.01% ver-
sus 94.80%, a full-minus-mean paired difference of −2.21 points (95% paired t-
CI −3.01 to −1.41). Accepted bad results were 0.95% versus 2.56%, a difference 
of 1.61 points (95% paired t-CI 0.82 to 2.40). Sensor energy was 138.98 versus 
199.34 mJ per completed task, a difference of 60.37 mJ (95% paired t-CI 48.76 
to 71.97). 
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Figure 4. Clean timely completion and accepted bad results at 15% compromise with moderate validation. 

 

 
Figure 5. Accepted bad results across all compromise probabilities. 

 
The conservative bound lowers scores for gateways with limited evidence and 

therefore encodes greater caution, but that caution did not provide a principal-
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scenario protection advantage after 8000 task arrivals. In this feedback-coupled 
scheduler, it increased exploration and validation cost and sometimes delayed con-
centration on reliable gateways. The 5th-percentile bound is therefore not univer-
sally superior; under sufficient accumulated evidence, it can sacrifice service, en-
ergy efficiency, and even observed integrity relative to posterior-mean ranking. 

7.3. Energy and Lifetime 

Figure 6 reports both energy domains. Full JTES used 199.34 mJ of sensor energy 
and 23.38 J of gateway energy per completed task. The paired sensor-energy differ-
ence from Energy-only was 111.03 mJ (95% paired t-CI 103.65 to 118.42). 
 

 
Figure 6. Sensor and gateway energy per completed task in the principal scenario. Sensor bars are scaled in units of 100 mJ. 

 
Figure 7 applies the explicit one-day basis. Full JTES projected a sensor tenth-

percentile lifetime of 2535.6 days and a gateway tenth-percentile lifetime of 29.5 
days. These values assume identical daily repetition. 

7.4. Validator Sensitivity and Ablation 

Figure 8 shows validator sensitivity. Accepted bad results changed from 2.26% un-
der strong validation to 3.64% under weak validation. The corresponding clean 
timely results were 95.00% and 93.96%. 

Figure 9 distinguishes attempted replication from realized validation evidence. 
The replication rate records tasks for which a second execution was dispatched, 
whereas the validation rate records tasks that produced observable validation evi-
dence. Under Always Replicate, a second execution was dispatched for essentially 
every eligible task (99.99% on average), but only 93.32% of arrivals produced a 
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validation event because some gateway executions failed and therefore did not yield 
two successful outcomes. Known-answer challenges can also create validation ev-
idence when they produce a successful result. Thus, attempted replication and re-
alized validation are intentionally different quantities. 

 

 
Figure 7. Dimensionally calculated sensor and gateway lifetime projections from one simulated day of drain. 

 

 
Figure 8. Full-JTES sensitivity to validator true-positive and false-positive error settings. 

https://doi.org/10.4236/ait.2026.164007


U. K. A. Sethupathy, V. Ananthanarayanan 
 

 

DOI: 10.4236/ait.2026.164007 118 Advances in Internet of Things 
 

 
Figure 9. Validation and replication rates for all schedulers at 15% compromise. 

 
Table 5 consolidates the principal results and exposes the trade-off among integ-

rity, service, energy, and projected lifetime. 
 

Table 5. Principal scenario results. 

Policy Clean timely mean ± SD (%) Accepted bad (%) Sensor mJ/task Sensor P10 days 

Nearest active 86.79 ± 10.23 11.31 ± 10.50 87.64 ± 2.73 5658.4 

Energy only 86.81 ± 10.20 11.32 ± 10.46 88.31 ± 2.73 5624.7 

Trust only 93.62 ± 4.12 2.38 ± 3.16 269.08 ± 62.87 1876.6 

Full JTES 94.80 ± 3.21 2.56 ± 3.17 199.34 ± 17.88 2535.6 

No selective validation 87.03 ± 9.76 10.80 ± 10.04 96.58 ± 8.91 5227.8 

Posterior mean 97.01 ± 1.38 0.95 ± 1.38 138.98 ± 35.57 3749.9 

Always replicate 99.16 ± 1.00 0.69 ± 0.98 504.60 ± 63.60 1144.0 

8. Discussion 

The experiment supports an integrity-energy trade-off. Full JTES reduces accepted 
corruption relative to energy-only scheduling, but it uses more sensor energy be-
cause trust-aware placement often chooses a farther gateway and selective valida-
tion adds transmissions. 

Posterior-mean scheduling outperforms the conservative-bound variant on the 
reported principal service, integrity, and sensor-energy metrics. The lower bound 
discounts gateways with sparse evidence and can induce additional exploration 
and replication. Conservative ranking expresses epistemic caution, but the result 
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shows that caution can sacrifice efficiency after sufficient reputation evidence ac-
cumulates and does not guarantee lower accepted corruption in a feedback-cou-
pled scheduler. 

Always replication performs best on clean timely completion and accepted cor-
ruption but approximately doubles transmissions. Selective validation offers an in-
termediate operating point. Validator sensitivity confirms that trust quality is lim-
ited by the evidence mechanism, not only the Bayesian update. 

Robustness was examined along two independent axes already included in the 
experimental design. First, gateway compromise probability was varied from 0% 
to 20%, allowing the integrity trend to be evaluated as adversarial exposure increased. 
Second, validator quality was varied from strong to weak error settings. The result-
ing degradation in accepted corruption and clean-timely service shows that the qual-
itative trade-off is not confined to one validator setting. However, these sweeps re-
main bounded by the fixed workload, static daily compromise status, and simpli-
fied execution model, so they should be interpreted as simulation robustness rather 
than deployment robustness. 

From a deployment perspective, the results suggest that a conservative credible 
bound should not be selected automatically merely because it is statistically cau-
tious. Posterior-mean ranking performed better after substantial evidence had ac-
cumulated, whereas conservative ranking imposed additional exploration and val-
idation cost. A practical controller could therefore use more conservative trust 
treatment during cold start or high-consequence operation and transition toward 
posterior-mean ranking after sufficient validated evidence is available. The repli-
cation threshold, 50-observation trust-bound refresh interval, and validation inten-
sity should be treated as operational control parameters whose values depend on 
available energy, gateway reliability, and application criticality. 

9. Threats to Validity and Limitations 

The validator is represented by fixed true-positive and false-positive probabilities, 
gateway compromise is static within a day, and corrupted results are binary. Col-
luding gateways, targeted challenges, concept drift, and adversarial validators are 
not modeled. 

The radio and computational energy equations are simplified. Battery self-dis-
charge, voltage effects, recharge, gateway cooling, and idle energy outside assigned 
tasks are excluded. Lifetime assumes daily repetition and should not be interpreted 
as a deployment forecast. 

The exact Beta lower bound is refreshed after 50 observed validations per gate-
way to limit controller cost. A shorter interval would react faster and require more 
computation. This interval should be evaluated on hardware. 

10. Conclusion 

JTES updates trust only from imperfect observable validation and includes sensor 
and gateway residual energy in the scheduling score. At 15% compromise, the 5th-
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percentile Full JTES policy achieved 94.80% clean timely completion and accepted 
2.56% bad results while consuming 199.34 mJ of sensor energy per completed task. 
Posterior-mean ranking performed better on these principal metrics, showing that 
conservative credible bounds can sacrifice efficiency after substantial evidence ac-
cumulates and are not universally superior. Validator degradation and the ablations 
show that evidence quality, replication, and trust-statistic choice jointly determine 
the operating point. These conclusions are limited to the simulated workload and 
validation model. 

Data and Code Availability 

The study uses no proprietary or personal data. The complete simulation source, 
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figures are included in the accompanying reproducibility package. The code regen-
erates all numerical results and figures reported in this manuscript. 
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Appendix: Reproduction Procedure 

Table A1 reports policy-level two-sided 95% Student-t confidence intervals across 
the 24 seeds for accepted corruption and both energy domains. 
 
Table A1. Two-sided 95% confidence intervals across 24 seeds. 

Policy 
Accepted bad 

(%) 
Sensor energy 

(mJ/task) 
Gateway energy 

(J/task) 

Nearest active 6.87 - 15.74 86.49 - 88.79 21.96 - 22.01 

Energy only 6.90 - 15.74 87.15 - 89.46 21.95 - 22.00 

Trust only 1.04 - 3.71 242.54 - 295.63 23.31 - 23.71 

Full JTES 1.22 - 3.90 191.79 - 206.89 23.20 - 23.55 
No selective 
validation 

6.56 - 15.04 92.82 - 100.34 22.08 - 22.16 

Posterior mean 0.37 - 1.53 123.96 - 154.00 22.99 - 23.20 

Always replicate 0.28 - 1.11 477.74 - 531.46 43.57 - 43.79 

 
Run the supplied Python file using the following command: python run_exper-

iments.py --study ait. The script writes all 840 main records, 72 validator-sensi-
tivity records, summaries, figures, confidence intervals, and the experiment man-
ifest; Table A2 lists the expected checks. 
 
Table A2. Reproduction checks. 

Check Expected value 

Seed range 3001 - 3024 

Main records 840 

Sensitivity records 72 

Trust updates without validation Zero by construction 

Workload time basis 8000 arrivals per day 

Beta statistic Numerical 5th percentile 
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