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Abstract 
Quantum computing is a distinct field of computational science that uses prin-
ciples from quantum mechanics to tackle problems that traditional computing 
struggles with in speed, size, and complexity. Classical cryptography relies on 
the complexity of mathematical problems such as large-number factorization, 
but quantum systems can solve them much faster. This threat necessitates the 
development and implementation of cryptographic methods resistant to at-
tacks from both classical and quantum systems, known as Post-Quantum Cryp-
tography (PQC). Strong cryptographic algorithms are crucial to counter vul-
nerabilities in pre-quantum systems. This paper reviews the challenges and so-
lutions for securing communication amid advances in quantum computing. It 
stresses the urgent need to shift from classical cryptographic systems, which are 
susceptible to quantum threats, to PQC. The discussion includes theoretical 
frameworks and practical implementations, covering quantum principles, Quan-
tum Key Distribution (QKD), and standard PQC algorithms. Additionally, it 
briefly introduces Number Theoretic Transform (NTT) concepts, which en-
hance polynomial multiplication speed—an essential operation in PQC—by 
reducing computational complexity from ( )2O n  to ( )logO n n . The paper 

demonstrates the NTT/Inverse Number Theoretic Transform (INTT) hardware 
core in Python, focusing on its application to ML-KEM Polynomial arithme-
tic. Results indicate that NTT outperforms INTT in execution time and through-
put. The paper concludes with an overview of security assumptions, cryptanal-
ysis, and the current status of standardization. 
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1. Introduction 
The modern world relies heavily on telecommunications, with the Internet serv-
ing as a crucial medium for communication between parties [1]. Protecting the 
privacy of transmitted data is essential, but it also creates challenges for securing 
communication networks. Various techniques and algorithms aim to enhance the 
security of these systems, ensuring data confidentiality and integrity through cryp-
tographic methods [2]. 

A cryptosystem encompasses the framework and implementation of crypto-
graphic algorithms designed to safeguard information. It is based on mathemati-
cal problems that are difficult for classical computers to solve, though quantum 
computers can tackle certain complex issues much more efficiently. Unlike clas-
sical computers, which use bits that are either 0 or 1, quantum computers employ 
qubits, which can represent multiple states simultaneously. This capability speeds 
up specific calculations, making classical cryptographic protocols less effective 
against security threats [3]. Shor’s and Grover’s algorithms illustrate the impact 
of quantum algorithms.  

In 1994, Peter Shor developed two quantum algorithms that can solve key prob-
lems underpinning current cryptographic systems: the Prime Factorization Prob-
lem and the Discrete Logarithm Problem. Unlike classical approaches, which re-
quire exponential time, Shor’s algorithms operate in polynomial time by finding 
periods using the Quantum Fourier Transform. Although probabilistic, the chances 
of successful factorization improve with multiple runs [4]. 

Published in 1996, Grover’s algorithm enables efficient searching of unordered 
databases in ( )1 2O n  time on quantum systems. It utilizes quantum parallelism 
and interference through operations that modify the database to efficiently locate 
target elements. This algorithm can be repeated to increase the likelihood of find-
ing an element and applies to various contexts, such as computing means or find-
ing function inverses. It also helps quantum cryptanalysts break algorithms and 
search for keys in symmetric systems [4]. 

PQC ciphers are designed to replace classical cryptographic algorithms that are 
vulnerable to quantum attacks. Since 2016, the National Institute of Standards and 
Technology (NIST) has conducted an extensive standardization process for these 
ciphers. This paper reviews and implements NIST-standardized PQC ciphers, 
providing an overview of their historical development and standardization to as-
sess their reliability. The paper is structured as follows: Section 2 presents background 
information on quantum cryptography. Section 3 examines Post-Quantum Cryp-
tography, including the standardization process and established methods. Section 
4 compares these methods and describes the strategies of major companies such 
as IBM, Google, and Microsoft in pursuing quantum capabilities. Section 5 details 
the implementation of the CRYSTALS-Kyber NTT and INTT algorithms, and Sec-
tion 6 discusses the results. Section 7 provides the conclusions. 

2. Quantum Cryptography 
Quantum cryptography promises secure communication protocols that surpass 
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the limitations of classical cryptography. Quantum cryptography is one of the most 
critical areas of convergence between fundamental physics and information secu-
rity. It uses quantum-physics principles to transfer or store data with complete 
security.  

2.1. Core Principles of Quantum Mechanics 

Quantum Superposition: Classical computing encodes information in bits, each 
representing either 0 or 1. In contrast, quantum computing encodes information 
in quantum bits (qubits). A qubit is a two-level quantum system with two orthog-
onal basis states, typically denoted as 0  and 1 . Unlike classical bits, a qubit 
can exist in the states |0⟩, 1 , or any linear combination of them. This property, 
known as superposition, is represented as shown [5]: 

 0 1ψ α β= +   (1) 

here, α  and β  are complex probability amplitudes corresponding to each ba-
sis state, and they satisfy the normalization condition 2 2 1α β+ =   

Quantum Entanglement is a phenomenon in which the quantum states of two 
or more objects become correlated, such that the state of one object influences the 
state of the others, even when separated by large distances. According to quantum 
theory, particles can exist in multiple states simultaneously and may become in-
extricably linked, or “entangled”, despite physical separation. Quantum entangle-
ment is mathematically described using the formalism of quantum states in a Hil-
bert space, which encompasses all possible states of a quantum system. Entangled 
states are represented using notation that explicitly shows the relationship between 
the quantum states of the particles involved. The creation of n-qubit entangled 
states can be achieved using a Hadamard gate and (n − 1) Controlled-NOT (C-
NOT) gates. One of the most famous entangled states is the Bell state: 
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Quantum repeaters cannot be constructed because quantum particle states can-
not be duplicated. However, particles at either end of a network can be connected 
via a chain of linked particles, creating a repeater effect that forms the foundation 
of a quantum network. This connection enables the development of advanced pro-
tocols like quantum teleportation. 

Quantum Teleportation: This technique transfers quantum information between 
two locations via a classical link, meaning the information cannot be transmitted 
faster than the speed of light. Despite its name, quantum teleportation does not 
involve the physical movement of information; rather, it involves transferring the 
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state of quantum information via entanglement. 
Heisenberg Uncertainty Principle: Introduced in 1927 by German physicist 

Werner Heisenberg, this principle highlights the limitations in precisely knowing 
certain pairs of physical quantities, such as position and momentum. It establishes 
a fundamental relationship, stating that both variables cannot be known with ab-
solute precision simultaneously. Mathematically, it sets a lower bound on the un-
certainties of complementary variables. 

Photon Polarization Principle: Polarization is a phenomenon associated with 
the wave nature of electromagnetic radiation, arising from interactions between 
electric and magnetic fields. Light waves can be classified as unpolarized, with vi-
brations occurring in multiple planes, or polarized, with vibrations limited to a 
single plane. Polarization describes the orientation of electric field vectors perpen-
dicular to the direction of wave propagation. A single photon’s polarization rep-
resents a two-state quantum system, or qubit, with horizontal and vertical polari-
zations as the logical states. Other polarization states are combinations of these two. 
The typical polarization-state pairs are shown in Table 1 below. 
 
Table 1. Representation of light polarization as a two-level system or qubit. 

Basis Representation Bit 0 Bit 1 State 

Rectilinear ⊕  
|0⟩ 
0˚  

|1⟩ 
90˚  

( )0 1,0=  

( )1 0,1=  

Diagonal ⊗  
|+⟩ 
45˚  

|−⟩ 
−45˚  

( )145 0 1
2

+ = +  

( )145 0 1
2

− = −  

Circular O |R⟩ 
 

|L⟩ 
 

( )1 0 1
2

L i= +  

( )1 0 1
2

R i= −  

 
The No-cloning theorem is a principle in quantum mechanics stating that iden-

tical copies of arbitrary unknown quantum states cannot be made. Introduced by 
Wootters, Zurek, and Dieks in 1982, it has significant implications for quantum 
computing. While orthogonal states like {|0⟩, |1⟩} can be copied as with classical bits, 
replicating an arbitrary single-qubit state is impossible. 

2.2. Quantum Key Distribution (QKD) 

A significant challenge in classical cryptography is safe key generation and ex-
change, particularly in unsecured environments. When two parties communicate, 
they must share information over public channels, exposing them to potential at-
tacks. A key advancement in quantum cryptography is Quantum Key Distribution 
(QKD) [6]. 
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QKD uses quantum mechanics to generate a secret key over a quantum chan-
nel, ensuring security based on the laws of physics. The randomness of quantum 
states and measurements facilitates key generation, and the no-cloning theorem 
guarantees uniqueness. The Uncertainty Principle further protects QKD against 
interception attempts [7]. QKD protocols can be categorized into [8]: 
■ Continuous Variable (CV) QKD: Information is encoded through position 

and momentum quadratures of a quantized electromagnetic field in an infi-
nite-dimensional Hilbert space, exemplified by the Gaussian modulation pro-
tocol. 

■ Discrete Variable (DV) QKD: This approach uses finite-dimensional discrete 
variables like phase and polarization, including protocols such as BB84, B92, 
and SARG04. 

■ Distributed Phase Reference (DPR) QKD: In DPR protocols, a single photon 
is not required for encoding; in fact, Key information is encoded using the phase 
difference or arrival times of photons, employing weak coherent pulses. DPR 
protocols include Differential Phase Shift (DPS) QKD and Coherent One-Way 
(COW) QKD. 

Based on the architecture of protocols, DV-QKD protocols can be regrouped into 
two categories: 
■ Prepare-and-measure protocols: These measure unknown quantum states, 

helping detect eavesdropping and assess intercepted data. 
■ Entanglement-based protocols: These involve linked quantum states where 

the measurement of one affects the other, alerting involved parties if an eaves-
dropper interferes with a trusted node. Figure 1 represents the classification 
of QKD protocols.  

 

 
Figure 1. Classification of QKD protocols. 

 
Each QKD protocol has its own advantages and disadvantages, so the best choice 

depends on the specific use case. A QKD protocol works in two main phases. First 
is the quantum transmission phase, where the sender and receiver exchange and 
measure quantum states. Next is the post-processing phase, where the bit strings 
from the quantum phase are turned into a pair of secure keys. For QKD to work, 
it requires two channels: a quantum channel and a classical channel, used to ex-
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change messages. In the quantum channel, a beam of photons is sent, with each 
photon encoded by its polarization [7]. Figure 2 shows a basic QKD process. 

QKD provides information-theoretic security; however, it depends on authen-
ticated classical channels during post-processing. Without authentication, these 
channels are vulnerable to man-in-the-middle attacks. Conventional approaches 
require communicating parties to pre-share symmetric keys through physical meet-
ings, which is not feasible for multi-user QKD networks. A comprehensive secu-
rity analysis of QKD must explicitly consider authentication overhead; discrepan-
cies between theoretical proofs and practical implementation security, including 
side-channel countermeasures; endpoint security assumptions about device trust 
and key storage; and the potential for hybrid approaches that combine QKD with 
post-quantum cryptographic authentication. 

QKD is already practical and can be used with today’s technology, even without 
quantum computers. However, QKD only handles key distribution and does not 
replace the encryption systems we rely on to keep our communication secure.  
 

 
Figure 2. Basic key distribution protocol process [Generated by AI]. 

3. Post-Quantum Cryptography 

If large-scale quantum computers are built, they could break many currently de-
ployed public-key cryptosystems. Such a development would significantly com-
promise the confidentiality and integrity of digital communications across the In-
ternet and other platforms. Consequently, research has intensified into public-key 
cryptosystems that remain secure against adversaries equipped with both quan-
tum and classical computers. This area of study is commonly known as Post-Quan-
tum Cryptography (PQC), or quantum-resistant cryptography. The primary objec-
tive of PQC is to develop cryptographic systems that are secure against both quan-
tum and classical computational threats and can interoperate with existing commu-
nication protocols and networks. Focusing on PQC matters even though large-scale 
quantum computers are not yet available. Here are a few reasons why [9]: 
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 Preparation: By developing PQC algorithms now, we can be prepared for future 
risks posed by quantum computers. Since cryptographic systems protect data 
for many years, it is important to plan for possible quantum attacks. 

 Longevity: PQC algorithms protect against both classical and quantum attacks. 
They will stay secure even as classical computers become more powerful. 

 Adoption: Developing, testing, and adopting new cryptographic systems takes 
time. 

3.1. NIST Post-Quantum Cryptography Standardization 

The National Institute of Standards and Technology (NIST) launched a process 
to select quantum-resistant public-key cryptographic algorithms, aiming to estab-
lish robust standards to counter quantum-computer attacks. This initiative focuses 
on algorithms for digital signatures, public-key encryption, and key establishment, 
building on NIST’s previous standards like DES, AES, and SHA. 

In February 2016, NIST called for global contributions to develop post-quantum 
cryptography standards. By November 2017, 82 draft algorithms had been sub-
mitted, and 69 were accepted for the initial standardization phase. After thorough 
reviews, 26 candidates advanced in January 2019: 17 key establishment mecha-
nisms and 9 digital signatures, chosen for their potential based on analysis and com-
munity feedback [10]. 

The second round included further evaluation, resulting in seven finalists and 
eight alternates selected in July 2020. NIST planned to standardize a select few fi-
nalists and alternates after a fourth round. This third round lasted about 18 months, 
during which NIST conducted detailed assessments of the theoretical and empir-
ical security evidence, along with performance benchmarking. 

In July 2022, NIST identified four final algorithms: Crystals-Kyber for key es-
tablishment and Crystals-Dilithium, Falcon, and Sphincs+ for digital signatures, 
with Crystals-Dilithium recommended as the primary choice. The process also set 
four alternate KEM candidates—BIKE, Classic McEliece, HQC, and SIKE—for fur-
ther evaluation [10]. The fourth round began at the end of 2022 and focused on 
security validation. During this phase, SIKE was deemed insecure, and feedback 
collected from the cryptographic community proved insightful.  

In August 2024, NIST completed the PQC standardization process by issuing 
three Federal Information Processing Standards (FIPS) specifying particular algo-
rithms. The approved standards are the Module Lattice-Based Key Encapsulation 
Mechanism (ML-KEM) [11] from CRYSTALS-Kyber for key encapsulation, the 
Module Lattice-Based Digital Signature Algorithm (ML-DSA) [12] from CRYS-
TALS-Dilithium for digital signatures, and the Stateless Hash-Based Digital Sig-
nature Algorithm (SLH-DSA) [13] from SPHINCS+ for hash-based digital signa-
tures. These algorithms are authorized for use in both federal and commercial en-
vironments. A fourth algorithm, the FFNTT-based NTRU Lattice Digital Signature 
Algorithm (FN-DSA), related to Falcon, remains in draft status with final approval 
anticipated in late 2026 or early 2027. 
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By March 2025, NIST announced HQC for standardization, aiming to finalize 
it in 2027 [14]. The PQC standardization process can be summarized in Figure 3. 
 

 
Figure 3. PQC standardization process of NIST. 

3.2. Post-Quantum Cryptography Families 

Cryptographic systems are categorized by their security foundations. PQC relies 
on complex mathematical challenges to ensure resilience against classical and quan-
tum threats. Noteworthy families include lattice-based, isogeny-based, multivari-
ate, code-based, and hash-based cryptography [15]. 

This review examines cryptographic families evaluated by the NIST Post-Quan-
tum Cryptography Standardization Project. The comparison is based on criteria 
including the underlying mathematical problems and their anticipated resistance 
to quantum attacks; key, signature, and ciphertext sizes; and computational effi-
ciency for key generation, encryption, signing, decryption, and verification. Ad-
ditional considerations include memory requirements, practical deployment, and 
the strength of security proofs. To clarify algorithm status, three categories are 
defined: 1) officially standardized schemes with finalized NIST FIPS designations 
which are suitable for practical implementation; 2) selected but not yet finalized 
candidates which remain in draft status; and 3) obsolete or compromised schemes 
such as Rainbow and SIKE, which were eliminated following successful crypt-
analytic attacks. Figure 4 shows the cryptosystem families and the algorithms 
used. 

3.2.1. Lattice-Based Cryptography Methods 
Lattice-based cryptography relies on complex mathematical structures called lat-
tices to develop encryption methods resilient to quantum attacks. These lattices 
consist of regularly spaced points in a multi-dimensional space. A vector indicates 
a specific point, with the origin represented by all zeros. Vectors can be categorized 
as “far” (larger norm) or “short” (smaller norm) based on their distance from the 
origin. A basis, a select group of vectors, can represent all points in the lattice by 
ensuring no two points lie along the same line from the origin [1]. 
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Figure 4. Post-quantum cryptography methods. 

 
Definition 1. A set of vectors { }1 2, , , n

mv v v ∈   is linearly independent if the 
equation 

 1 1 2 2 0m mv v vα α α+ + + = , where iα ∈   (3) 

accepts only the trivial solution 1 2 0mα α α= = = = . 
Definition 2. Given n linearly independent vectors { }1 1, , , n

mb b b ∈  , the lat-
tice generated by them is defined as the set 

 ( ) { }1 2, , , : ,1m i i iib b b x b x i n= ∈ ≤ ≤∑   (4) 

The set of vectors { }1 1, , , mb b b  is called the basis of the lattice L. 
Let B denote the n × m matrix with columns 1 1, , , mb b b , then a lattice can be 

written as 

 ( ) ( ) { }1 2, , , | n
mB b b b Bx x= = ∈    (5) 

Matrix B is called a basis matrix. A basis for L is any set of linearly independent 
vectors that spans L. 

Definition 3. The rank of a lattice L is defined as the number of elements in any 
basis of L, which equals the dimension of the vector subspace spanned by L. 

We call m the rank of the lattice, and n the dimension. If n m= , the lattice L is 
called a full-rank lattice. 

Lattice L may be generated by various bases, and this concept is generalized using 
an unimodular matrix. 

Definition 4. A matrix n nU ×∈  is called unimodular if det 1U = ± . 
Definition 5. Let L be a lattice with dimension n and { }1 2, , , mB b b b=   a basis 

of the lattice. We define the fundamental parallelepiped of L to be the set 

 ( ) { }| , : 0 1n
iB Bx x i x= ∈ ≤ <  (6) 

Definition 6. Let ( )L L B=  be a lattice of rank n, and let B be a basis of L. The 
determinant of L, denoted by det(L), is the n-dimensional volume of ( )B . The 
determinant can be written as 
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 ( )( ) ( )det volB =   and also ( ) ( )Tdet det B B=  (7) 

Definition 7. For any lattice L = L(B), we define the minimum distance of L as 
the smallest distance between any two lattice points: 

 ( ) { }1 inf : , , .x y x y x yλ = − ∈ ≠   (8) 

Lattice problems are particularly vital because they resist efficient solutions, even 
on quantum computers. This ensures secure protocols against future quantum at-
tacks [16]. 

A. Shortest Vector Problem (SVP) 
The primary computational challenge in lattice theory is the Shortest Vector 

Problem (SVP). Because a lattice L  is discrete, it has a nonzero element v L∈  
of minimum length under, say, the Euclidean norm. The fundamental parameter 
of a lattice is the length of its shortest nonzero vector, denoted as 1λ . 

Definition 8. (Shortest Vector Problem). Given a basis { }1 2, , , mB b b b=   of 
lattice L(B), find the nonzero vector, i.e., find ( )v L B∈  for which  

( )( )1v L Bλ= . 
Figure 5 shows the vector closest to the origin. 

 

 
Figure 5. The shortest vector problem [17]. 

 
B. Closest Vector Problem (CVP) 
CVP is a computational problem in lattices that is closely related to the Shortest 

Vector Problem (SVP). In the CVP, a lattice L  and a target point x  are given, 
and the objective is to identify the lattice point closest to x . This problem is highly 
challenging because it is NP-hard. Moreover, it is considered more difficult than 
the SVP, which seeks the shortest non-zero lattice vector. Let L  denote a lattice 
and let t  be a fixed point in n . The distance is defined as follows: 

 ( ), : min .xd t x t∈ −  (9) 

Definition 9. (Closest Vector Problem). Given a basis { }1 2, , , mB b b b=   of a 
lattice L(B) and a target vector t, which may not belong to the lattice, find the lattice 
point ( )v L B∈  closest to t. 

Therefore, the requested nonzero vector ( )v L B∈  is the one for which t v−  
is minimal, i.e., ( ),v d t L= , as represented in Figure 6. 
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Figure 6. The closest vector problem [17]. 

 
C. Shortest Independent Vectors Problem (SIVP) 
The primary objective is to identify a new basis that generates the same lattice 

while minimizing the length of the longest vector. Figure 7 illustrates this prob-
lem. 
 

 
Figure 7. Shortest Independent Vector Problem (SIVP) [17]. 

 
Definition 10. Shortest Independent Vectors Problem (SIVP). Given a basis 
{ }1 2, , , mB b b b=   of a lattice ( )L B , find n linearly independent vectors  

{ }1 2, , , nv v v  that belong to the lattice such that i nv λ≤  for 1 i n≤ ≤ . 

D. Learning with Error (LWE) Problem 
LWE has emerged as a fundamental element in efficient lattice-based protocols 

and is recognized as a significant milestone in the theoretical basis of PQC. This 
cryptosystem is believed to be as hard as the most difficult lattice problems. It 
generalizes the Learning Parity with Noise (LPN) problem to larger moduli. Spe-
cifically, the LWE problem considers a secret vector ( )1 2, , , n

ns s s s= ∈   with 
integer coefficients and m  linear equations, such that: 
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11 1 12 2 1 1

21 1 22 2 2 2

1 1 2 2

n n

n n

m m mn n m

a s a s a s b
a s a s a s b

a s a s a s b

+ + + ≈

+ + + ≈

+ + + ≈









 (10) 

By adding noise to linear equations, the LWE problem complicates tasks like 
Gaussian elimination, rendering the resulting equations ineffective in provid-
ing useful information. Error accumulation makes it difficult to arrive at the cor-
rect outcome. 

Definition 11. (LWE) Let n, q be positive integers, and x be a probability dis-
tribution on   and s be a secret vector in n

q . We denote by ,s xL  the probabil-
ity distribution on n

q q×   obtained by choosing n
qa∈  uniformly at ran-

dom, choosing e∈ . According to x, and considering it in q  and returning  

 ( ) ( ), , , n
q qa b a a s e= + ∈ ×   (11) 

Decision-LWE is the problem of deciding whether pairs ( ), n
q qa b ∈ ×   are 

sampled according to ,s xL  or the uniform distribution on n
q q×  . 

Search-LWE is the problem of recovering s from  

( ) ( ), , , n
q qa b a a s e= + ∈ ×   sampled according to ,s xL . 

The solution is asked to lie in a subset m
qS ⊂  . Where S can be a subset such 

that { }  0,1S =  or, in general, the set of all solutions [ ], , mS B B= −  , and each 
coordinate takes an absolute value bounded by some number 2B q . This is 
the Short Integer Solution (SIS) problem. The LWE problem is regarded as an ana-
log of the SIS problem. To further improve efficiency while preserving security, 
the M-LWE problem generalizes LWE by introducing a ring structure. For a pol-
ynomial ring [ ] ( )1nR X X= +  and modulus q, M-LWE is defined over the 
module k

qR  as follows [18]: 

 ( ), , ,M-LWE : Given ,n k q x A b AS e= +  (12) 

with , ,k k k k
q qA R s R e x×∈ ∈ ←  distinguishing this distribution from uniform. 

This refinement underpins NIST’s standardized schemes: the Module-Lattice 
Key Encapsulation Mechanism (ML-KEM) and the Module-Lattice Digital Signa-
ture Algorithm (ML-DSA). These constructions balance rigorous theoretical guar-
antees with computational efficiency, rendering them suitable for practical deploy-
ment and ensuring they inherit the robust hardness assumptions of classical lattice 
problems [18]. 

E. Short Integer Solution (SIS) Problem 
The Short Integer Solution (SIS) problem requires identifying a nonzero short 

vector in a specific class of random lattices, known as random q-ary lattices. 
Definition 12. (The Short Integer Solution problem) parameterized by positive 

integers n, m, and q, denoted by SISn,m,q,β. Given m uniformly random vector 
n

i qa ∈  forming the column of a matrix n m
qA ×∈ , find a nonzero integer vector 

mz∈  of norm z β≤ , such that: 

 ( ) : 0 .n
A i i qif z Az a z= = = ∈∑   (13) 

https://doi.org/10.4236/ait.2026.164006


W. A. Elmalih, J. I. Agbinya 
 

 

DOI: 10.4236/ait.2026.164006 89 Advances in Internet of Things 
 

In terms of a lattice problem, the SIS problem states that, given a lattice gener-
ated by A, find a nonzero integer vector nz∈  such that:  

 0modA z q⋅ =  where 0z ≠  and [ ], mz B B∈ −  (14) 

Lattice-based cryptography is a promising approach to PQC for its security, flex-
ibility, and resistance to quantum attacks. A distinguishing characteristic of lat-
tice-based cryptography is its reliance on worst-case security, whereas most other 
cryptosystems are based on average-case security. Several lattice-based algorithms 
are leading candidates, each offering distinct advantages in terms of security, com-
putational efficiency, and practical usability. 

CRYSTAL-KYBER is part of the Cryptographic Suite for Algebraic Lattices 
(CRYSTAL) family of primitives. In late 2022, the National Institute of Standards 
and Technology (NIST) standardized the CRYSTALS-Kyber algorithm, citing its 
strong security, efficient hardware and software implementations across multiple 
platforms, and compatibility with most existing internet protocols and crypto-
graphic applications [15]. KYBER has been proposed as a public-key algorithm 
offering security levels comparable to Advanced Encryption Standard (AES) 
schemes. It functions as a Key Encapsulation Mechanism (KEM) and is based on 
the computational hardness of the Module-Learning-With-Errors (MLWE) prob-
lem. A KEM consists of three algorithms: Key Generation, Encapsulation, and De-
capsulation. In a standard key-establishment procedure, the recipient generates a 
public-private key pair. The sender then uses the recipient’s public key to perform 
the encapsulation operation, which produces both a ciphertext and a shared se-
cret. The recipient applies the corresponding private key to decapsulate the ci-
phertext and independently derive the same shared secret. This shared secret may 
be used directly or processed through a key-derivation function to generate a sym-
metric session key, enabling efficient authenticated encryption and secure com-
munication. Consequently, Kyber is not primarily intended for encrypting appli-
cation data. Its main function is to provide a quantum-resistant way to establish 
cryptographic keying material, after which symmetric-key cryptography can effi-
ciently secure the exchanged data. 

SABER is a finalist in the Public-Key Encryption (PKE) category for PQC, with 
security based on the hardness of the MLWR problem. Developed by Banerjee, 
Peikert, and Rosen at EUROCRYPT 2012, SABER achieves Indistinguishability 
under Chosen-Plaintext Attack (IND-CPA). The scheme employs a hierarchical 
structure of algorithms. First, it constructs a CPA-secure public-key encryption 
scheme based on the MLWR problem. Subsequently, a post-quantum adaptation 
of the Fujisaki-Okamoto transform constructs a Chosen-Ciphertext Attack (CCA)-
secure KEM scheme [19]. 

CRYSTALS-Dilithium is a digital signature scheme that relies on the complex-
ity of the Module Short Integer Solution (MSIS) and MLWE problems. As part of 
the CRYSTALS suite, NIST selected it as a finalist in the post-quantum cryptog-
raphy standardization process in July 2020. The scheme operates within a polyno-
mial ring defined by two integers, n and q, with a matrix of polynomials used in 
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its operations. Security levels can be adjusted by varying the matrix dimensions, 
enabling optimization across different levels. Dilithium offers four parameter sets: 
weak, medium, recommended, and very high, with the recommended level featur-
ing 2.7 KB signatures and 1.5 KB public keys. 

NTRU (N-th degree Truncated polynomial Ring Unit), introduced in 1998 by 
Hoffstein, Pipher, and Silverman, represents the first practical public-key encryp-
tion scheme utilizing lattices over polynomial rings. It supports both encryption 
(NTRUencrypt) and digital signatures (NTRUSign). Its security hinges on the dif-
ficult shortest vector problem in lattice reduction, for which no known polyno-
mial-time solution exists. In 2009, the IEEE approved NTRU for standardization. 
Although NIST did not select NTRU as one of the top four quantum-resistant 
algorithms, it offers advantages over competitors such as KYBER and Saber, in-
cluding a compact ciphertext and potentially faster encryption and decryption 
[20]. 

Falcon (Fast-Fourier Lattice-based Compact Signatures over NTRU) is a cryp-
tographic signature algorithm that was submitted to the NIST Post-Quantum 
Cryptography Project on November 30, 2017. It is based on NTRU and employs 
lattice-based techniques to provide a robust solution for digital signing in the con-
text of quantum computing. The algorithm utilizes a technique based on the work 
of Gentry, Peikert, and Vaikuntanathan, combined with Fast Fourier sampling, to 
generate signatures. Falcon’s core elements are polynomials with integer coeffi-
cients, usually of degree that is a power of two, such as 512 or 1024. It performs 
calculations in the field of [ ] ( )Q x φ , operating under a monic polynomial of de-
gree represented as φ , which takes the form 1nxφ = + . Falcon’s structure in-
cludes three key processes: key generation, signature generation, and verification 
[21]. 

In post-quantum cryptography, schemes such as CRYSTALS-Kyber, NTRU, 
and SABER address key encapsulation and secure key exchange, while Falcon and 
CRYSTALS-Dilithium serve as digital signature methods. NIST selected CRYS-
TALS-Kyber as the standard KEM for its security and efficiency. Dilithium offers 
effective signature creation with simple implementation, whereas Falcon yields 
smaller signature sizes but incurs greater complexity. NTRU is one of the earliest 
lattice-based systems, while SABER offers an efficient alternative based on Mod-
ule-LWR that avoids the need for the NTT. 

3.2.2. Code-Based Cryptography Methods 
Code-based cryptography leverages the intractability of decoding general linear 
codes, a challenge that quantum computers also find insurmountable. This approach 
is based on the difficulty of decoding error-correcting codes known as Goppa codes, 
which remain unbroken and are linear codes with fast-decoding algorithms. They 
are used in a wide range of applications, including hard drives, satellite communi-
cation, and fault-tolerant quantum computation. 

Definition 13. Let ( ) [ ]2
0 1 2 ... m

t
t q

g z g g z g z g z z= + + + + ∈ , and let  
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{ }1 2, , , mn q
L α α α= ⊆   such that ( ) 0ig α ≠ , all i Lα ∈ . Then, the code defined 

by 

 ( ) ( )1 2 1, , , : 0modn
nn i

q i
i

cc c c c g z
z α=

 
= ∈ ≡ − 

∑   (15) 

is called Goppa code with parameters ( )g z  and L; denoted by ( )( ),L g zΓ . 

The general problems in coding theory that underlie the security of code-based 
cryptosystems are listed below. 

Problem 1. General Decoding. Given k n
qG ×∈  of rank k , [ ]0,t n∈ , n

qy∈  

where y c e= +  with c mG=  for some k
qm∈  and e t= , find e . 

Problem 2. Syndrome Decoding. Given ( )n k n
qH − ×∈  of rank n k− ,  

[ ]0,t n∈ ,  n k
qs −∈  where T THe s=  with e t= , find e . 

The problem remains exponentially hard in the general case, even after exten-
sive research in coding theory, information theory, and computational complex-
ity. This persistent difficulty supports strong confidence in the long-term security 
of code-based cryptography, which is underpinned by robust mathematical foun-
dations and an extensive history of cryptanalysis. Code-based cryptography offers 
security guarantees established through decades of theoretical and practical anal-
ysis. Notably, the original McEliece cryptosystem has withstood attacks for nearly 
five decades of intensive cryptanalytic scrutiny [18]. 

Classic McEliece is a code-based KEM that utilizes binary Goppa codes within 
the Niederreiter variant of the McEliece cryptosystem. These codes, combined 
with established cryptographic techniques, achieve IND-CCA2 security and resist 
chosen-ciphertext attacks. The original McEliece cryptosystem was developed to 
guarantee One-Wayness under Chosen-Plaintext Attacks (OW-CPA), ensuring 
that if an adversary randomly selects a codeword, it cannot efficiently recover it 
from the ciphertext and public key. McEliece’s security level has remained stable 
over time. The cryptosystem is based on three core algorithms: a probabilistic key-
generation algorithm that outputs a public-private key pair, a probabilistic encryp-
tion algorithm, and a deterministic decryption algorithm. In a McEliece deployment, 
all users employ the same security parameters: n, t, and k. The recommended pa-
rameter values are n = 1024, t = 38, and k = 644 [22]. 

HQC (Hamming Quasi-Cyclic) is a KEM that employs quasi-cyclic codes with-
out embedding a trapdoor in the code. This approach leverages the distinctive 
properties of quasi-cyclic codes and provides a direct security reduction to decod-
ing random linear codes. Unlike similar candidates, the security proof for HQC 
relies solely on assumptions related to the decisional Quasi-Cyclic Syndrome De-
coding (QCSD) problem [23]. HQC’s IND-CPA security relies on the computa-
tional hardness of QCSD and the associated parity issue. Applying the Fujisaki-
Okamoto (FO) transformation to a CPA-secure Public-Key Encryption (PKE) 
scheme enables HQC to achieve IND-CCA2 KEM security. Although the quasi-
cyclic structure of HQC yields relatively small public keys and ciphertexts, they 
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remain larger than those of structured lattice-based KEMs. NIST has deter-
mined that HQC complements ML-KEM effectively, as it is based on a distinct 
security foundation while maintaining sufficient performance for general appli-
cations. NIST further asserts that the HQC submission satisfies the requirements 
for a low Decryption Failure Rate (DFR), thereby ensuring IND-CCA2 security 
[14]. 

BIKE (Bit-Flipping Key Encapsulation) is a KEM based on binary linear Quasi-
Cyclic Moderate-Density Parity-Check (QC-MDPC) codes, a class of error-cor-
recting codes that enable efficient encryption, decryption, and key exchange. Alt-
hough the BIKE cryptosystem was originally developed for ephemeral key use, it 
is now claimed to support static-key applications as well. 

Definition 14. A quasi-cyclic code is a linear code for which cyclically shifting 
a codeword a fixed number n0 ≠ 0 of positions either to the right or to the left results 
in another codeword. For n0 = 1, a quasi-cyclic code is a cyclic code. The integer 
n0 is called the shifting constraint. 

Several standard methods represent a quasi-cyclic parity-check code. For a code 
with a shifting constraint 0n  and positive integers c  and t , where c t< , let 

0
2
c n

iH ×∈  for [ ]i t∈ . The nullspace of is then a quasi-cyclic parity-check code 
[24]. 

 0

1 2

1 1

2 3 1

t

t t tc tn
q

H H H
H H H

H

H H H

− ×

 
 
 = ∈
 
 
 





   



  (16) 

The secret key comprises a parity-check matrix 2r rH × , for a Quasi-Cyclic Mod-
erate-Density Parity-Check (QC-MDPC) code, where r denotes a prime number. 
Each row of matrix H possesses a specified weight. The secret key is denoted by 
(h0, h1), and the public key is derived from it. During encryption, the message is 
interpreted as an error vector e of weight t, and the ciphertext is computed ac-
cordingly. Decryption requires multiplying the ciphertext by h0 to obtain the syn-
drome, which is subsequently decoded using a Black-Grey-Flip (BGF) decoder to 
recover either the error vector or the original message [9]. The security of the 
BIKE algorithm relies on the computational intractability of decoding randomly 
generated error-correcting codes without knowledge of the private key, which poses 
significant challenges for attackers, including those equipped with quantum com-
puters, attempting to recover the shared key. 

3.2.3. Hash-Based Cryptography Methods 
Hash functions are mathematical tools that convert input data of any size into a 
fixed-length output, called a hash value. A key characteristic of these functions is 
that they are one-way, making it nearly impossible to retrieve the original data from 
the hash. This feature is crucial for maintaining data integrity and identifying any 
alterations. Additionally, hash functions exhibit collision resistance, meaning it’s 
difficult to find two distinct inputs that yield the same hash, which is vital for cryp-
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tographic security [22]. 
In the late 1970s, hash-based signature schemes emerged, initially as one-time 

signature systems developed by Lamport and later extended by Ralph Merkle. He 
created the MerKel signature schemes and proposed the MerKel tree structure. 
The security of these systems is straightforward to assess and relies on the hash 
function used. However, users must keep track of how many signatures have been 
created with a specific key. Over the past 40 years, advancements have enhanced 
the efficiency and theoretical foundations of hash-based signatures, culminating 
in XMSS, which is nearing standardization as the first signature scheme designed 
to withstand quantum threats. These schemes combine one-time signatures with 
a Merkle tree structure to sign messages effectively [25]. Hash-based signature 
schemes integrate a One-Time Signature scheme (OTS) with a Merkle tree struc-
ture. Because each OTS key securely signs only one message, multiple keys are or-
ganized into a Merkle tree to enable signing multiple messages. 

SPHINCS, developed by a team of researchers, is a hash-based signature scheme 
that does not rely on stateful components, making it the first to propose parame-
ters against quantum attacks. It builds on components of XMSS but uses larger keys 
and signatures, thereby removing the need for state [26]. The scheme incorporates 
elements from HORST and WOTS++ (Winternitz OTS), which traditionally re-
quire pre-generated keys to calculate the Merkle root, limiting key management. 
In contrast, SPHINCS can handle many more keys through two methods: a hyper-
tree for authentication and a random key-path addressing scheme. 

SPHINCS+ improves this framework with better speed, security, and smaller 
signatures. While it retains similar principles, it differs by using FORS for signing, 
implementing a publicly verified leaf-index selection, and introducing tweakable 
hash functions, thereby streamlining the security analysis of hash-based signa-
tures [22]. 

3.2.4. Isogeny-Based Cryptography Methods 
Isogeny-based cryptography combines elliptic curves and isogenies, showing prom-
ise as a secure cryptographic approach. An elliptic curve consists of points that sat-
isfy a specific equation over a finite field and form a group under operations such 
as point addition. Elliptic curves, which are projective curves of genus 1 with a spec-
ified base point, are fundamental in cryptography, especially in Elliptic Curve Cryp-
tography (ECC), as shown in Figure 8 [27]. 
 

 
Figure 8. Elliptic curve cryptography lines [27]. 
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Isogenies are algebraic maps between elliptic curves over finite fields that serve 
as group homomorphisms, as illustrated in Figure 9. These maps define relation-
ships between curves, and their degrees quantify the size of the isogeny, a property 
particularly important for separable isogenies [27]. 

 

 
Figure 9. Isogeny [26]. 

 
Supersingular elliptic curve isogeny cryptography leverages these properties to 

implement key-exchange protocols like Diffie-Hellman, offering a quantum-re-
sistant alternative with smaller key sizes than many other post-quantum crypto-
graphic systems. The primary schemes in this domain are Supersingular Isogeny 
Diffie-Hellman (SIDH) and its commutative variant (CSIDH), while Supersingu-
lar Isogeny Key Encapsulation (SIKE) has been submitted to the NIST Post-Quan-
tum Cryptography Competition [10]. 

SIKE is a key encapsulation method chosen in the third round of NIST’s post-
quantum standardization process. It builds on the SIDH key exchange protocol 
from 2011, utilizing arithmetic on elliptic curves and computing isogenies between 
them. The security of both SIDH and SIKE depends on the difficulty of identifying 
a specific isogeny between two curves, which is distinct from the discrete logarithm 
problem on a single curve [28]. 

One key advantage of these methods is their small public keys, making them 
among the most compact quantum-resistant algorithms. However, their relatively 
slow performance has limited their effectiveness as practical post-quantum candi-
dates. 

3.2.5. Multivariate Cryptography Methods 
Multivariate cryptography uses asymmetric encryption based on multivariate pol-
ynomials over finite fields. It’s commonly used to create digital signatures and is 
known for producing the shortest signatures among Post-Quantum Cryptography 
(PQC) methods. The security of this approach hinges on the complexity of solving 
nonlinear systems of equations, particularly multivariate quadratic polynomial 
systems [25]. There are primarily two categories of multivariate digital signature 
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schemes. The first includes BigField schemes like HFEv and the NIST candidate 
GeMSS. The second category comprises SingleField schemes, including UOV and 
Rainbow [29]. While some multivariate encryption and authentication schemes 
have proven weak, a few signature schemes have withstood cryptanalysis. Notably, 
UOV (Unbalanced Oil and Vinegar) and SFLASH v2 are two resilient schemes 
that have demonstrated effective implementation and were recognized in 2002 by 
the European project NESSIE as viable digital signature algorithms. 

Definition 15. (Multivariate quadratic maps) The central object in Multivariate 
Quadratic cryptography is the multivariate quadratic map. A multivariate quad-
ratic map   with m  components and n  variables is a sequence  

( ) ( )1 , , mx x   of m  multivariate quadratic polynomials in n  variables  
( )1, , nx x x=  , with coefficients in a finite field q . To evaluate the map   at 

a value a n
q∈ , simply evaluate each of its component polynomials in a to get 

a vector ( ) ( )( )1 1 , , m mb b a b a= = =   of m output elements; denote this by 
( )a b=  [30]. 
Rainbow, created in 2004 by Jintai Ding and Dieter Schmidt, is a digital signa-

ture scheme derived from Jacques Patarin’s Oil-Vinegar (UOV) model. It features 
a trapdoor function represented by a multivariate quadratic map with several lay-
ers of nested subspaces. The version presented in the NIST PQC project features 
a 2-layer variant with specific dimensions and equations connecting inputs and 
outputs. Although Rainbow offers rapid signature generation and verification, 
its key generation is slower [29]. 

In 2022, a key-recovery attack exploited SIKE’s torsion-point information, en-
abling full key recovery within hours on a single core and prompting NIST to 
withdraw the scheme from consideration. Similarly, Ward Beullens applied a rec-
tangular MinRank attack to Rainbow, rapidly recovering the private key and result-
ing in its removal from the standardization process. These incidents highlight sig-
nificant risks in post-quantum cryptanalysis, demonstrating that structured alge-
braic problems may harbor vulnerabilities and rendering such methods unsuita-
ble for practical deployment, despite prior assumptions of quantum resistance. 

4. Discussion 

Quantum computing has advanced significantly in recent years, particularly as lead-
ing technology companies develop machines with capacities exceeding 1000 qubits. 
IBM, for example, plans to build a supercomputer with more than 4000 qubits by 
2025, emphasizing improvements in circuit quality to support 5000 gates per cir-
cuit for large-scale workloads. Google aims to achieve an error-corrected quantum 
computer by 2029, building upon its 53-qubit Sycamore processor. Microsoft is 
pursuing utility-scale quantum computing through a three-tiered approach—Foun-
dational, Resilient, and Scale—with a primary focus on topological qubits. In Feb-
ruary 2025, Microsoft introduced the Majorana 1 processor, designed to scale to 
1 million qubits by leveraging hardware-protected qubits [31]. 

Quantum computers are advancing rapidly and will become widely adopted in 
the future. With quantum technology progressing swiftly, post-quantum cryp-
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tographic algorithms are also evolving. The NIST has recently announced four 
standardized post-quantum encryption algorithms, crucial for securing digital com-
munications against future quantum threats. The analysis indicates that lattice-
based schemes are ideal for this transition. ML-KEM is recommended for key en-
capsulation because of its strong security and efficiency, while ML-DSA offers bal-
anced performance for general use. Falcon excels in bandwidth-limited settings 
but necessitates careful implementation, and SLH-DSA remains valuable as a high-
assurance option despite its slower speed and larger signatures. While post-quan-
tum cryptography continues to improve in efficiency, its inherently large param-
eter sizes remain a significant challenge. Choosing the right algorithm will depend 
on security levels, parameter size, execution speed, and specific application needs. 
Table 2 presents the first standardized quantum-resistant cryptographic algorithms, 
highlighting these considerations and correlating security levels with the difficulty 
of breaking traditional encryption methods such as AES [32]. 
 

Table 2. NIST PQC KEM & digital signature algorithms, security levels, and parameter sizes [18] [32]. 

NIST PQC KEM algorithms 

Algorithm Scheme Parameters Security 
KeyGen 

(ms) 
Enc 
(ms) 

Dec 
(ms) 

Private Key 
(B) 

Public Key 
(B) 

Ciphertext 
(B) 

Kyber Lattice-Based 

Kyber512 1 0.253 0.070 0.084 1632 800 768 

Kyber768 3 0.354 0.095 0.118 2400 1184 1088 

Kyber1024 5 0.483 0.138 0.159 3168 1568 1568 

HQC Code-based 

HQC-128 1 2.84 4.12 8.95 2305 2249 4433 

HQC-192 3 5.67 8.34 18.2 4586 4522 8978 

HQC-256 5 11.2 16.8 35.4 7317 7245 14,421 

NIST PQC digital signature algorithms 

Algorithm Scheme Parameters Security 
KeyGen 

(ms) 
Signing 

(ms) 
verifying 

(ms) 
Private Key 

(B) 
Public Key 

(B) 
Signature 

(B) 

Dilithium Lattice-Based 

Dilithium 2 1 0.253 0.840 0.267 2528 1312 2420 

Dilithium 3 3 0.392 1.205 0.398 4000 1952 3293 

Dilithium 5 5 0.652 1.998 0.584 4864 2592 4595 

Falcon Lattice-Based 
Falcon 512 1 8.64 0.168 0.036 1281 897 666 

Falcon 1024 5 27.45 0.344 0.073 2305 1793 1280 

SPHINCS+ Hash-based 

SPHINCS+-128s 1 0.032 120.5 1.45 64 32 7856 

SPHINCS+-192s 3 0.048 285.2 2.98 96 48 16,224 

SPHINCS+-256s 5 0.064 652.8 5.12 128 64 29,792 

 
All three algorithm families align with NIST security levels (1, 3, 5), showing 

proportional increases in key and ciphertext/signature sizes as security strength-
ens. Kyber stands out for its computational efficiency, operating in sub-millisec-
ond times across all levels, highlighting the strengths of lattice-based designs for 
modern hardware. In contrast, HQC features significantly larger public keys, 
complicating its application in bandwidth-limited environments. Dilithium deliv-
ers competitive signing performance, maintaining verification times under 1.2 
milliseconds at high security levels, indicating that post-quantum signatures can 
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match or exceed traditional methods. However, SPHINCS+ signature generation 
takes considerably longer, ranging from 120 ms to 650 ms, due to its complex com-
putations. 

Lattice-based algorithms offer an effective balance of efficiency, minimal com-
munication overhead, and strong security foundations, making them suitable for 
deployment across a wide range of computing environments [18]. With Kyber based 
on the MLWE problem, it resists simple key-guessing attacks and remains secure 
against even powerful quantum threats. Yet, transitioning to quantum-safe stand-
ards poses significant challenges [33]: 
 A lack of visibility in cryptographic use. 
 Larger key and signature sizes affect performance. 
 The need for hybrid systems. 
 Limitations posed by Legacy devices. 
 The requirement for coordinated updates across various technology layers. 

5. Simulation 

Lattice-based methods are recognized for their strong security and computational 
efficiency, making them ideal for a range of cryptographic applications. Among 
these methods, CRYSTALS-Kyber stands out as the main KEM chosen during the 
PQC standardization process. It provides strong security, straightforward compu-
tation, and is suitable for resource-constrained environments. Kyber uses efficient 
polynomial operations enabled by the NTT, which is essential in lattice cryptog-
raphy. Its predictable structure and small ciphertext sizes enhance its performance 
with hardware accelerators, making it a top option for fast cryptographic solutions 
[34]. 

NTT plays a key role in post-quantum cryptography and homomorphic en-
cryption by streamlining polynomial multiplication. Instead of multiplying poly-
nomials directly, NTT simplifies the process to pointwise multiplication. However, 
this method requires modular arithmetic in q , which poses challenges for many 
platforms. Traditional modular multiplication techniques, such as trial division, 
can be inefficient and difficult to implement in hardware. 

In NTT, polynomials are converted from their standard coefficient form to the 
NTT domain via a forward NTT process that uses butterfly operations to combine 
coefficients with precomputed constants. Once transformed, polynomials can be 
reverted to their original form through inverse NTT, which involves a different 
set of butterfly operations and a final scaling step to adjust the output. Montgom-
ery multiplication performs efficient modular arithmetic during scaling. The method 
leverages bit manipulation techniques to optimize performance, particularly by 
using parameters that streamline hardware implementation. The simulation’s op-
eration is as follows: 

1) Load 256 input coefficients into coefficient memory. 
2) Start Forward NTT. 
3) Perform butterfly operations stage by stage. 
4) Store-and-forward NTT result. 
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5) Run inverse NTT on the result. 
6) Apply final inverse scaling. 
7) Read output coefficients. 
8) Compare output with original input to ensure correctness. 
The forward and inverse NTT processes efficiently transform between polyno-

mial representations, with careful attention to storage order and scaling adjust-
ments. 

Forward NTT 
The forward NTT transforms polynomials into the NTT domain using an in-

place, iterative algorithm. The reference implementation performs the NTT as fol-
lows: 

1) Require polynomial a ( )0 1 1, , , na a a −  as ( ) [ ] ( )1n
qa x Z X X∈ + , qZψ ∈  

is the N-th primitive root of unity 
2) Precompute a vector of the first n powers of such a root stored in bit-reverse 

order. 
3) Starting with length = 128, work down to length = 2. 
4) For each length, apply butterfly operations on pairs of coefficients. 
5) The result is in bit-reversed order. 
Inverse NTT 
The INTT transforms from the NTT domain back to coefficient representation 

as follows: 
1) Processes in the reverse order of the forward NTT. 
2) Uses the inverse roots of unity (stored in the same zetas array) 
3) Applies a final scaling factor to each coefficient (Montgomery constant). 
4) Returns the result in standard order. 
Figure 10 illustrates the NTT and INTT algorithm flowchart. 

 

 
Figure 10. NTT and INTT flowchart [Generated by AI]. 
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Algorithm 1 shows the NTT operation using the Cooley-Tukey butterfly. Algo-
rithm 2 shows the INTT operation using the Gentleman-Sande butterfly. 
 
Algorithm 1. The Cooley-Tukey NTT. 

Input: An n-element vector 0 1 1, , , na a a a −=   where [ ]1ia q∈ − , n  (power of 2) 

modulus q  ( )( )1 mod 2q n≡  

Input: Zeta (precomputed table of 2n -th roots of unity ψ , in bit-reversed order) 

Output: ( )ˆ   NTTf a←  

2; 1t n m← ←  

while ( m n< ) do 

     0k ←  

     for ( 0; ; 1i i m i i← < ← + ) 

        [ ]zetaS m i← +  

        for ( ; ; 1j k j k t j j← < + ← + ) 

           [ ]U a j←  

           [ ] ( )modV a j t S q← + ⋅  

           [ ] ( )moda j U V q← +  

           [ ] ( )moda j t U V q+ ← −  

        2k k t← +  

     2; 2t t m m← ←  

return f̂  

 
Algorithm 2. The gentleman-sande INTT. 

Input: An n-element vector 0 1 1    , , ,ˆ
nf f f f −=   where [ ]1if q∈ − , n  (power of 2) 

modulus q  ( )( )1 mod 2q n≡  

Input: zeta_inv (precomputed table of 2n -th roots of unity 1ψ − , in bit-reversed 

order), 1 modn q−  

     Output: ( )T ˆNTf f←  

1; 2t m n← ←  

while ( 0m > ) do 

     0k ←  

     for ( 0; ; 1i i m i i← < ← + ) 

        [ ]zeta_invS m i← +  

        for ( ; ; 1j k j k t j j← < + ← + ) 

           [ ]ˆU f j←  

           [ ]ˆV f j t← +  

           [ ] ( )ˆ modf j U V q← +  

           ( )modW U V q← −  
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           [ ] ( )mˆ odf j t W S q+ ← ⋅  

     2k k t← +  

 2 ; 2t t m m← ←  

for (   0; ; 1i i m i i← < ← + ) 

    [ ] [ ] 1 modˆf i f i n q−← ⋅   

return f  

6. Results 

Figure 11 shows the CPU performance benchmark for NTT and INTT, imple-
mented on a computer with a Core (TM) i7-1360P processor at 2.20 GHz and 
16GB of RAM.  
 

 
Figure 11. CPU performance benchmark. 

 
The total time taken for the NTT and INTT indicates that INTT takes longer to 

execute on the same CPU. INTT also has lower throughput. Table 3 compares 
CPU performance benchmarks (NTT and INV_NTT) and shows significant dif-
ferences. 
 
Table 3. Comparison of CPU performance benchmarks. 

Metric NTT INV_NTT Difference Ratio % 

Total Time (ms) 1042.94 1314.34 271.4 ≈26.0% 

Average Time (ms) 1.04 1.31 0.27 ≈25.96% 

Min Time (ms) 0.68 0.80 0.12 ≈17.65% 

Max Time (ms) 2.79 3.92 1.13 ≈40.5% 

Throughput 968823.42 760838.08 207985.34 ≈27.34% 

 
NTT clearly outperforms INV_NTT on all time scales. Productivity in NTT is 

about 27% higher, and INTT suffers from the worst execution time, at 40.5% higher, 
indicating greater performance fluctuation. 

Figure 12 shows the results of the GPU performance benchmark for NTT and 
INTT, implemented on the Server Colab T4 GPU. 
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Figure 12. GPU performance benchmark. 

 
Table 4 compares GPU performance benchmarks (NTT and INV_NTT) and 

shows significant differences. 
 
Table 4. Comparison of GPU performance benchmarks. 

Metric NTT INV_NTT Difference Ratio % 

Total Time (ms) 649.06 769.35 120.29 ≈18.53% 

Average Time (ms) 0.65 0.77 0.12 ≈18.46% 

Min Time (ms) 0.61 0.71 0.10 ≈16.39% 

Max Time (ms) 1.41 2.51 1.10 ≈78.0% 

Throughput 1540.70 1299.79 240.91 ≈18.53% 

 
The results demonstrate that NTT outperforms INTT across all measured met-

rics: 
 18.5% lower total execution time.  
 18.5% lower average execution time.  
 18.5% higher throughput.  
 Much lower worst-case latency (about 78% better). 
 More stable execution behavior (0.8 ms). 

NTT clearly outperforms INV_NTT in terms of execution speed, stability, and 
productivity. If the application requires high performance and reliability, NTT is 
the best choice because it delivers faster performance and less volatility. The ex-
pected reason for NTT to outperform INTT is that the INTT algorithm includes 
additional operations compared to NTT, such as: 
 Employing transactions 1ζ −  instead of ζ . 
 The final strike in 1 modn q− . 
 More Montgomery Reduction operations in some applications. 

Therefore, the INTT time is naturally greater, although the theoretical complex-
ity of the two algorithms is the same: ( )logO n n . 
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7. Conclusions 

PQC is becoming the main line of defense against the threats posed by large-scale 
quantum computing to classical cryptographic systems. Popular public-key meth-
ods such as RSA and Elliptic-Curve Cryptography (ECC) are expected to be com-
promised by quantum attackers, highlighting the need for a proactive shift in cryp-
tography. Although practical quantum computers are still in development, various 
stakeholders, including governments and standard-setting bodies, are already cre-
ating strategies to protect sensitive information and vital infrastructure. 

This paper reviews the latest innovations in quantum-resistant cryptographic 
algorithms, such as lattice-based, code-based, Hash-based, and multivariate poly-
nomial methods. It also examines current standardization efforts led by organiza-
tions such as NIST, which are vital to establishing reliable quantum-safe crypto-
graphic standards. 

The conclusion emphasizes that advancing post-quantum cryptography is essen-
tial for securing communication networks against the growth of quantum compu-
ting technology. Based on recent findings and NIST’s PQC standardization pro-
cess, lattice-based cryptography, specifically CRYSTALS-Kyber (for encryption) 
and CRYSTALS-Dilithium (for digital signatures), stands out as the most suitable 
approach for its scalability, robustness, and hardware adaptability.  

However, several challenges remain. Although NIST has standardized four al-
gorithms, comparative analysis of other methods, particularly multivariate, code-
based, and isogeny-based approaches, remains limited. Additionally, many algo-
rithms lack hardware implementations, which could slow down their adoption. 
Also, while post-quantum algorithms offer enhanced security, they may be more 
resource-intensive, creating issues for small IoT devices. Implementing PQC in IoT 
devices presents multiple challenges. Many IoT devices possess limited processing 
power and memory, which complicates the use of PQC algorithms originally de-
signed for more capable systems. These algorithms often require increased energy, 
thereby reducing battery life in devices with constrained power supplies. Bandwidth 
limitations are also significant, as low-power networks typically offer reduced trans-
mission speeds, and the larger key sizes of some PQC methods can extend commu-
nication times and increase the risk of transmission failures. Furthermore, many 
IoT devices lack robust firmware update mechanisms, making the transition to 
new cryptographic methods difficult. Migrating from classical to post-quantum 
techniques adds complexity, as it requires running both algorithms simultaneously 
and increases demands on processing, memory, and energy resources. Together, 
these factors pose substantial obstacles to implementing PQC on resource-con-
strained devices. 

Finally, transitioning to hybrid post-quantum/classical methods requires coor-
dinated updates across systems. 

In the future, researchers should focus on designing lightweight post-quantum 
cryptographic solutions for constrained IoT devices, as well as developing hybrid 
schemes that effectively integrate symmetric, asymmetric, and post-quantum cryp-
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tographic approaches while ensuring energy efficiency. 
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